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Digital Cinema System Specification: Compliance Test Plan

Important Notice:

This document is a Compliance Test Plan developed by Digital Cinema Initiatives, LLC (DCI). DCI is the owner of
this Compliance Test Plan for the purpose of copyright and other laws in all countries throughout the world. The
DCI copyright notice must be included in all reproductions, whether in whole or in part, and may not be deleted
or attributed to others. DCI hereby grants to its members and their suppliers a limited license to reproduce this
Compliance Test Plan for their own use, provided it is not sold. Others must obtain permission to reproduce this
Compliance Test Plan from Digital Cinema Initiatives, LLC.

This Compliance Test Plan is intended solely as a guide for companies interested in developing products that can
be compatible with other products developed using this document and [DCI-DCSS]. Each DCI member company
shall decide independently the extent to which it will utilize, or require adherence to, this Compliance Test Plan.
DCI shall not be liable for any exemplary, incidental, proximate or consequential damages or expenses arising from
the use of this document. This document defines only one approach to compatibility, and other approaches may
be available to the industry. Only DCI has the right and authority to revise or change the material contained in this
document, and any revisions by any party other than DCI are unauthorized and prohibited.

Using this document may require the use of one or more features covered by proprietary rights (such as features
which are the subject of a patent, patent application, copyright, mask work right or trade secret right). By publication
of this document, no position is taken by DCI with respect to the validity or infringement of any patent or other
proprietary right. DCI hereby expressly disclaims any liability for infringement of intellectual property rights of others
by virtue of the use of this document. DCI has not and does not investigate any notices or allegations of infringement
prompted by publication of any DCI document, nor does DCI undertake a duty to advise users or potential users
of DCI documents of such notices or allegations. DCI hereby expressly advises all users or potential users of this
document to investigate and analyze any potential infringement situation, seek the advice of intellectual property
counsel, and, if indicated, obtain a license under any applicable intellectual property right or take the necessary steps
to avoid infringement of any intellectual property right. DCI expressly disclaims any intent to promote infringement
of any intellectual property right by virtue of the evolution or publication of this document.

DCI gratefully acknowledges the participation and technical contributions of CineCert LLC, 2840 N.
Lima St, Suite 110A, Burbank, CA 91504 http://www.cinecert.com/, in the preparation of this document.

DCI gratefully acknowledges the participation and technical contributions of the
Fraunhofer Institute for Integrated Circuits, IS, Am Wolfsmantel 33, 91058 Erlangen,
Germany, http://www.iis.fraunhofer.de/, in the preparation of this document.
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Chapter 1. Introduction

Digital Cinema Initiatives, LLC (DCI) isajoint venture of Disney, Fox, Paramount, Sony Pictures Entertainment, Universal,
and Warner Bros. Studios. The primary purpose of DCI isto establish uniform specifications for d-cinema. These DCI member
companies believe that d-cinema will provide real benefits to theater audiences, theater owners, filmmakers and distributors.
DCI was created with the recognition that these benefits could not be fully realized without industry-wide specifications. All
parties involved in d-cinema must be confident that their products and services are interoperable and compatible with the
products and services of al industry participants. The DCI member companies further believe that d-cinema exhibition will
significantly improve the movie-going experience for the public.

Digital cinema is today being used worldwide to show feature motion pictures to thousands of audiences daily, at alevel of
quality commensurate with (or better than) that of 35mm film release prints. Many of these systems areinformed by the Digital
Cinema System Specification, Version 1.0, published by DCI in 2005. In areas of image and sound encoding, transport security
and network services, today's systems offer practical interoperability and an excellent movie-going experience. These systems
were designed, however, using de-facto industry practices.

With the publication of the Digital Cinema System Specification [DCI-DCSS], and the publication of required standards
from SMPTE, 1S0, and other bodies, it is possible to design and build d-cinema equipment that meets all DCI requirements.
Manufacturers preparing new designs, and theaters planning expensive upgrades are both grappling with the same question:
how to know if ad-cinema system is compliant with DCI requirements?

Note: Thistest plan references standards from SMPTE, | SO, and other bodies that have specific publication dates. The specific
version of the referenced document to be used in conjunction with this test plan shall be those listed in Appendix F.

1.1. Overview

ThisCompliance Test Plan (CTP) was developed by DCI to provide uniform testing proceduresfor d-cinemaequipment. The
CTP details testing procedures, reference files, design evaluation methods, and directed test sequences for content packages
and specific types of equipment. These instructions will guide the Test Operator through the testing process and the creation
of astandard DCI compliance evaluation report.

This document is presented in three parts and eight appendices.
 Part I: Procedural Tests — contains a library of test procedures for elements of a d-cinema system. Many of the test

procedures are applicable to more than one element. The procedure library will be used in Part |11 to produce complete
sequences for testing content and specific types of systems.
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Chapter 2: Digital Cinema Certificates — describes test objectives and procedures to test d-cinema certificates and
devices which use d-cinema certificates for security operations.

Chapter 3: Key Delivery Messages — describes test objectives and procedures to test Key Delivery Messages (KDM)
and devices which decrypt KDM payloads.

Chapter 4: Digital Cinema Packaging — describes test objectives and procedures to test the filesin a Digital Cinema
Package (DCP).

Chapter 5; Common Security Features — describes test objectives and procedures to test security requirements that
apply to more than one type of d-cinemadevice (e.g., an SMS or a projector). Security event logging is also addressed
in this chapter.

Chapter 6: Media Block — describes test objectives and procedures to test that Media Block device operations are
correct and valid.

Chapter 7: Projector — describes test objectives and procedures to test that projector operations are correct and valid.

Chapter 8: Screen Management System — describes test objectives and procedures to test that Screen Management
System (SMS) operations are correct and valid.

» Part II: Design Evaluation Guidelines — contains two chapters that describe DCI security requirements for the design
and implementation of d-cinema equipment, and methods for verifying those requirements through document analysis.
Requirementsin this part of the CTP cannot easily be tested by normal system operation. [FIPS-140-2] requirements for
deriving random numbers, for example, must be verified by examining the documentation that is the basis of the FIPS
certification.

Chapter 9: FIPS Requirements for a Type 1 SPB — provides a methodology for evaluating the results of a FIPS 140-2
security test. Material submitted for testing and the resulting reports are examined for compliance with [DCI-DCSS]
reguirements.

Chapter 10: DCI Requirements Review — provides a methodology for evaluating system documentation to determine
whether system aspectsthat cannot betested by direct procedural method are compliant with [DCI-DCSS] requirements.

» Partlll: Consolidated Test Procedures— contains consolidated test sequencesfor testing d-cinemaeguipment and content.

Chapter 11: Testing Overview — Provides an overview of the consolidated testing and test reports and a standard form
for reporting details of the testing environment.

Chapter 12: Digital Cinema Package (DCP) Consolidated Test Sequence — A directed test sequence for testing a
Digital Cinema Package (DCP).

Chapter 13: Digital Cinema Server Consolidated Test Sequence — A directed test sequence for testing a stand-alone
Digital Cinema Server comprising a Media Block (MB) and a Screen Management Server (SMS).

Chapter 14: Digital Cinema Projector Consolidated Test Sequence — A directed test sequencefor testing a stand-alone
Digital Cinema Projector with Link Decryptor Block (LDB).

Chapter 15: Digital Cinema Projector with MB Consolidated Test Sequence — A directed test sequence for testing a
Digital Cinema Projector having an integrated MB and an integrated or external SMS.

Chapter 16: Link Decryptor/Encryptor Consolidated Test Sequence — A directed test sequence for testing an image
processing device which is aremote SPB Type 1 with both Link Encryptor and Link Decryptor capabilities.

» Appendix A: Test Materials— Provides a complete description of al reference files used in the test procedures including
Digital Cinema Packages, KDMs and Certificates.
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» Appendix B: Equipment List — Provides alist of test equipment and software used to perform the test procedures. The
list is not exclusive and in fact contains many generic entries intended to alow Testing Organizations to exercise some
discretion in selecting their tools.

» Appendix C: Source Code— Provides computer programsin source code form. These programsare included here because
suitable alternatives were not available at the time this document was prepared.

» Appendix D: ASM Smulator — Provides documentation on asm-requester and asm-responder, two programs that
simulate the behavior of devices that send and receive Auditorium Security Messages.

» Appendix E: GPIO Test Fixture — Provides a schematic for a GPIO test fixture.

» Appendix F: Reference Documents — Provides a complete list of the documents referenced by the test procedures and
design requirements.

» Appendix G: Digital Cinema System Specification References to CTP — Provides a cross reference of [DCI-DCSS]
sections to the respective CTP sections.

» Appendix H: Abbreviations — Provides explanations of the abbreviations used in this document.

1.2. Normative References

The procedures in this document are substantially traceable to the many normative references cited throughout. In some
cases, DCI have chosen to express a constraint or required behavior directly in this document. In these cases it will not be
possible to trace the requirement directly to an external document. Nonetheless, the requirement is made normative for the
purpose of DCI compliance testing by its appearance in this document.

1.3. Audience

This document is written to inform readers from many segments of the motion picture industry, including manufacturers,
content producers, distributors, and exhibitors. Readers will have specific needs of this text and the following descriptions
will help identify the parts that will be most useful to them. Generally though, the reader should have technical experience
with d-cinema systems and access to the required specifications. Some experience with general operating system concepts
and installation of source code software will be required to run many of the procedures.

Equ [ pment Manufacturers
To successfully pass a compliance test, manufacturers must be aware of all requirements and test procedures. In addition

to understanding the relevant test sequence and being prepared to provide the Test Operator with information required to
complete the tests in the sequence, the manufacturer is also responsible for preparing the documentation called for in Part 11.

Testing Organizations and Test Operators
The Testing Organizations and Test Operators are responsible for assembling a complete test laboratory with al required

tools and for guiding the manufacturer through the process of compliance testing. Like the manufacturer, Testing
Organizations and Test Operators must be aware of al requirements and test procedures at a very high level of detail.

System Integrators

Integrators will need to understand the reports issued by Testing Organizations. Comparing systems using reported results
will be more accurate if the analyst understands the manner in which individual measurements are made.




Conventions and Practices

1.4. Conventions and Practices

1.4.1. Typographical Conventions
This document uses the following typographical conventions to convey information in its proper context.
A Bold Face styleis used to display the names of commands to be run on a computer system.

A Fi xed W dt h font is used to express literal data such as string values or element names for XML documents, or
command-line arguments and outpui.

Examples that illustrate command input and output are displayed in aFi xed W dt h font on a shaded background:

$ echo "Hello, World!'"
Hel | o, Wérl d!

Less-than (<) and greater-than (>) symbolsare used to illustrate generalized input valuesin command-line examples. They
are placed around the generalized input value, e.g., <i nput - val ue>. These symbols are also used to direct command
output in some command-line examples, and are also an integral part of the XML file format.

Callouts (white numerals on a black background, as in the example above) are used to provide reference points for
exampl es that include explanations. Examples with callouts are followed by alist of descriptions explaining each callout.

Square brackets ([ and ]) are used to denote an external document reference, e.g., [SMPTE-377-1].

1.4.2. Documentation Format
The test procedures documented in Part | will contain the following sub-sections (except as noted).

Objective —
Describes what requirements or assertions are to be proven by the test.

Procedures —
Defines the steps to be taken to prove the requirements or assertions given in the corresponding objective.

Material —
Describes the material (reference files) needed to execute the test. This section may not be present, for example,
when the objective can be achieved without reference files.

Equipment —
Describes what physical equipment and/or computer programs are needed for executing the test. The equipment
list in each procedure is assumed to contain the Test Subject. If the equipment list contains one or more computer
programs, the list is also assumed to contain a general purpose computer with a POSI X -like operating system (e.g.,
Linux). This section may not be present, for example, when the objective can be achieved by observation alone.

References —
The set of normative documents that define the requirements or assertions given in the corresponding objective.

Thefollowing languageis used to identify per sons and organizations by role:

Testing Organization
An organization which offers testing services based on this document.
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Test Operator
A member of the Testing Organization that performs testing services.

Testing Subject
A device or computer file which is the subject of atest based on this document.

Thefollowing language is used for referring to individual components of the system or the system as a whole:

Media Block and Controlling Devices
This term refers to the combination of a Media Block (MB), Screen Management System (SMS) or Theater
Management System (TMS), content storage and all cabling necessary to interconnect these devices. Depending upon
actual system configuration, all of these components may exist in a single chassis or may exist in separate chassis.
Some or all components may be integrated into the projector (see below).

Projector
The projector isthe device responsible for converting the electrical signals from the Media Block to ahuman visible
picture on screen. Thisincludes all necessary power supplies and cabling.

Projection System
A complete exhibition system to perform playback of d-cinema content. This includes all cabling, power supplies,
content storage devices, controlling terminals, media blocks, projection devices and sound processing devices
necessary for afaithful presentation of the content.

Theater System
The projection system plus al the surrounding devices needed for full theater operations including theater
loudspeakers and electronics (the "B-Chain"), theater automation, atheater network, and management workstations
(depending upon implementation), etc.

Note: there may be additional restrictions, depending on implementation. For example, some Media Blocks may refuse to

perform even the most basic operations as long as they are not attached to an SMS or Projector. For these environments,
additional equipment may be required.

1.5. Digital Cinema System Architecture

The [DCI-DCSS] dlows different system configurations, meaning different ways of grouping functional modules and
equipment together. The following diagram shows what is considered to be atypical configuration allowed by DCI.
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Figure 1.1. Typical DCI Compliant System Configuration
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The |eft side of the diagram shows the extra-theater part, which deals with DCP and KDM generation and transport. The
right side shows the intra-theater part, which shows the individual components of the projection system and how they
work together. This test plan will test for proper DCP and KDM formats (i.e., conforming to the Digital Cinema System
Specification), for proper transport of the data and for proper processing of valid and malformed DCPs and KDMs. In
addition, physical system properties and performance will be tested in order to ensure that the system plays back the dataas
expected and implements all security measures as required by DCI.

While the above diagram shows what is considered to be a typical configuration allowed by the Digital Cinema System
Specification, the[DCI-DCSS] still leavesroom for different implementations, for example, some manufacturers may choose
to integrate the Media Decryptor blocks into the projector, or share storage between d-cinema servers.

1.6. Strategies for Successful Testing

In order to successfully execute one of the test sequences givenin Part 111, the Test Operator must understand the details of
many documents and must have assembled the necessary tools and equipment to execute the tests. This document provides
all the necessary references to standards, tutorials and tools to orient the technical reader.

Asan example, Section 7.5.12 requires a cal cul ation to be performed on a set of measured and reference values to determine
whether a projector's colorimetry is within tolerance. Section C.6 provides an implementation of this calculation, but the
math behind the program and the explanation behind the math are not presented in this document. The Test Operator and
system designer must read the reference documents noted in Section 7.5.12 (and any references those documents may make)
in order to fully understand the process and create an accurate design or present accurate results on a test report.

Preparing a Test Subject and the required documentation requires the same level of understanding as executing the test.
Organizations may even choose to practice executing the test internally in preparation for atest by a Testing Organization.
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The test procedures have been written to be independent of any proprietary tools. In some cases this policy has led to an
inefficient procedure, but the resulting transparency provides a reference measurement that can be used to design new tools,
and verify results obtained from any proprietary tools a Testing Organization may use.
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Part |. Procedural Tests

Many tests in this Part rely on the Security Manager promptly making available log records of events. In order to provide a
bound on test durations, failure of a Security Managers to make the record of an event available as part of alog report within
5 minutes of the event being recorded is cause to fail the test being conducted.
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Chapter 2. Digital Cinema Certificates

Authentication of devicesin d-cinemais accomplished using asymmetric cryptography. Unlike symmetric cryptography, which
uses the same key to encrypt and decrypt data, asymmetric cryptography uses a pair of keys that each reverse the other's
cryptographic operations. data encrypted with one key in the key pair can only be decrypted by the other key in the key pair.
In such a key pair, there is a public key that is distributed freely, and a private key that is closely held and protected. Public
keys are not easily distinguished from one another because they don't carry any identifying information (they're just really long
random numbers). To address this, public keys are distributed with metadata that describes the person or device that holds the
private key, called the subject. This set of metadata and the public key comprisethe digital certificate. The standard that defines
adigital certificatefor d-cinemais[ SMPTE-430-2]. It isbased on the ITU standard for Public Key Infrastructure, called X.509,
and specifies a number of constraints on the X.509v3 standard, such as the X.509 version that can be used and the size of the
RSA keys, among other things.

A digital certificate also contains asignature, created by generating a message digest of the certificate and then encrypting that
message digest with a (usually different) private key. The signature is then added to the certificate, and is used to verify that
the certificate is authentic. The holder of the (private) key used to sign a certificate (encrypt the message digest) is known as
theissuer, and identifying information about the issuer isin the Issuer field of the certificate, linking the issuer to the subject's
certificate. Similarly, identifying information about the subject isin the Subject field. In most cases, the issuer and the subject
are different. When the issuer and subject are the same, the certificate is known as being self-signed. A self-signed certificate
isalso self-validating, asits own public key is used to validate its signature. When a self-signed certificate is used to sign other
certificates, it becomes the Certificate Authority (CA) for those certificates. The collection of certificates, from the top CA
certificate to the last certificate (known as a leaf certificate) are collectively called the certificate chain.

Certificate authentication is recursive: in order to verify that a certificate is valid you have to decrypt the signature using the
public key intheissuer's certificate. Oncethat signatureisvalidated, if theissuer's certificateis not self signed then the signature
validation process continues up the chain until a self-signed (CA) certificate is validated. A certificate is trusted only if its
entire chainisvalid.

Thetest proceduresin this chapter are organi zed into two groups: teststhat evaluate acertificate'scomplianceto [SMPTE-430-2]
and tests that evaluate the behavior of devicesthat decode certificates. The Certificate Decoder tests are in this section because
they are not specific to any particular type of system. All d-cinema devices that decode certificates must behave in the manner
described by these tests.

2.1. Certificate Structure

The testing procedures that follow make use of the OpenSSL cryptographic tools and library. OpenSSL is a well known,
free, and open source software package available for a number of hardware platforms and operating systems.

Much of the information in a digital certificate can be viewed in a human-readable format using OpenSSL's 'text' option.
The information presented in the text output can be used to validate a number of certificate requirements, and to validate
certificate-related KDM requirements by comparing the values present in the text output to the values in the KDM. The
following example illustrates the features of atypical d-cinemaleaf certificate:

Example 2.1. D-Cinema Certificate

$ openssl x509 -text -noout -in snpte-430-2-|eaf-cert.pem

Certificate:
Dat a:
Version: 3 (0x2)
Serial Nunmber: 39142 (0x98e6)
Si gnature Al gorithm sha256W t hRSAEncryption B
| ssuer: Oe.ca.exanple.com OU=.ra-1b.ra-1la.s430-2.ca. exanple.com
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CN=. cc- admi n/ dnQual i fi er=0sdCakN 3z6UPCYnogM-I ThPMbs=
Validity B
Not Before: Mar 9 23:29:52 2007 GVIT
Not After : Mar 8 23:29:45 2008 GMI H
Subj ect: O=.ca. exanpl e.com OU=.cc-adm n.ra-1b.ra-1la. s430-2. ca. exanpl e.com HE
CN=SM ws- 1/ dnQual i fi er=H i 8HyVnKEZSFoTeYl 2UV9aBi q4=FY
Subj ect Public Key Info:
Public Key Al gorithm rsaEncryption
RSA Public Key: (2048 bit)
Modul us (2048 bit):
[ hexadeci mal val ues omitted for brevity]
Exponent: 65537 (0x10001)
X509v3 ext ensi ons:
X509v3 Key Usage:
Digital Signature, Key Encipherment, Data Enci pherment
X509v3 Basic Constraints: critical
CA: FALSE
X509v3 Subject Key ldentifier:
1F: F8: BC: 1F: 25: 66: 28: 46: 52: 16: 84: DE: 60: 8D: 94: 57: D6: 81: 8A: AE
X509v3 Authority Key Ildentifier:
keyi d: D2: C7: 42: 6A: 43: 62: DF: 3E: 94: 3C: 26: 27: A2: 03: 05: 21: 36: CF: 32: 8B
Di r Nane: / O=. ca. exanpl e. coml OU=. r a- 1a. s430- 2. ca. exanpl e. com
CN=. ra- 1b/ dnQual i fi er =3NVh+Nx9WhnbDc XKK1puQ X4l sY=
serial : 56: CE

Si gnature Al gorithm sha256W t hRSAEncrypti on

[ hexadeci mal val ues omitted for brevity]

Certificate descriptions

EEEEEEEFENEEEERE

—~ =~
EEE

N DR N
EEE

Openssl command line and arguments to view the certificate text.
The x509 version of the certificate.

The serial number of the certificate.

The algorithm that was used to sign the certificate.
Information about the Issuer of the certificate.

The validity section of the certificate.

The date the certificate validity period begins.

The date the certificate validity period ends.

The Subject Name of the certificate.

Information about the Subject of the certificate.

Information about the Subject's public key.

The algorithm used to create the public key.

Information about the RSA public key.

The modulus value, which is a component of the public key.
The exponent value, which is a component of the public key.

x509 Version 3 Extensions. These extensions provide more information about the private key, the purposes for which

it can be used, and how it isidentified.
Key Usage. These are the actions that the private key can perform.
The enumerated list of actions that the private key can perform.

x509 Basic Constraints. These declare whether or not the certificate is a CA certificate, and whether or not thereisa

path length limitation. Basic Constraints must be marked Critical.

The Subject Key Identifier identifies the public key in the certificate.

The Authority Key Identifier identifies the | ssuer key used to sign the certificate.
The Signature Algorithm used to sign the certificate.

12
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2.1.1. Basic Certificate Structure

Objective

Verify that the certificate usesthe ITU X.509, Version 3 standard with ASN.1 DER encoding as described in [I TU-X509].
Also verify that thel ssuer and Subj ect fields are present inside the signed part of the certificate.

Procedures

The certificate format and encoding can be verified by using the openssl command to display the certificate information
as described in Example 2.1, e.g.:

$ openssl x509 -text -noout -informPEM-in <certificate>

A correctly formatted and encoded certificate will be displayed astext output by openssl. Anincorrectly formed certificate
will cause opensd to display an error. A certificate that causes an error to be displayed by the openssl command is
incorrectly formed and shall be cause to fail thistest.

The version of the certificate and the presence of thel ssuer and Subj ect fieldsin the signed portion of the certificate
can be verified by viewing opensdl's text output of the certificate. The version number is indicated by Ein the example
certificate, and the issuer and subject fields are indicated by numbers Hand g respectively. An x509 version number
other than 3, or the absence of either the Subject field or the Issuer field shall be cause to fail this test.

Supporting Materials

Reference Document 1D Refer ence Document Section(s)
[DCI-DCSS] 951,98
[ITU-X509]
[SMPTE-430-2]

Test Equipment

openss|
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SignatureAlgorithm Fields

2.1.2. SignatureAlgorithm Fields

Objective

Verify that the Si gnat ur eAl gor i t hmof the signature and the Si gnat ur eAl gori t hmin the signed portion of
the certificate both contain the value " sha256W t hRSAEncr ypti on".

Procedures

The signature algorithms of the signature and of the certificate can be verified by using the openss command to display
the certificate text as described in Example 2.1, e.g.:

$ openssl x509 -text -noout -in <certificate>

The signature algorithm of the certificate is indicated by Ein the example certificate, and the signature algorithm of the
signature is indicated by number A of the example certificate.

Verify that these fields both contain the value " sha256W t hRSAEncr ypt i on". If either field contains a different
value, this shall be cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)

[DCI-DCSS] 95.1,9.8
[SMPTE-430-2]

Test EQuipment

openss|

14



SignatureVaue Field

2.1.3. SignatureValue Field

Objective

Verify that the Si gnat ur eVal ue field is present outside the signed part of the certificate and contains an ASN.1 Bit
String that contains a PKCS #1 SHA256W t hRSA signature block.

Procedures

The certificate signature value can be verified by using the openssl command to display the certificate information as

described in Example 2.1, e.g.:

$ openssl x509 -text -noout -in <certificate>

A correct certificate signature will be displayed as colon separated hexadecimal values in the text output by openssl.
The signature block, omitted from the example certificate, will be present below the signature algorithm at the bottom
of the output below callout number EEof the example certificate. An incorrect certificate signature will cause opensd to
display an error. A certificate that causes openssl to generate errorsis cause to fail thistest. A signature value other than
sha256WithRSAENcryption is cause to fail this test.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS]
[SMPTE-430-2]

951,98

Test EQuipment

openss|
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SerialNumber Field

2.1.4. SerialNumber Field

Objective

Verify that the Seri al Number field is present inside the signed part of the certificate and that it contains a non-
negative integer that is no longer than 64 bits (8 bytes).

Procedures

The certificate serial number can be verified by using the openssl command to display the certificate information as
described in Example 2.1, e.g.:

$ openssl x509 -text -noout -in <certificate>

The serial number field is indicated by Ein the example certificate. Confirm that the serial number is a non-negative
integer that is no longer than 64 bits (8 bytes), and that the parenthetical phrase "neg" is not present. A negative seria
number or a number larger than 64 bits shall be cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)

[DCI-DCSS] 95.1,9.8
[SMPTE-430-2]

Test EQuipment

openss|
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SubjectPublicKeylnfo Field

2.1.5. SubjectPublicKeyInfo Field

Objective

Verify that the Subj ect Public Key | nfo fieldis present inside the signed part of the certificate and that it
describes an RSA public key with a modulus length of 2048 bits and a public exponent of 65537.

Procedures

The subject public key info can be verified by using the openssl command to display the certificate information as
described in Example 2.1, eg.:

$ openssl x509 -text -noout -in <certificate>

The Subject Public Key Info isindicated by [Ein the example certificate. The modulus length and the public exponent
areindicated by [ and &, respectively.

Verify that the Publ i ¢ Key Al gorithmtypeisrsaEncryptionand RSA Public Keyis(2048 bit).
Failure to meet both requirementsis cause to fail this test.

Verify that the Modul us is (2048 bit) and that Exponent is 65537 (0x10001). Any other value for the
modulus length or the exponent shall be cause to fail thistest.

Supporting Materials

Reference Document 1D Refer ence Document Section(s)
[DCI-DCSS] 9.51,9.8
[SMPTE-430-2]

Test Equipment

openss|
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Deleted Section

2.1.6. Deleted Section

The section "RSA Key Format" was deleted. The section number is maintained here to preserve the numbering of
subsequent sections.
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Validity Field

2.1.7. Validity Field

Objective
Verify that the Val i di ty field is present inside the signed part of the certificate and contains timestamps in UTC.

Timestamps with years up to and including 2049 must use two digits (UTCTime) to represent the year. Timestamps with
the year 2050 or later must use four digits (GeneralizedTime) to represent the year.

Procedures

The presence of the validity field can be verified by using the openssl command to display the certificate text as described
in Example 2.1, e.g.:

$ openssl x509 -text -noout -in <certificate>

Thevalidity field isindicated by callout @in the example certificate. Confirm that the field is present and that it contains
a"Not Before' value as a UTC timestamp asindicated by [dof the example certificate and a"Not After" valueasaUTC
timestamp asindicated by B of the example certificate. If thevalidity field isnot present, thisshall be causetofail thistest.

Verifying the format of the timestamps as either UTCTime or GeneralizedTime can be accomplished by viewing the
ASN.1 sequences of the certificate with OpenSSL. Additionally, by using the grep command to specify atext string to
display, in this case, "TIME", the time formats can be quickly identified:

$ openssl asnlparse -in <certificate> |grep TIME
154:d=3 hl=2 |I= 13 prim UTCTI ME : 0703121452127
169:d=3 hl=2 I= 13 prim UTCTI ME : 2703071452127

Confirmthat timestampsup to theyear 2049 arein UTCTimeformat, and that timestamps starting with theyear 2050 arein
GeneralizedTimeformat. Timestampsin UTCTimeformat will be formatted as"YYMMDDhhmmssZ", and Timestamps
in GeneralizedTime format will have the year coded as"YYYYMMDDhhmmssZ", where "Y" represents the year, "M"
represents the month, "D" represents the day, and "h", "m", "s", and "Z" represent hours, minutes, seconds, and the
Universal Coordinated Time zone. A timestamp prior to 2049 that is not in UTC format shall be cause to fail thistest. A
timestamp starting in 2050 or later that is not in GeneralizedTime format shall be cause to fail this test.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS] 95.1,9.8
[SMPTE-430-2]

Test Equipment

openssl
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AuthorityKeyldentifier Field

2.1.8. AuthorityKeyldentifier Field

Objective

Verify that the Aut hority Key Identifier fieldispresentinthe X509v3 Ext ensi ons section inside the
signed part of the certificate.

Procedures

The presence of the Aut hority Key Identifier field can be verified by using the openssl command to display
the certificate information as described in Example 2.1, e.g.:

$ openssl x509 -text -noout -in <certificate>

The Authority Key Identifier of the certificate isindicated by Ein the example certificate. Confirm that thisfield exists.
Theabsenceof theAut hority Key |dentifier field shal be causeto fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS] 9.5.1,9.8
[SMPTE-430-2]

Test EQuipment

openss|
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KeyUsage Field

2.1.9. KeyUsage Field

Objective
Verify thattheKey Usage fieldispresentinthe X509v3 Ext ensi ons sectioninsidethesigned part of the certificate.

For signer certificates, verify that only the "Certificate Sign" (keyCer t Si gn) flagistrue, the"CRL Sign" (cRLSi gn)
flag may optionally be present.

For the SM role leaf certificate of a dual certificated MB, verify that the "Certificate Sign" ( keyCert Si gn), "CRL
Sign" (cRLSi gn), and the"Digital Signature” (di gi t al Si gnat ur e) flagsare false or not present and that the "Key
Encipherment” ( keyEnci pher ment ) flag istrue.

For the LS role leaf certificate of a dua certificated MB, verify that the "Certificate Sign" ( keyCert Si gn), "CRL
Sign" ( cRLSi gn), and the "Key Encipherment” ( keyEnci pher ment ) flags are false or not present, and that the
"Digital Signature” (di gi t al Si gnat ur e) flagistrue.

For all leaf certificates not part of adual certificated MB, verify that the "Certificate Sign" (keyCer t Si gn) and "CRL
Sign" (cRLSi gn) flags are false or not present, and that the "Digital Signature" ( di gi t al Si gnat ur e), and "Key
Encipherment” ( keyEnci pher ment ) flags are true.

Procedures

Thepresenceof theKey Usage field can beverified by using the openssl command to display the certificateinformation
as described in Example 2.1, e.g.:

$ openssl x509 -text -noout -in <certificate>

TheKey Usage fieldin the certificate isindicated by [ in the example certificate.
For all certificates, confirm that this field exists. Absence of the Key Usage field shall be cause to fail thistest.

For signing certificates, confirm that the key usage listed in the usage list (indicated by has only "Certificate
Sign" (keyCert Si gn), theoptional "CRL Sign" (cRLSi gn) flag may be present. Absence of the "Certificate Sign" (
keyCert Si gn) flag, or presence of any other flag except for "CRL Sign" (cRLSi gn), shall be causeto fail thistest.

For the SM role leaf certificate of a dual certificated MB, confirm that the key usage lists "Key Encipherment” (
keyEnci pherment), and that "Digital Signature” ( di gi tal Si gnature) is absent. Absence of "Key
Encipherment” (keyEnci pher nent ), or presence of "Digital Signature” (di gi t al Si gnhat ur e), shall be causeto
fail thistest. Presence of "Certificate Sign" (keyCert Si gn) or "CRL Sign" (cRLSi gn) shall be causeto fail thistest.

For the LS role leaf certificate of a dual certificated MB, confirm that the key usage lists "Digital Signature”" (
di gi tal Si gnat ure), and that the "Key Encipherment” ( keyEnci pher ment) is absent. Absence of "Digital
Signature" (di gi t al Si gnat ur e), or presence of "Key Encipherment” (keyEnci pher nent ), shall be causeto fail
thistest. Presence of "Certificate Sign" (keyCer t Si gn) or "CRL Sign" ( cRLSi gn) shall be cause to fail this test.

For al leaf certificates not part of a dua certificated MB, confirm that the key usage lists "Digital Signature”" (
di gital Si gnature) and "Key Encipherment" ( keyEnci phernment). Absence of "Digita Signature" (
di gi t al Si gnat ur e) and "Key Encipherment" ( keyEnci pher nent ) shall be cause to fail this test. Presence of
"Certificate Sign" (keyCer t Si gn) or "CRL Sign" (cRLSi gn) shall be cause to fail thistest.

Notethat leaf certificates may have other key usages specified, and the presence of other usages not specifically referenced
here shall not be areason to fail thistest.
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KeyUsage Field

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS]
[SMPTE-430-2]

95.1,9511,951298

Test Equipment

openss|
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Basic Constraints Field

2.1.10. Basic Constraints Field

Objective

Verify that the Basi ¢ Const rai nt s field is present in the X509v3 Ext ensi ons section of the signed portion
of the certificate. For signer certificates, verify that the certificate authority attribute is true (CA:TRUE) and the
Pat hLenConst rai nt value is present and either zero or positive. For leaf certificates, verify that the certificate
authority attribute is false (CA:FALSE) and the Pat hLenConst r ai nt isabsent or zero.

Procedures

Thepresenceof theBasi ¢ Const r ai nt s field can beverified by using the openssl command to display the certificate
information as described in Example 2.1, e.g.:

$ openssl x509 -text -noout -in <certificate>

TheBasic Congtraintsfield in the certificate isindicated by lin the example certificate. For signing certificates, confirm
that this field exists, that the certificate authority value is true (CA:TRUE), and that the path length is present and is a
positive integer. For leaf certificates, confirm that the certificate authority value is false (CA:FALSE) and that the path
length is absent or zero. The absence of the Basic Constraints field shall be causeto fail thistest. For signer certificates,
the absence of the CA:TRUE value, or a negative or missing Path Length value shall be cause to fail this test. For leaf
certificates, the presence of the CA:TRUE value or the presence of a path length greater than zero shall be cause to fail
thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS] 9.5.1,9.8
[SMPTE-430-2]

Test EQuipment

openssl
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Public Key Thumbprint

2.1.11. Public Key Thumbprint

Objective

Verify that there is exactly one DnQual i fi er present in the Subj ect field and that the DnQual i fi er value
is the Base64 encoded thumbprint of the subject public key in the certificate. Also verify that there is exactly one
DnQual i fi er presentinthel ssuer field and that the DnQualifier value is the Base64 encoded thumbprint of the
issuer's public key.

Procedures

The presence of asingle instance of the DnQual i f i er field can be verified by using the openssl command to display
the certificate information as described in Example 2.1, e.g.:

$ openssl x509 -text -noout -in <certificate>

The Subject DnQuialifier in the certificate is in the Subject information as indicated by [@in the example certificate,

and the Issuer DnQualifier in the certificate is in the Issuer information as indicated by B Confirm that each of these

fields contain only one DnQualifier. Missing DnQualifier valuesin either of these fields or the presence of more than one
DnQualifier in either field shall be cause to fail this test.

The public key DnQualifier must be recalculated to confirm that the DnQualifier value in each of these fieldsis correct.
The following steps perform this cal cul ation:

1. Extract the public key from the certificate (using OpenSSL)

2. Convert the public key from Base64 to binary (using OpenSSL)

3. Skip 24 bytesinto the binary form of the public key (using dd)

4. Calculate the SHA-1 digest over the remaining portion of the binary form of the public key (using OpenSSL)
5. Convert the SHA-1 digest value to Base64 (using OpenSSL)

The steps above can be performed in sequence by redirecting the output from one step to the next, and using openssl and
the dd command present on most posix compliant operating systems, such as:

$ openssl x509 -pubkey -noout -in <certificate> | openssl base64 -d \
| dd bs=1 skip=24 2>/dev/null | openssl shal -binary | openssl base64

The resulting value is the calculated DnQualifier of the public key in the input certificate. Confirm that when this
calculation is performed on the public key in the subject certificate, the calculated value is equal to the DnQualifier
present in the Subject field. Confirm that when this calculation is performed on the public key in the issuer certificate, the
calculated value is equal to the DnQualifier present in the Issuer field of the subject certificate. A DnQudlifier that does
not match the calculated value of the corresponding certificate's public key shall be cause to fail this test.

Supporting Materials

Reference Document | D Reference Document Section(s)

[DCI-DCSS] 951,98
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Public Key Thumbprint

Reference Document 1D

Reference Document Section(s)

[SMPTE-430-2]

Test Equipment

openss|
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Organization Name Field

2.1.12. Organization Name Field

Objective

Verify that exactly one instance of the Or gani zat i onNane field is present in the | ssuer and Subj ect fields.
Verify that thetwo Or gani zat i onNamne values are identical.

Procedures

Thepresenceof theOr gani zat i onNare inthe Subject and | ssuer fields can be verified by using the openssl command
to display the certificate information as described in Example 2.1, e.g.:

$ openssl x509 -text -noout -in <certificate>

The OrganizationName values arein the Subject and | ssuer fieldsin the certificate asindicated by Band En the example
certificate. Confirm that the Organization name, the value specified as" O=<or gani zat i on- nane>", isthe samein
both fields. Non-identical Organizational name values in the Subject and Issuer fields shall be cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)

[DCI-DCSS] 95.1,9.8
[SMPTE-430-2]

Test EQuipment

openss|
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OrganizationUnitName Field

2.1.13. OrganizationUnitName Field

Objective

Verify that exactly oneinstance of the Or gani zat i onUni t Nane (OU) valueispresentinthel ssuer and Subj ect

fields.

Procedures

The presence of the Or gani zat i onUni t Nane in the Subject and Issuer fields can be verified by using the openss
command to display the certificate information as described in Example 2.1, e.g.:

$ openssl x509 -text -noout -in <certificate>

The OrganizationUnitName values are in the Subject and Issuer fields in the certificate as indicated by Band E®in the
exampl e certificate. Theabsence of an Or gani zat i onUni t Nan®e in either the Subject or |ssuer fields of the certificate

shall be causeto fail thistest.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS]
[SMPTE-430-2]

9.8

Test EQuipment

openss|
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Entity Name and Roles Field

2.1.14. Entity Name and Roles Field

Objective
Verify that the CommonNane ( CN) is present exactly oncein both the Subj ect and | ssuer fields. Also verify that
the ConmronNarre fields contain a physical identification of the entity (i.e., make, model, or serial number, for devices).

For leaf certificates (i.e., certificate authority is set to False), verify that at least one role is specified and that it is the
role expected for the certificate.

Procedures

The presence of the CormonNane in the Subject and Issuer fields can be verified by using the openssl command to
display the certificate information as described in Example 2.1, e.g.:

$ openssl x509 -text -noout -in <certificate>

The CommonName values are in the Subject and Issuer fields in the certificate as indicated by Band Edn the example
certificate. Confirm that the ConmonNarre, the value specified as " CN=<common-name>" is present only once and that
it containsinformation that identifiesthe entity. For leaf certificates, confirm that the common name specifies at least one
role and that it is correct for the certificate. The absence of the CormonNan®e valuein either the Subj ect or | ssuer
fields shall be cause to fail thistest. For leaf certificates, the absence of arole designation shall be cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)

[DCI-DCSS] 95.1,9.8
[SMPTE-430-2]

Test EQuipment

openss|
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Unrecognized Extensions

2.1.15. Unrecognized Extensions

Objective

Verify that any X.509v3 extensions in the certificate that are not specified in [SMPTE-430-2] (unrecognized extensions)
are not marked critical.

Procedures

The list of X.509v3 extensions in a certificate can be viewed by using the openss command to display the certificate
information as described in Example 2.1, e.g.:

$ openssl x509 -text -noout -in <certificate>

For signer certificates (certificates that have CA:TRUE), of the X.509v3 extensions listed in the certificate, "Basic
Constraints" (indicated by ] must be marked critical. "Basic Constraints' may be marked critical for leaf certificates.

"Key Usage" and "Authority Key Identifier" (indicated by g may be marked critical. No other unrecognized X.509v3

extensions may be marked critical. A signer certificate with a"Basic Constraints" section that is not marked critical shall
be cause to fail this test. A Certificate that has any X.509v3 extension marked critical other than "Basic Constraints”,
"Key Usage" or "Authority Key Identifier" shall be cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS] 9.5.1,9.8
[SMPTE-430-2]

Test EQuipment

openss|
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Signature Validation

2.1.16. Signature Validation

Objective

Using theissuer's public key, verify that the signature contained in the certificate is valid.

Procedures

For this operation to be successful, validation must be performed down the certificate chain, from the self-signed root
certificate (the CA) to theleaf certificate being validated. Certificate chain validation isrecursive, so as each certificatein
thechainisvalidated it isincluded as part of the validation of the next certificate. With OpenSSL, thisresultsin afile that
contains the root certificate and, incrementally, each of the signer certificates of certificate chain of the leaf certificate.
Thisfile isthen used to validate the signature on the leaf certificate. A certificate chain containing three certificates can
be validated by following these steps:

1. Verify that the CA certificate signature is valid
2. Verify that the CA's signature on the signer's certificate is valid.
3. Verify that the signer's signature on the leaf certificate is valid.

This example uses openssl to validate each certificate, and the unix command ' cat' to append each successive certificate
toasinglefile. Thisfileis specified to openssl using the - CAf i | e option.

$ openssl verify -CAfile caroot.pem caroot.pem
caroot.pem OK

$ cp caroot.pem certchai n. pem

$ openssl verify -CAfile certchain. pem si gner. pem
si gner.pem K

$ cat signer.pem >> certchain. pem

$ openssl verify -CAfile certchain. pem|eaf.pem

| eaf . pem K

Error messages from OpenSSL indicate that a certificate in the chain did not validate, and that the chainisnot valid. Error
messages that indicate that the certificate chain is not valid shall be causeto fail thistest.

Supporting Materials

Reference Document 1D Refer ence Document Section(s)

[DCI-DCSS] 95.1,9.8
[SMPTE-430-2]

Test Equipment

openss|
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Certificate Chains

2.1.17. Certificate Chains

Objective
For a given certificate chain:

» Veify that the certificate chain is complete, i.e., for each certificate specified in an | ssuer field, there is a
corresponding certificate whose Subj ect field matchesthat | ssuer field.

» Verify that, for each certificate in the chain, the validity period of any child certificate is completely contained within
the validity period of the parent certificate.

» Verify that the root certificate (i.e., a self-signed certificate where the CA-flag istrue) isavalid root certificate.

Procedures

A complete certificate chain starts with a leaf certificate and ends with a self-signed (CA root) certificate. Between the
leaf certificate and the CA root certificate there should be one or more signer certificates. A leaf certificateissigned by a
signer certificate, and the signer certificateisidentified by its DnQualifier in the "Issuer” field of the leaf certificate. Ina
chain of three certificates, the signer certificateisin turn signed by the CA root certificate, which is similarly identified
by its DnQualifier in the Issuer field of the signer's certificate. The CA root certificate is self-signed and has its own
DnQualifier in both the Subject and Issuer fields.

To verify that the certificate chain is complete, confirm that the certificates corresponding to the Issuer DnQualifiers of
each of the certificates is present, as explained in Section 2.1.11: Public Key Thumbprint. A certificate chain that does
not contain all of the certificates matching the DnQualifiers specified in the Issuer fields of the certificates means the
chain is not complete and shall be cause to fail this test.

Thevalidity period of a certificate can be viewed using the procedure described in Section 2.1.7: Validity Field. Confirm
that for each certificate in the chain, the signer certificate's validity period completely contains the validity period of
the signed certificate. A certificate that has a validity period that extends beyond the validity period of its signer (either
starting before, or ending after, the validity period of its signer) shall be cause to fail this test.

To confirm that the CA root certificate isavalid root certificate:

1. Verify that the DnQualifier in the Issuer field is the same as the DnQualifier in the Subject field as described in
Section 2.1.11: Public Key Thumbprint.

2. Confirm that the Certificate Authority value in the Basic Constraints field is true and the path length value is a
number, zero or greater, as described in Section 2.1.10: Basic Constraints Field.

3. Confirm that the X.509v3 Key Usage contains "Certificate Sign" as described in Section 2.1.9: KeyUsage Field.

A CA certificate that does not have anon-negative path length of zero or greater, or that does not have the basic constraints
extension marked critical and containing CA:TRUE, shall be cause to fail thistest.

A CA Root certificate that is not self-signed shall be cause to fail thistest.

Supporting Materials

Reference Document ID Reference Document Section(s)
[DCI-DCSS] 9.5.1,9.8
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Certificate Chains

Reference Document 1D

Reference Document Section(s)

[SMPTE-430-2]

Test Equipment

openss|
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Certificate Decoder Behavior

2.2. Certificate Decoder Behavior

2.2.1. ASN.1 DER Encoding Check

Objective

Verify that a certificate is rejected by the decoding device if it contains syntax errors or does not conform to the ASN.1
DER (Distinguished Encoding Rules) format.

Procedures

For the malformed certificate below, perform an operation with the device under test using amalformed certificate. Verify

that the operation fails. A successful operation using a malformed certificate is cause to fail this test.

1. A certificate encoded as BER (chain-c3-BER-enc, |MB-chain-a3-BER-enc)

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS]
[SMPTE-430-2]

951,98

Test Material

chain-c3-BER-enc
chain-c1-root
chain-c3-root
IMB-chain-a3-BER-enc
chain-a3-root
chain-b1-root
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Missing Required Fields

2.2.2. Missing Required Fields

Objective

Verify that certificates with missing required fields are rejected by a device under test.

Procedures

For each of the malformations below, perform an operation on the device with the certificate that contains that
malformation. Verify that the operation fails. A successful operation using amalformed certificateis causeto fail thistest.

» missing SignatureAlgorithm field (i.e, chain-c3-no-saf, chain-a3-no-saf) - reject
» missing SignatureValue field (chain-c3-no-svf, chain-a3-no-svf) - reject

» missing Version field (chain-c3-no-ver, chain-a3-no-ver) - reject

» missing SerialNumber field (chain-c3-no-sn, chain-a3-no-sn - reject

» missing Signature field (chain-c3-no-sig, chain-a3-no-sig) - reject

» missing Issuer field (chain-c3-no-issuer, chain-a3-no-issuer) - reject

» missing Subject field (chain-c3-no-subject, chain-a3-no-subject) - reject

» missing SubjectPublicKeylnfo field (chain-c3-no-spki, chain-a3-no-spki) - reject
* missing Validity field (chain-c3-no-val-f, chain-a3-no-val-f) - reject

» missing AuthorityKeyldentifier field (chain-c3-no-aki-f, chain-a3-no-aki-f) - reject
» missing KeyUsage field (chain-c3-no-keyuse, chain-a3-no-keyuse) - reject

» missing BasicConstraint field (chain-c3-no-basic, chain-a3-no-basic) - reject

Supporting Materials

Reference Document 1D Reference Document Section(s)
[DCI-DCSS] 95.1,98
[SMPTE-430-2]
Test Material
chain-c3-no-saf
chain-c3-no-svf

chain-c3-no-ver
chain-c3-no-sn
chain-c3-no-sig
chain-c3-no-issuer

chain-c3-no-subject




Missing Required Fields

Test Material

chain-c3-no-spki
chain-c3-no-val-f
chain-c3-no-aki-f
chain-c3-no-keyuse
chain-c3-no-basic
chain-c1-root
chain-c3-root
chain-a3-no-aki-f
chain-a3-no-basic
chain-a3-no-issuer
chain-a3-no-keyuse
chain-a3-no-saf
chain-a3-no-sig
chain-a3-no-sn
chain-a3-no-spki
chain-a3-no-subject
chain-a3-no-svf
chain-a3-no-val-f
chain-a3-no-ver
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2.2.3. PathLen Check

Objective

Verify that, if the Certificate Authority attribute of theBasi cConst r ai nt fieldisTr ue, thePat hLenConst r ai nt
valueispresent and is either zero or positive. Verify that if the certificate authority attribute of the Basi cConst r ai nt
field is False, the Pat hLenConst r ai nt field isabsent or set to zero.

Procedures

1. Perform an operation on the device under test using aleaf certificate with aPathLen greater than zero (0). Verify that
the operation fails. A successful operation using a certificate with an incorrect Path Length is cause to fail this test.

2. Perform an operation on the device under test using aleaf certificate with a PathLen that is negative. Verify that the
operation fails. A successful operation using a certificate with an incorrect Path Length is cause to fail thistest.

3. Perform an operation on the device under test using a signer certificate that does not contain a PathLen (PathLen
absent). Verify that the operation fails. A successful operation using a certificate with an incorrect Path Length is
causeto fail thistest.

4. Perform an operation on the device under test using a signer certificate that contains a PathLen that is negative.
Verify that the operation fails. A successful operation using a certificate with an incorrect Path Length is cause to
fail thistest.

Supporting Materials

Reference Document 1D Reference Document Section(s)
[DCI-DCSS] 9.51,9.8
[SMPTE-430-2]

Test Material
chain-c3-path-1
chain-c3-path-2
chain-c3-path-3
chain-c3-path-4
chain-c3-path-5
chain-c3-path-6
chain-c3-path-7
chain-c3-root
chain-a3-path-1
chain-a3-path-2
chain-a3-path-3
chain-a3-path-4
chain-a3-path-5
chain-a3-path-6




PathLen Check

Test Material

chain-a3-path-7
chain-a3-root
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2.2.4. OrganizationName Match Check

Objective

Verify that the certificate is rejected by the device if the Or gani zat i onNane in the subject and issuer fields do not
match.

Procedures

Perform an operation on the device with a certificate that has mismatched Or gani zat i onNane vauesin the Subject
and Issuer fields. Verify that the operation fails. A successful operation using a malformed certificate is cause to fail
thistest.

Supporting Materials

Reference Document I1D Reference Document Section(s)
[DCI-DCSS] 9.5.1,9.8
[SMPTE-430-2]

Test Material
chain-c3-org-name

chain-c3-root
chain-a3-org-name

chain-a3-root




Certificate Role Check

2.2.5. Certificate Role Check

Objective

Verify that when the validation context includes a desired role, a device under test rejects a leaf certificate with arole
that is different than the role expected.

Procedures

Perform an operation on the device under test using a certificate with arole that is not permitted for the operation. Verify
that the operation fails. A successful operation using a certificate with an incorrect role is cause to fail thistest.

 Certificate Authority is False and no role specified in CommonName (chain-c3-role-1, chain-a3-role-1) - reject
» Distribution Root Certificate without a distributor role, remote SPB root Certificate with arole other than SMS role

(chain-c3-role-2, chain-a3-role-2) - reject

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS] 9.5.1,9.8
[SMPTE-430-2]

Test Material

chain-c3-role-1
chain-c3-role-2
chain-c3-root
chain-a3-role-1
chain-a3-role-2
chain-a3-root
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2.2.6. Validity Date Check

Objective

Verify that the certificate is regjected if it is not valid at the desired time (according to the validation context, e.g., time
of playback).

Procedures

Perform an operation on the devicewith acertificatethat isnot valid. Verify that the operationfails. A successful operation
using a certificate at atime outside of its validity period is cause to fail thistest.

Supporting Materials

Reference Document 1D Refer ence Document Section(s)
[DCI-DCSS] 9.5.1,9.8
[SMPTE-430-2]

Test Material

chain-c3-date-exp
chain-c3-root
chain-a3-date-exp

chain-a3-root




Signature Algorithm Check

2.2.7. Signature Algorithm Check

Objective

Verify that acertificateisrejected by adevice under test if the signature al gorithmsin the certificate body and the signature

arenot sha256W t hRSAEncr ypti on.

Procedures

Perform an operation on the device with a certificate that has mismatched or incorrect signatures for each of the following
types of signature errors. Verify that the operation fails. A successful operation using an incorrectly signed certificate

is cause to fail this test.

« Signature algorithm of the signature not sha256WithRSAEncryption (chain-c3-osig-type,chain-a3-iosig-type) - reject

» Signature algorithm of the certificate not sha256WithRSA Encryption (chain-c3-isig-type, chain-a3-isig-type) - reject

* Signature algorithms identical, but not sha256WithRSAEncryption (chain-c3-iosig-type, chain-a3-osig-type) - reject

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS]
[SMPTE-430-2]

9.5.1,9.8

Test Material

chain-c3-osig-type
chain-c3-isig-type
chain-c3-iosig-type
chain-c3-root
chain-a3-iosig-type
chain-a3-isig-type
chain-a3-osig-type
chain-a3-root
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2.2.8. Public Key Type Check

Objective

Verify that the certificate is rejected if the subject's Public Key is not a 2048 bit RSA key with an exponent of 65537 .

Procedures

For each of the types of incorrect public keys below, perform an operation on the device with the certificate that has an
public key that is not correct. Verify that the operation fails. A successful operation using a certificate with an incorrect
public key is cause to fail thistest.

» Public Key not an RSA Key (chain-c3-no-rsa, chain-a3-no-rsa) - reject
» RSA Public Key Length only 1024 bit (chain-c3-short-rsa, chain-a3-short-rsa) - reject

» Public Key Exponent other then 65537 chain-c3-bad-exp, chain-c3-bad-exp) - reject

Supporting Materials

Reference Document I1D Reference Document Section(s)
[DCI-DCSS] 9.5.1,9.8
[SMPTE-430-2]

Test Material

chain-c3-no-rsa
chain-c3-short-rsa
chain-c3-bad-exp
chain-c3-root
chain-a3-no-rsa
chain-a3-bad-exp
chain-a3-short-rsa

chain-a3-root

42



Issuer Certificate Presence Check

2.2.9. Issuer Certificate Presence Check

Objective

Verify that the certificate is rejected if the issuer's certificate cannot be located by looking it up using the value of the

Aut hor i t yKeyl denti fi er X.509v3 extension.

Procedures

Perform an operation on the device under test using certificates that do not include the certificate's signer specified by
the Aut hori t yKeyl dent i fi er. Verify that the operation fails. A successful operation using a certificate without

the certificate signer present is cause to fail thistest.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS]
[SMPTE-430-2]

9.5.1,9.8

Test Material

KDM without AuthorityKey certificate
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Chapter 3. Key Delivery Messages

This chapter contains tests for Key Delivery Messages (KDM). The test procedures in this chapter are organized into three
groups. teststhat evaluate aK DM's complianceto [ SMPTE-430-1], teststhat evaluate aK DM's compliance to [ SMPTE-430-3],
and tests that evaluate the behavior of devices that decode KDMs. The KDM Decoder tests are in this section because they are
not specific to any particular type of system. All d-cinema devices that decode KDMs must behave in the manner described
by these tests.

Before diving in to testing KDM files, we will first introduce XML and provide some examples of KDM documents.

3.1. eXtensible Markup Language

XML is afile metaformat: afile format for creating file formats. Many of the files that comprise a d-cinema composition
(e.g., afeatureor trailer), are expressed in XML. While the various d-cinemafile formats represent different conceptswithin
the d-cinema system, the arrangement of data within the files is syntactically similar for those files that use XML. This
section will provide an overview of XML as used for d-cinema applications. Readers looking for more detailed technical
information are referred to the home of XML at http://www.w3.0rg.

3.1.1. XML Documents

Themain unit of datastorageinan XML documentisthe XML element. XML elementsare expressed in adocument using
tags, strings of human-readabl e text enclosed between less-than (<) and greater-than (>) characters. An XML document
isan element that is meant to be interpreted as a complete unit. Every XML document consists of asingle XML element
having zero or more (usually hundreds more) elementsinside. XML documents may be stored as files, transmitted over
networks, etc. The following example shows avery simple XML element, rendered as a single tag:

<Conmment />

By itself, this XML element is a complete, though very uninteresting XML document.

To be more useful, our example element needs some data, or content. XML content may include unstructured text or
additional XML elements. Here we have expanded the element to contain some text:

<Conment >The qui ck brown fox...</Conmment >

Notice that when an XML element has content, the content is surrounded by two tags, in this case <Comment> and </
Comment>. The former is an opening tag, the latter a closing tag.

We now have some datainside our element. We could help the reader of our example XML document by indicating the
language that the text represents (these same characters could of course form words from other languages). The language
of thetext ismetadata: in this case, dataabout thetext. In XML, metadatais stored as sets of key/value pairs, or attributes,
inside the opening tags. We will add an attribute to our example element to show some metadata, in this case we are
telling the reader that the text isin English:

<Comment | anguage="en">The qui ck brown fox...</Coment >

The following example shows an actual d-cinema data structure (there is no need to understand the contents of this
example as this particular structureis covered in more detail in Section 4.2.1.):

Example 3.1. Packing List Example (Partial)

<?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>
<Packi ngLi st xm ns="http://ww. snpt e-ra. or g/ schemas/ 429- 8/ 2007/ PKL" >
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<l d>ur n: uui d: 59430cd7- 882d- 48e8- a026- aef 4b6253df c</ | d>
<Annot at i onText >Per f ect Myvi e DCP</ Annot at i onText >
<| ssueDat €>2007- 07- 25T18: 21: 31- 00: 00</ | ssueDat e>
<l ssuer >user @ost </ | ssuer >
<Cr eat or >Packagi ng Tool s v1. 0</Creat or >
<Asset Li st >
<Asset >
<l d>ur n: uui d: 24d73510- 3481- 4ae5- b8a5- 30d9eeced9cl</ | d>
<Hash>AXuf MKY7NyZcf SXQ¥sCZl s5dSyE=</ Hash>
<Si ze>32239753</ Si ze>
<Type>appl i cat i on/ nxf </ Type>
<Annot at i onText >i ncl udes Manp; E</ Annot at i onText >
</ Asset >
</ Asset Li st >
</ Packi ngLi st >

3.1.2. XML Schema

You may have noticed that the basic structure of XML allows the expression of almost unlimited types and formats of
information. Before a device (or a person) can read an XML document and decide whether it is semantically correct, it
must be possible for the reader to know what the document is expected to contain.

The XML standard dictates some initial requirements for XML documents. The document shown in Example 3.1 above
illustrates some of these requirements:

1. Element tags must be correctly nested: an element must be closed in the same scope in which it was opened. For
example, the following XML fragment shows incorrect nesting of the El emrent 3 element (it should close before
El enent 2 closes, not after).

<El enent 1>
<El enent 2>
<El enent 3>
</ El ement 2>
</ El ement 3>

</ El ement 1>

2. The document may not contain specia characters in unexpected places. For example, the &, < and > characters
may not appear except in certain cases. Special encodings must be used to use these characters literally within an
XML document.

A document which meetsthese requirementsissaid to bewell formed. All XML documents must bewell formed. An XML
parser (aprogram that reads XML syntax) will complain if you give it XML that is not well-formed. Well-formedness,
however, does not help us understand semantically what's in an XML document. To know the meaning of a particular
XML structure, we have to have a description of that structure.

Thestructureand permitted valuesinan XML document can be defined using XML Schema. Thereare other languagesfor
expressing the content model of an XML document, but XML Schemais the standard used by the SMPTE specifications
for d-cinema. XML Schemais alanguage, expressed in XML, which allows the user to define the names of the elements
and attributes that can appear in an XML document. An XML Schema can also describe the acceptable contents of and
combinations of the XML elements.

Given an XML Schemaand an XML document, a validating XML parser will report not only errors in syntax but also
errorsin the use and contents of the elements defined by the schema. Throughout this document, we will use the schema-
check program (see Section C.3) to test XML documents. The command takes the instance document and one or more
schema documents as arguments;

$ schema-check <input-file> snpte-430-3. xsd
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If this command returns without errors, the XML document can be said to be both well-formed and valid.

Some XML documents are defined using more than one schema. In these cases, you can supply the names of any number
of schemas on the command line;

$ schenma-check <input-file> snpte-430-3.xsd snpt e-430-1. xsd

3.1.3. XML Signature Validation

XML Sgnature is a standard for creating and verifying digital signatures on XML documents. Digital signatures are
used to allow recipients of Composition Playlists, Packing Lists and Key Delivery Messages (KDM) to authenticate the
documents; to prove that the documents were signed by the party identified in the document as the document's signer,
and that the documents have not been modified or damaged since being signed.

The checksig program (distributed with the XML Security library) can be used to test the signature on an XML document.
The program is executed with the name of afile containing asigned XML document:

Example 3.2. checksig execution

$ checksig test-kdm xm
Signature verified OK!

The program expects that the first certificate in the <KeyInfo> element is the signer. This has two implications:
1. The program will fail if the signer is not the first (SMPTE standards allow any order)
2. The program does not check the entire certificate chain

To address the first issue, the dsig-cert.py program (see Section C.8) can be used to re-write the XML document with
the signer's certificate first in the <Keylnfo> element. Thisis demonstrated in the following example:

Example 3.3. dsig-cert.py execution

$ dsig-cert.py test-kdmxm >tnp. xnl
$ checksig tnp. xm
Signature verified OK!

The second issueis addressed by extracting the certificates from the document's XML Signature data and validating them
directly with opensd. This procedure is the subject of the next section.

3.1.3.1. Extracting Certificates from an XML Document

In order to test certificates separately from the XML document in which they are embedded, this procedure will
manually extract them into separate PEM files (see [RFC-1421]). A PEM file contains a certificate (more than one if
desired, but we're not going to do that just yet) as a DER-encoded binary string which isthen encoded using Printable
Encoding (see [RFC-1421]). The encoded text is prefixed by the string - - - - - BEA N CERTI FI CATE- - - - -

followed by a newline. The encoded text is followed by the string - - - - - END CERTI FI CATE- - - - - . An example
of thisformat can be seen below. Note that the Printable Encoding has newlines after every 64 characters.

Example 3.4. An X.509 certificate in PEM format

47




Extracting Certificates
from an XML Document

————— BEG N CERTI FI CATE- - - - -

M | EdzCCA1+gAw BAgl CNBowDQYJKoZI hvc NAQEL BQAWG YQx GTAXBgNVBAO TECS)
YS5j aWbl Y2VydC5j b20x LDAgBgNVBASTI y5y YSOxYi 5y YSOx YS5z NDMM-TI uY2Eu
Y2| uZWN cnQuY29t MRI WEAYDVQQDEWKUY2M YWRt aVAxJ TA] BgNVBCA THGNWSIMX W
NDBCMDhqSGIk O JIWhps Vi 9DUOX mNDOW Bc NMDeWMTELM | 0OTQOWAgPM AwODAX
MIyM Q6NDJaM GLMRkwFwYDVQQKEXAuY2EuY2l uZWNl cnQuY29t MIuwMnvYDVQQL
EywuY2M YWRt aWtucmEt MY ucmEt MAEucz Qz MCOy LmNhLnmNpbmVj ZXJ0Lm\vbTEQ
MA4 GA1UEAX MHUOOud3M MTEl MCMGALUELhMedC8z @2x NW di QARGUNhnaml TRTFn
NGY4NUhNPTCCASI wDQYJKoZI hvc NAQEBBQADgg EPADCCAQo CggEBAOBej VA3Lg+Y
uvTYhCaFyOET6zH6Xr B3r LRr | beM r TuUUMCX0YSmA7nBZO1Bd/ HQr Ixyq6hJnPGu
auxwwW FAw+Aaj BRp4eSi At 8sr ACc Eny qGHwWPLoaKVEaHXSOY8gJ plk ZwgGamoR40
RQusf Ab2/ L76+Rl MJyACoJuR6k4k OBV\Bbj EE4E76KKRAk5K580d7uFf 5G86GhG U
Af XHIXbogzHnxQHaM dKNaSskxW WBGr X43+2ZZUHVRZKeOPs/ 9g2gCRZ6eYai mi
UF+szHOEUYOMox4pogn+SZFr UN EoW DB PSTTgCQVOQLBt zD1l BQONQGEIcd73N
9f 5M G oWk CAWEAAaOB5z CB5 DAL Bg NVHQBEBAMCBL AWDAYDVROTAQH BAI wADAd
BgNVHQEFgQUt / 3Gl MZ7bAdFRxgj mSE1g4f 85HMwgac GA1UdI wSBnz CBnl AUcpJ|
p40B3H Hod8ol Zz| V/ CSLf 6hf 6ROMHs x GTAXBgNVBAOTECS] YS5j aWsl Y2VydC5j
b20xJj AkBgNVBAs THS5y YSOx YS5z NDMAM-TI uY2Eu Y2l uZWNl cnQuY29t MBWDQYD
VQQDEWYucnEt M xJTA] BgNVBCATHEJt eVdZV3dOM2OFNI JGSTVYdDd3KOhGaEt W
Zz2CAwWDpz TANBgk ghki GOWOBAQs FAAOCAQEA0OW AFQsyoKt 07+WBeF9HuCRpKkx k
6gMyXzgAf JFRk/ pi 7C nf j xvWikJgq4HWIWHpXs G-f / RTp08naV1UHNe71sDYV2Fb
MOSFRi 20r RVZEXO9SBKQHLZ7ZdLU+6G HXKj mp9Di of UNOgvZPnvwGE CoB4Cp G
K14kt xt OghczzEi JCk2KI SsgOU6NK4cnt Ff M ukl TwrD5C6 TvaawkveNIQel dj Uw
TWovd+Edf 9wk H\NvBERRII bCOW 16C5BVQZt FBJAU++3gul/ 4Qn4l keU gnR6099S
UQH+T344CBS| y06zt i WZi uxoONoXf y12DTSepB+QShnmuhsScr f vOQbB5hw==
————— END CERTI FI CATE- - - - -

Within an XML document signed using XML Signature, certificates are stored in <dsi g: X509Certifi cate>
elements. These elements can be found at the end of the document, withinthe</ dsi g: Si gnat ur e> element. The
encoding method for storing certificate datain XML Signatureisvirtually identical to PEM. The Base64 encoding (see
[RFC-2045]) uses the same mapping of binary datato text characters, but the line length is not limited as with PEM.

Itisarelatively easy task to use atext editor to copy and paste certificate data from an XML document:

1. Open a new text editor window, and paste - - - - - BEG N CERTI FI CATE-- - - - , then press the Enter key.
Note that the number of -' (dash) characters on either side of the BEG N CERTI FI CATE label isfive (5).

2. Copy the content of the selected <dsi g: X509Certi fi cat e> element (but not the element tags) from the
KDM and paste it into the new editor window. The cursor should now be positioned at the last character of the
certificate; pressthe Enter key.

3. Paste-- - - - END CERTI FI CATE- - - - - at the end of the new editor window and press the Enter key.

4. Note again that Printable Encoding lines in PEM format files must be no more than 64 characters in length. If
the Base64 certificate string copied from the KDM containslong lines, manually break the lines using the cursor
and the Enter key.

5. Save the editor's contents to afile, usually with a. pemsuffix.

In most cases the procedure given above can be automated using the dsig-extract.py program (see Section C.9). As
shown below, the - p option can be used to provide aprefix for the automatically-generated filenames. Inthisexample,
the input document contained four certificates.

Example 3.5. dsig-extract.py execution

$ dsig-extract.py -p my_prefix_ test-kdm xmnl
$ Is ny_prefix_*
my_prefix_1.pem
my_prefix_2. pem
my_prefix_3. pem
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my_prefix_4. pem

Y ou can test that the certificate has been correctly extracted by using openssl to view the contents of the certificatefile:

$ openssl x509 -text -noout -in <certificate-file.penr

The output from this command should look similar to Example 2.1: D-Cinema Certificate.

To validate a complete chain of extracted certificates, use the procedurein Section 2.1.16.

3.2. Key Delivery Message Example

The Key Delivery Message (KDM) is an XML document that contains cryptographic information necessary to reproduce
an encrypted composition. A KDM also contains metadata about the cryptographic information, such as the validity period
and the associated Composition Playlist (CPL). The format of the KDM file is specified by [SMPTE-430-1]. A KDM isa
type of Extra-Theater Message (ETM), as specified by [SMPTE-430-3].

The following examples show the elements of the KDM that will be examined during the procedures. Each example is
followed by alist of descriptivetext that describesthe variousfeatures of the KDM called out in the examples. Thesefeatures
will be referred to from the test procedures.

Example 3.6. KDM - AuthenticatedPublic area

<?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>
<DCi nemaSecurityMessage xm ns="http://ww. snpt e-ra. or g/ schemas/ 430- 3/ 2006/ ETM

xm ns: dsi g="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" xm ns: enc="http://ww. w3. or g/ 2001/ 04/ xm enc#" >

<Aut henti cat edPubl i c | d="1D_Aut henti cat edPubl i c">

<Messagel d>ur n: uui d: b80e668c- al75- 4bc7- ae48- d3al9c8f ce95</ Messagel d>
<MessageType>htt p://wwv. snpt e-ra. or g/ 430- 1/ 2006/ KDMtkdm key- t ype</ MessageType>
<Annot at i onText >Per f ect Movi e KDVK/ Annot ati onText > B
<l ssueDat €>2007- 07- 24T17: 42: 58- 00: 00</ | ssueDat e>
<Signer> H
<dsi g: X509 ssuer Nane>dnQual i fi er =wBz3ypt kPxbHI / \ +LUUeH5R6r (¥ | =, CN=. cc- admi n- X,
OU=. cc-ra- la. s430- 2. ca. exanpl e. com C=. ca. exanpl e. conx/ dsi g: X509! ssuer Name>
<dsi g: X509Ser i al Nunber >6992</ dsi g: X509Ser i al Nunber >
</ Si gner >
<Requi r edExt ensi ons>
<KDMRequi r edExt ensi ons xm ns="htt p: //ww. snpt e-ra. or g/ schemas/ 430- 1/ 2006/ KDM' >
<Reci pi ent> E
<X509I ssuer Seri al >
<dsi g: X509 ssuer Nane>dnQual i fi er =wBz3ypt kPxbHI / \ +LUUeH5R6r (¥ | =, CN=. cc- admi n- X,
QOU=. cc-ra- la. s430- 2. ca. serverco. com O=. ca. server co. conx/ dsi g: X509I ssuer Nane>
<dsi g: X509Ser i al Nunber >8992</ dsi g: X509Ser i al Nunber >
</ X509 ssuer Seri al >
<X509Subj ect Name>dnQual i fi er =83R40i cxCej FRR61 j 6i wdf 2f aTY=, CN=SM x_Mast eri ng,
OU=. cc-ra- la. s430- 2. ca. exanpl e. com C=. ca. exanpl e. conk/ X509Subj ect Nane>
</ Reci pi ent >
<Conposi ti onPl ayl i st d>
urn: uui d: 20670ba3- d4c7- 4539- ac3e- 71e874d4d7d1
</ Conposi tionPl ayli st d>
<Content Titl eText >Perfect Movi e</ ContentTitl eText>
<Cont ent KeysNot Val i dBef or e>2007- 07- 24T17: 42: 54- 00: 00</ Cont ent KeysNot Val i dBef or e>
<Cont ent KeysNot Val i dAf t er >2007- 08- 23T17: 42: 54- 00: 00</ Cont ent KeysNot Val i dAf t er >
<Aut hori zedDevi cel nf 0>
<Devi ceLi stldentifier>urn:uui d: d47713b9- cdel- 40a9- 98f e- 22ef 172723d0</ Devi ceLi st dentifier>
<Devi ceLi st >
<Certificat eThunmbpri nt >j k4Z8haFhqCGAVbC W65 VSO b4=</ Certi fi cat eThunbpri nt >
</ Devi celi st >
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</ Aut hori zedDevi cel nf 0>
<Keyl dLi st >
<TypedKeyl d>
<KeyType scope="http://ww. snpt e-ra. org/ 430- 1/ 2006/ KDMtkdm key-t ype" >MDI K</ Key Type>
<Keyl d>ur n: uui d: 15e929b3- 1d86- 40eb- 875e- d21c916f dd3e</ Keyl d>
</ TypedKeyl d>
<TypedKeyl d>
<KeyType scope="http://ww. snpt e-ra. org/ 430- 1/ 2006/ KDMtkdm key-t ype" >MDAK</ Key Type>
<Keyl d>ur n: uui d: ca8f 7756- 8c92- 4e84- a8e6- 8f ab898934f 8</ Key| d>
</ TypedKeyl d>
[remai ning key IDs omtted for brevity]
</ Keyl dLi st >
<For ensi cMar kFl agLi st >
<For ensi cMar kFl ag>
http://ww. snpt e-ra. or g/ 430- 1/ 2006/ KDM¥#nt kf | g- audi o- di sabl e
</ For ensi cMar kFl ag>
</ For ensi cMar kFl agLi st >
</ KDMRequi r edExt ensi ons>

</ Requi r edExt ensi ons>
<NonCri ti cal Ext ensi ons/ >

</ Aut hent i cat edPubl i c>

KDM AuthenticatedPublic area descriptions

N =

EEEEEEEEEREEEEREEEER

XML Declaration. This specifies the version of the XML standard to which the document conforms, and the character
encoding of the document.

The root DCinemaSecurityMessage element. This element contains the XML namespace declaration for a KDM as
specified in [SMPTE-430-1].

The beginning of the AuthenticatedPublic section of the KDM.

The Unique Universal ID (UUID) of the KDM. Thisis used to uniquely identify the asset map.

The type of message, in this case aKDM.

An annotation text describing the contents or purpose of the KDM.

The date the KDM was issued.

The portion of the KDM that holds information about the certificate used to sign the KDM.

The portion of the KDM that contains information about the recipient (target) certificate.

The serial number of the recipient certificate.

The Subject Name information from the recipient certificate.

The UUID of the CPL used to create the KDM.

The ContentTitleText from the CPL used to create the KDM.

The starting validity date of the KDM.

The ending validity date of the KDM.

Devicelist. Thislist containsthe list of certificates thumbprints authorized for use with at least a portion of the KDM.
A certificate thumbprint in the devicelist.

Thelist of KeylDs and their associated type.

The type of key represented by the KeylD.

The KeyID.

Thisflag determines whether forensic marking is enabled or disabled. The ForensicMarkFlagList may contain multiple
instances of ForensicMarkFlag.

Example 3.7. KDM - AuthenticatedPrivate area

<Aut henti cat edPri vate |d="1D_Aut henti cat edPri vate">
<enc: Encrypt edKey xml ns: enc="http://ww. w3. or g/ 2001/ 04/ xm enc#" >
<enc: Encrypti onMet hod

Al gorithm="http://ww.w3. or g/ 2001/ 04/ xm enc#r sa- oaep- ngf 1p" >

<ds: Di gest Met hod xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"

Al gorithm="http://ww. w3. org/ 2000/ 09/ xm dsi g#shal"/>

</ enc: Encrypti onMet hod>
<enc: G pher Dat a>
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Key Delivery Message Example

<enc: G pher Val ue>
[ 256 Byte long encrypted cipherdata bl ock om tted]
</ enc: Ci pher Val ue>
</ enc: G pher Dat a>
</ enc: Encr ypt edKey><enc: Encrypt edKey xm ns: enc="htt p://ww. w3. or g/ 2001/ 04/ xm enc#" >
<enc: Encrypti onMet hod Al gorithn¥"http://ww. w3. or g/ 2001/ 04/ xm enc#r sa- oaep- ngf 1p" >
<ds: Di gest Met hod xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
Al gorithm="http://ww.w3. org/ 2000/ 09/ xm dsi g#shal"/>

</ enc: Encrypti onMet hod>
<enc: G pher Dat a>
<enc: G pher Val ue>
[ 256 Byte long encrypted cipherdata bl ock om tted]
</ enc: Ci pher Val ue>
</ enc: G pher Dat a>
</ enc: Encr ypt edKey>
<enc: Encrypt edKey xml ns: enc="http://ww. w3. or g/ 2001/ 04/ xm enc#" >
<enc: Encrypti onMet hod Al gorithn¥"http://ww.w3. org/ 2001/ 04/ xm enc#r sa- oaep- ngf 1p" >
<ds: Di gest Met hod xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"

Al gorithm="http://ww. w3. org/ 2000/ 09/ xm dsi g#shal"/>
</ enc: Encrypti onMet hod>
<enc: G pher Dat a>
<enc: G pher Val ue>
[ 256 Byte long encrypted cipherdata bl ock om tted]
</ enc: Ci pher Val ue>
</ enc: G pher Dat a>
</ enc: Encr ypt edKey><enc: Encrypt edKey xm ns: enc="htt p://ww. w3. or g/ 2001/ 04/ xm enc#" >
<enc: Encrypti onMet hod Al gorithn¥"http://ww.w3. org/ 2001/ 04/ xm enc#r sa- oaep- ngf 1p" >
<ds: Di gest Met hod xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"

Al gorithm="http://ww. w3. org/ 2000/ 09/ xm dsi g#shal"/>
</ enc: Encrypti onMet hod>
<enc: G pher Dat a>
<enc: G pher Val ue>
[ 256 Byte long encrypted cipherdata bl ock om tted]
</ enc: Ci pher Val ue>
</ enc: G pher Dat a>
</ enc: Encr ypt edKey>
[additional EncryptionKey entries omitted]
</ Aut hent i cat edPri vat e>

KDM AuthenticatedPrivate area descriptions

The start of the AuthenticatedPrivate section of the KDM.

The EncryptedK ey element indicates there is data encrypted with an RSA public key algorithm.
The algorithm used to encrypt the data in the CipherData element.

A 256 Byte long block of RSA encrypted data.

Example 3.8. KDM - Signature area

<dsi g: Si gnat ure xm ns: dsi g="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >
<dsi g: Si gnedl nf o>
<dsi g: Canoni cal i zat i onMet hod
Al gorithm="http://ww.w3. org/ TR/ 2001/ REC- xm - c14n- 20010315#W t hComment s"/ >
<dsi g: Si gnat ur eMet hod Al gorithn¥"http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- sha256"/ >
<dsi g: Ref erence URI ="#| D_Aut hent i cat edPubl i c">
<dsi g: Di gest Met hod Al gorithm="http://ww. w3. or g/ 2001/ 04/ xm enc#sha256"/ >
<dsi g: Di gest Val ue>cnn8MA1NR4j QF+9GZi NJTI f | +C/ | 81 BFI j uCuq9l Qe=</ dsi g: Di gest Val ue> B
</ dsi g: Ref er ence>
<dsi g: Ref erence URI ="#| D_Aut henti cat edPri vate">
<dsi g: Di gest Met hod Al gorithm="http://ww. w3. or g/ 2001/ 04/ xm enc#sha256"/ >
<dsi g: Di gest Val ue>TEW't PWM_2i Okl pK2/ 4r ZbJbKgnnXj At Jwe9QJSe8u4=</ dsi g: Di gest Val ue>
</ dsi g: Ref er ence>
</ dsi g: Si gnedl nf o>
<dsi g: Si gnat ur eVal ue>uH41s90dRPXzFz+BF3dJ/ nyG09cLSE9cLzf 2C7f 2Fn49P9C53T5RSeEl yqt 6p51 | B




Key Delivery Message Example

z| H2q3ZJRZcZuV5VA7 k| b4z6UACGUTUS1D8I L/ anY1gl LFddj Ui DU/ OnnTC4AuAsH
r zwQgzOTZnZd2eLoON70DBt NhTcJZf t KUN2QRybHZaJ7Q aBxAi CK3h/ f RW b7zM
bcbsD9/ Vi JFI 7VQCOLYWTXxq643Exj 7s YGKI Srj uN+M_AubG50hu74YLCt A/ dnGB1
4VeXkBBR/ BEj OEeoxyf FpxbZwkdol 18/ Qd1JF32xpELPI TLr JoRyj r X/ 6gkm@QJ
X9GyFNd8j VxdYNI 4s1JCnQ==</ dsi g: Si gnhat ur eVal ue>

<dsi g: Keyl nf 0>El
<dsi g: X509Dat a>
<dsi g: X509l ssuer Seri al >
<dsi g: X509 ssuer Nane>dnQual i fi er =wBz3ypt kPxbHI /\ +LUUeH5R6r (X | =,

CN=. cc- admi n-x, OU=. cc-ra- la. s430- 2. ca. exanpl e. com C=. ca. exanpl e. conx/ dsi g: X509| ssuer Name>
<dsi g: X509Ser i al Nunber >6992</ dsi g: X509Ser i al Nunber >
</ dsi g: X509I ssuer Seri al >
<dsi g: X509Certifi cat e>

[ PEM encoded certificate om tted]
</ dsi g: X509Certifi cate>
</ dsi g: X509Dat a>
<dsi g: X509Dat a>
<dsi g: X509l ssuer Seri al >
<dsi g: X509I ssuer Nane>dnQual i fi er =8C8WBoYH f 97Y8n0OkdAgMJ7/ j UU=,

CN=. s430- 2, QU=. ca. exanpl e. com O=. ca. exanpl e. conx/ dsi g: X509| ssuer Name>
<dsi g: X509Ser i al Nunber >50966</ dsi g: X509Ser i al Number >
</ dsi g: X509I ssuer Seri al >
<dsi g: X509Certifi cat e>

[ PEM encoded certificate om tted]
</ dsi g: X509Certifi cate>
</ dsi g: X509Dat a>
<dsi g: X509Dat a>
<dsi g: X509l ssuer Seri al >
<dsi g: X509 ssuer Nane>dnQual i fi er =8C8WBoYH f 97Y8n0OkdAgMJ7/ j UU=,

CN=. s430- 2, QU=. ca. exanpl e. com O=. ca. exanpl e. conx/ dsi g: X509| ssuer Name>
<dsi g: X509Ser i al Nunber >13278513546878383468</ dsi g: X509Ser i al Nunber >
</ dsi g: X509I ssuer Seri al >
<dsi g: X509Certifi cat e>

[ PEM encoded certificate omtted]
</ dsi g: X509Certificate>
</ dsi g: X509Dat a>
</ dsi g: Keyl nf 0>
</ dsi g: Si gnat ur e>
</ DG nemaSecur it yMessage>

KDM Signature area descriptions

Start of the signature section of the KDM.

The canonicalization algorithm of the signature.

Specifies the signature algorithm (RSA) and the digest algorithm (SHA-256) of the signature.
The AuthenticatedPublic reference element.

The method used to create the digest of the AuthenticatedPublic portion of the KDM.

@ Thedigest of the AuthenticatedPublic portion of the KDM.

The AuthenticatedPrivate reference element.

B TheRSA encrypted form of the two digests.

E Thesection of the signature portion that contains the singer certificate and its certificate chain.
The certificate used to sign the KDM.

Since the KDM carries encrypted data, a tool that can decrypt the encrypted portions of the KDM has been provided in
Section C.1. kdm-decrypt takestwo arguments, aK DM and the RSA private key that correspondsto the certificate to which
the KDM was targeted, and displays the contents of the encrypted section. Here is an example of kdm-decrypt and the
resulting output:

Example 3.9. kdm-decrypt Usage and Output

$ kdm decrypt <kdmfil e> <rsa-private-key. penr
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Key Delivery Message Example

Ci pher Dat al D: f1dc124460169a0e85bc300642f 866ab

Si gner Thunbpri nt :
CPL Id

Key Id

Key Type

Not Before:

Not After

Key Dat a

q5Qqr 6Ckf G6VWHzcBTee5nDQ zw=
119d8990- 2e55- 4114- 80a2- e53f 3403118d
b6276c4b- b832- 4984- aab6- 250c9e4f 9138 &
MDI K

2007- 09- 20T03: 24: 53-00: 00 ©

2007-10- 20T03: 24: 53- 00: 00

7f 2f 711f 1b4d44b83el1dd1bf 90dc7d8c H

kdm-decrypt output descriptions

ENEEEEBENEIE

The CipherData ID. Thisvalue is defined in [SMPTE-430-1].
Thumbprint of the certificate that signed the KDM.

The UUID of the CPL associated with this KDM.

The KeyID that corresponds to the key contained in this EncryptedKey cipherblock.
The type of key contained in this EncryptedK ey cipherblock.
The beginning of validity period of the key.

The end of validity period of the key.

The encryption key.
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ETM Features

3.3. ETM Features

3.3.1. ETM Structure

Objective

Verify that the ETM portion of the KDM validates against the ETM schemain [SMPTE-430-3].

Procedures

To verify that the ETM defined elements of the KDM are well formed, validate the KDM against the ETM schemain
[SMPTE-430-3], use the procedure described in Section 1.4, i.e.,

$ schema- check snpte-430-3. xsd <input-file>
schema val i dati on successf ul

If the KDM isnot valid or well formed, the program will report an error. A reported error is cause to fail this test.

Supporting Materials

Reference Document 1D Reference Document Section(s)
[DCI-DCSS] 9.8
[SMPTE-430-3]

Test Equipment

schema-check
Text Editor




ETM Validity Date Check

3.3.2. ETM Validity Date Check

Objective

Verify that the signer's certificate chain was valid at the date specified in the <l ssueDat e> element in the
<Aut hent i cat edPubl i c> areaof the KDM.

Procedures

1. Extract each of the certificates in the signer's certificate chain from the KDM using a text editor, then, using the
process described in Section 2.1.16: Signature Validation, validate the certificate chain. Validation failure of the
certificate chain is cause to fail thistest.

2. Once the certificate chain has been successfully validated, view the signer certificate in text form using the openssl
command as described in Example 2.1: D-Cinema Certificate. Locate the Val i di t y section of the certificate as
indicated by @ in the example certificate.

3. Using a text editor, view the contents of the KDM and locate the <I ssueDat e> element as shown in of
Example 3.6: KDM - AuthenticatedPublic area.

4. Comparethe Not Bef or e and Not Aft er values of the signer certificate to the date in the <l ssueDat e>
element of the KDM and confirm that it iswithin the date range. An <l ssueDat e> value outside the date ranges
of the certificate is cause to fail thistest.

Supporting Materials

Reference Document I1D Refer ence Document Section(s)
[DCI-DCSS] 9.8
Test Equipment
Text Editor
openss|
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ETM Signer Element

3.3.3. ETM Signer Element

Objective

Verify that the certificate chain in the <Si gner > element of the KDM isvalid.

Procedures

1. Extract each of the certificates in the signer's certificate chain from the KDM using a text editor as described in
Section 1.4.

2. Using the process described in Section 2.1.16: Signature Validation, validate the certificate chain. Validation failure
of the certificate chain is cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS] 9.8
[SMPTE-430-1]
[SMPTE-430-2]

Test Equipment

Text Editor
openss|




ETM EncryptionMethod Element

3.3.4. ETM EncryptionMethod Element

Objective

Verify that the Al gor i t hmattribute of the <Encr ypt i onMet hod> for the encrypted key hasthevalue" ht t p: / /

www. W3. or g/ 2001/ 04/ xm enc#r saoaep- ngf 1p".

Procedures

Using atext editor, view the KDM and confirm that the Al gor i t hmattribute of the<Encr ypt i onMet hod> element
inthe <Aut hent i cat edPr i vat e> element for each of the encrypted keys, as indicated by Ein the example KDM,
is"http://ww. w3. org/ 2001/ 04/ xm enc#r saoaep- ngf 1p" . Any other value in this attribute is cause to

fail thistest.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS]
[SMPTE-430-1]

9.8

Test Equipment

Text Editor
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ETM AnnotationText Language

3.3.5. ETM AnnotationText Language

Objective

Verify that the content of the<Annot at i onText > elementisinahuman-readablelanguage. If theoptional xm : | ang
attribute is present, the language must match. If the xim : | ang attribute is not present, the language must be English.

Procedures

Using a text editor, view the KDM and confirm that the <Annot at i onText > element as indicated by Hin the
Example 3.6: KDM - AuthenticatedPublic areais a human-readable language. The presence of non-human-readable data
or text in alanguage other than English without that language's corresponding xm : | ang valueis causeto fail thistest.

Supporting Materials

Reference Document I1D Reference Document Section(s)

[SMPTE-430-1]

Test Equipment

Text Editor
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ETM Referencelist Element

3.3.6. ETM ReferencelList Element

Objective

Verify that the <Ref er encelLi st > element of the <Encr ypt edKey> element is not present.

Procedures
Using a text editor, view the KDM and confirm that, for each instance of the <Encr ypt edKey> element, the

<Ref er encelLi st > element isnot present. The presence of the<Ref er encelLi st > element indicates that the KDM
ismalformed and is cause to fail thistest.

Supporting Materials

Reference Document 1D Refer ence Document Section(s)
[SMPTE-430-1]

Test Equipment

Text Editor
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ETM Signedinfo
CanonicalizationM ethod Element

3.3.7. ETM SignedInfo CanonicalizationMethod Element

Objective

Veify that the value of the Al gorithm attribute of the <Canoni cal i zati onMet hod> element of the
<Si gnedl nf 0> element in the <Si gnat ur e> area of the KDM is " htt p: // www. wW3. or g/ TR/ 2001/ REC-
xm - c14n- 20010315#W t hComment s".

Procedures

Using a text editor, view the KDM and confirm that the value of the Al gorithm attribute of the
<Canoni cal i zat i onMet hod> of the <Si gnedl nf 0> element of the <Si gnat ur e> element is " htt p://

www. W3. or g/ TR/ 2001/ REC- xni - c14n- 20010315#W t hComent s", as shown in Bof Example 3.8: KDM

- Signature area. Any other value in this attribute is cause to fail thistest.

Supporting Materials

Reference Document I1D Reference Document Section(s)
[SMPTE-430-1]

Test Equipment

Text Editor




ETM Signature Reference Elements

3.3.8. ETM Signature Reference Elements

Objective

Veify that the <Si gnedl nf o> element of the <Si gnat ur e> area of the KDM contains at least two child
<Ref er ence> elements. The value of the URI attribute of each <Ref er ence> element must correspond to the
respective | D attribute of the digested element. Verify that the URI attribute of one of the <Ref er ence> element
identifiesthe Aut hent i cat edPubl i ¢ portion of the KDM. Verify that the URI attribute of oneof the<Ref er ence>
element identifiesthe Aut hent i cat edPr i vat e portion of the KDM.

Procedures

1. Using atext editor, view the KDM and confirm that the <Si gnedl nf 0> element of the <Si gnat ur e> area of
the KDM has at least two child <Ref er ence> elements as shown in Elland [dof Example 3.8: KDM - Signature
area. The presence of fewer than two <Ref er ence> elementsis cause to fail this test.

2. Confirm that the URI attribute of one of the <Ref er ence> element matches the value of the | D attribute of the
Aut hent i cat edPubl i ¢ element, as shown by Ein Example 3.8: KDM - Signature area and Ein Example 3.6:
KDM - AuthenticatedPublic area. The absence of this association in the KDM is cause to fail this test.

3. Confirm that the URI attribute of one of the <Ref er ence> element matches the value of the | D attribute of the
Aut hent i cat edPri vat e element, as shown by [lin Example 3.8: KDM - Signature areaand [lin Example 3.7:
KDM - AuthenticatedPrivate area. The absence of this association in the KDM is cause to fail this test.

Supporting Materials

Reference Document | D Reference Document Section(s)
[SMPTE-430-1]

Test Equipment

Text Editor
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ETM SignatureMethod Element

3.3.9. ETM SignatureMethod Element

Objective

Verify that the <Si gnat ur eMet hod> element of the <Si gnedI nf 0> element of the <Si gnat ur e> area of the
KDM containsthe URI value" ht t p: / / www. w3. or g/ 2001/ 04/ xm dsi g- nor e#r sa- sha256".

Procedures

Using a text editor, view the KDM and confirm that the <Si gnat ur eMet hod> element of the <Si gnedI nf 0>
element of the <Si gnat ur e> section of the KDM contains the URI value " ht t p: / / www. w3. or g/ 2001/ 04/
xm dsi g- nor e#r sa- sha256", as shown in Blof Example 3.8: KDM - Signature area. Any other value is cause to
fail thistest.

Supporting Materials

Reference Document I1D Reference Document Section(s)
[SMPTE-430-1]

Test Equipment

Text Editor




ETM Signature Transforms Field

3.3.10. ETM Signature Transforms Field

Objective

Verify that <Ref er ence> elements of the <Si gnedl nf 0> element in the <Si gnat ur e> section of the KDM do

not contain aTr ansf or s attribute.

Procedures

Using atext editor, view the KDM and confirm that the <Ref er ence> elements of the <Si gnedI nf 0> element in
the <Si gnat ur e> section of the KDM do not contain a Tr ansf or s attribute. The presence of the Tr ansf or s

attribute is cause to fail thistest.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[SMPTE-430-1]
[SMPTE-430-3]

Test Equipment

Text Editor
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ETM Signature DigestM ethod Element

3.3.11. ETM Signature DigestMethod Element

Objective

Veify that the value of the Al gorithm attribute of the <Di gest Met hod> element of each of the
<Ref er ence> elements in the <Si gned| nf 0> element of the <Si gnat ur e> section of the KDM is" htt p://
www. W3. or g/ 2001/ 04/ xm enc#sha256".

Procedures

Using atext editor, view the KDM and confirm that the value of the Al gor i t hmattribute of the <Di gest Met hod>
element of each of the <Ref er ence> elements is " htt p: // www. wW3. or g/ 2001/ 04/ xm enc#sha256", as

shown in B of Example 3.8: KDM - Signature area. Any other valueis causeto fail thistest.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[SMPTE-430-3]

Test Equipment

Text Editor

64




ETM Signature Validity

3.3.12. ETM Signature Validity

Objective

Verify that the signature is properly formed, i.e.,, the <Si gnat ur e> element is properly encoded, all digests are
properly formed, the<Si gnat ur eMet hod>and <Canoni cal i zati onMet hod> inthe<Si gnedl nf o> element
are correct, and the <Ref er ence> values are correct. Verify that the signature is valid.

Procedures

Verifying that the signature is well formed (the XML structure is correct) and that the signature is valid (is properly
encoded) can be done by verifying the signature XML against the schema using avalidating XML parser, then validating
the signature.

1. Using the schema validating tool schema-check, validate the KDM against the schema found in [SMPTE-430-3]
as described in Section 1.4, i.e.,

$ schema- check <input-file> snpte-430-3. xsd
schema val i dati on successf ul

If the KDM isnot valid or well formed, the program will report an error. A reported error is reason to fail thistest.

2. Using the checksig program, verify that there is a signature included in the KDM and that it is valid. A missing or
invalid signatureis causeto fail thistest. Note: Depending on the order of the certificates contained in the log report,
the dsig-cert.py program may need to be used to re-order the certificates for the checksig program.

Supporting Materials

Reference Document | D Reference Document Section(s)
[SMPTE-430-3]

Test Equipment

Text Editor
schema-check
checksig
dsig_cert.py
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KDM Features

3.4. KDM Features

3.4.1. KDM MessageType Element

Objective

Verify that the <MessageType> eement of the KDM contains the string "http://ww. snpt e-
ra. org/ 430-1/ 2006/ KDMtkdm key-t ype"

Procedures
Using a text editor, view the KDM and confirm that the <MessageType> element of the KDM contains the string

"http://ww. snpt e-ra. org/ 430-1/ 2006/ KDMtkdm key-t ype" as shown in Bof Example 3.6: KDM -
AuthenticatedPublic area. Any other value in this element is cause to fail this test.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS] 9.8
[SMPTE-430-1]

Test Equipment

Text Editor




KDM SubjectName Element

3.4.2. KDM SubjectName Element

Objective

Verify that the Subject Name of the recipient X.509 certificate (target certificate) is identical to the value of the
<Subj ect Nanme> element of the <Reci pi ent > element of the <KDMRequi r edExt ensi ons> element in the

KDM.

Procedures

Comparison of the Subject Name of the certificate against the content of the SubjectName element can be achieved by

viewing the text version of the certificate and comparing it to the KDM element to verify they are the same.

1. Using the method described in Example 2.1: D-Cinema Certificate, view the text information of the certificate and
identify the X.509 subject name as showningl .

2.Using a text editor, view the contents of the KDM and identify the <Subj ect Name> of the <Reci pi ent >
element as shown in 4.

3. Confirmthat thevalue of the<Subj ect Nanme> element isthe same asthe Subject Name of the certificate. Differing
values are cause to fail thistest.

Supporting Materials

Reference Document 1D

Refer ence Document Section(s)

[DCI-DCSS]

[SMPTE-430-1]
[SMPTE-430-2]

9.8

Test Equipment

Text Editor
openssl
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KDM ContentAuthenticator Element

3.4.3. KDM ContentAuthenticator Element

Objective

Verify that, when present, the<Cont ent Aut hent i cat or > element of the<KDMRequi r edExt ensi ons> element
of the KDM contains one of the certificate thumbprints of one of the certificates in the chain of the signer of the CPL.

Procedures
If the element exists in the KDM:

1.Usng Text Editor, view value of the <ContentAuthenticator> €eement of the
<KDVRequi r edExt ensi ons> element of the KDM. If the element is not present, thistest is considered passed
and the remaining procedure steps are not performed.

2. Extract the certificates from the CPL signature. Note: This may be accomplished using the dsig-extr act.py program.

3. Using dc-thumbprint, calculate the thumbprint each of the certificates:

$ dc-thunbprint <certificate. penp

4. Confirm that the <Cont ent Aut hent i cat or > value matches one of the thumbprints of the certificate chain of
the signer certificate.

Presence of the <Cont ent Aut hent i cat or > with a value that does not match one of the thumbprints is cause to
fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)

[DCI-DCSS] 9.8
[SMPTE-429-7]
[SMPTE-430-1]

Test Equipment

dc-thumbprint

Text Editor
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KDM Signer Certificate Presence

3.4.4. KDM Signer Certificate Presence

Objective

Verify that the certificate that signed the KDM is present in one of the <X509Dat a> elements of the <Key| nf 0>
elementsin the signature portion of the KDM.

Procedures

Testing that the certificate that signed the KDM is present in an <X509Dat a> element can be achieved by validating
the signature. If the validation is successful then the certificate that signed the KDM is present. The signature can be
validated using the dsig_cert.py and checksig commands:

Example:

$ dsig-cert.py <kdmfile.kdm xm > > tnp.xn
$ checksig tnp. xnl

A KDM that causes checksigto display errorsindicatesthat the signature did not validate and shall be causetofail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[SMPTE-430-1]

Test Equipment

Text Editor
checksig
dsig_cert.py
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KDM KeyldList/TypedKeyld Field

3.4.5. KDM KeyldList/TypedKeyld Field

Objective

Verify that <TypedKeyl d> element of the <Key| dLi st > element in the <KDMRequi r edExt ensi ons> element
iswell formed. Verify that the element contains one of the following values: MDI K, MDAK, MDSK, FM K, or FIVAK.

Procedures

To completethistest, validate the KDM against the schemain [SMPTE-430-1], then verify that one of the required values
is present in the element.

1. Validate the KDM against the schemain [SMPTE-430-1] using the procedure described in Section 1.4, i.e.,

$ schema- check <kdm file.kdm xm > snpte-430-1. xsd
schema val i dati on successf ul

If the KDM isnot valid or well formed, the program will report an error. A reported error is cause to fail this test.
2.Using atext editor, view the value of the <TypedKeyl d> element, and verify that the element contains one of:

MDI K, MDAK, MDSK, FM K, or FMAK, as shown in [EJof Example 3.6. Any other value in this element is cause
to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)

[DCI-DCSS] 9.8
[SMPTE-430-1]

Test Equipment

Text Editor
schema-check
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KDM ForensicMarkFlagList Element

3.4.6. KDM ForensicMarkFlagList Element

Objective

Verify that, if present, the <For ensi cMar kFl agLi st > element contains a list of one or both of the following two
URIs:

 http://ww. snpt e-ra. org/ 430-1/ 2006/ KDM#nT kf | g- pi ct ur e- di sabl e

e http://ww. snpte-ra. org/ 430-1/ 2006/ KDM#nT kf | g- audi o- di sabl e

Procedures

Using atext editor, view the KDM and confirm the presence of the<For ensi cMar kFl agLi st > element. Theabsence
of the element is cause to pass this test and the remainder of this procedure can be skipped. If present, the element must
contain one or both of the following URI values:

o http://ww. snpte-ra. org/ 430- 1/ 2006/ KDM#nT kf | g- pi ct ur e-di sabl e
e http://ww. snpt e-ra. org/ 430-1/ 2006/ KDM#nr kf | g- audi o- di sabl e

as shown by A of Example 3.6. The presence of the element with any other value, or no value, is cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[SMPTE-430-1]

Test Equipment

Text Editor
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KDM EncryptedData Element

3.4.7. KDM EncryptedData Element

Objective

Verify that element <EncryptedData> is not present.

Procedures

Using atext editor, view the KDM and confirm that the <Encr ypt edDat a> element is not present. The presence of

the element is cause to fail this test.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS]
[SMPTE-430-1]

9.8

Test Equipment

Text Editor
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KDM Keylnfo Element

3.4.8. KDM KeyInfo Element

Objective

If present, verify that the values of each <Keyl nf o> element of all <EncryptedKey> elements in the
<Aut hent i cat edPri vat e> section of the KDM are identical.

Procedures
Using atext editor, view the KDM and, if present, confirm that the <Key| nf 0> values areidentical in all instances of

<Encr ypt edKey> elements. The absence of <Key| nf 0> elementsis cause to passthistest. The presence of differing
<Keyl nf o> valuesin <Encr ypt edKey> elementsis causeto fail this test.

Supporting Materials

Reference Document I1D Reference Document Section(s)
[DCI-DCSS] 9.8
[SMPTE-430-1]

Test Equipment

Text Editor
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KDM DevicelistDescription Element

3.4.9. KDM DevicelListDescription Element

Objective
Verify that when present, the value of the <Devi ceLi st Descri pti on> element isin a human-readable language.

If the optional xm : | ang attribute is present, the language must match. If the xm : | ang attribute is not present, the
language must be English.

Procedures

See Objective.
Using atext editor, view the KDM and confirm that the <Devi ceLi st Descri pti on> element is either absent or

is present and contains human-readable text. The presence of non-human-readable data or text in a language other than
English without that language's corresponding xm : | ang valueis cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)

[DCI-DCSS] 9.8
[SMPTE-430-1]

Test Equipment

Text Editor
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KDM ContentTitleText
Language Attribute

3.4.10. KDM ContentTitleText Language Attribute

Objective

Verify that value of the <Cont ent Ti t | eText > element isin ahuman-readable language. If the optional xm : | ang
attribute is present, the language must match. If the xim : | ang attribute is not present, the language must be English.

Procedures
Using a text editor, view the KDM and confirm that the <Cont ent Ti t | eText > element as indicated by EElin the

Example 3.6 is a human-readable language. The presence of non-human-readable data or text in a language other than
English without that language's corresponding xmi : | ang valueis cause to fail thistest.

Supporting Materials

Reference Document I1D Reference Document Section(s)
[SMPTE-430-1]

Test Equipment

Text Editor
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KDM KeyType Scope Attribute

3.4.11. KDM KeyType Scope Attribute

Objective

Verify that the optional scope attribute of the <TypedKey! d> element of the <Keyl dLi st > element is absent or
containsthevalueht t p: / / ww. snpt e-r a. or g/ 430- 1/ 2006/ KDM¢kdm key- t ype.

Procedures
Using atext editor, view the KDM and confirm that the scope attribute of the <TypedKey| d> element is either not

present or is present and containsthevalueht t p: / / www. snpt e-r a. or g/ 430- 1/ 2006/ KDMtkdm key- t ype,
as shown in [ of Example 3.6. Presence of the scope attribute with any other value is cause to fail thistest.

Supporting Materials

Reference Document I1D Reference Document Section(s)

[SMPTE-430-1]
[SMPTE-430-3]

Test Equipment

Text Editor
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KDM EncryptionMethod

3.4.12. KDM EncryptionMethod

Objective

Verify that the Al gor i t hmattribute of the <Encr ypt i onMet hod> element of the <Encr ypt edKey/ > element
hasthevalue" ht t p: / / www. W3. or g/ 2001/ 04/ xm enc#r sa- oaep- ngf 1p".

Procedures

Using a text editor, view the KDM and confirm that the Al gori t hm attribute of the <Encrypti onMet hod>
of the <Encr ypt edKey/ > element containsthe value ht t p: / / www. W3. or g/ 2001/ 04/ xm enc#r sa- oaep-
ngf 1p, as shown in fof Example 3.7: KDM - AuthenticatedPrivate area. Presence of the Al gor i t hmattribute with

any other valueis cause to fail thistest.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[SMPTE-430-1]
[SMPTE-430-3]

Test Equipment

Text Editor
openss|
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KDM CompositionPlaylistld Element

3.4.13. KDM CompositionPlaylistld Element

Objective

Verify that the value of the <Conposi ti onPl ayli stld> element in the KDM matches the value in the RSA

protected <Encr ypt edKey> structure, and that these values match the value of the <I d> element in the respective
composition playlist.

Procedures
The data in the encrypted portion of the KDM can be viewed using the kdm-decrypt tool included in Section C.1. To

view the data contained in the encrypted section of the KDM, run the command specifying the KDM and the RSA private
key corresponding to the certificate to which the KDM was targeted, i.e.,

$ kdm decrypt <kdmfil e> <rsa-private-key. penr

Verify that the <Conposi ti onPl ayl i stld> element of the <KDMRequi r edExt ensi ons> eement in the
plaintext portion of the KDM contains the same value as the CPL ID present in the RSA protected <Encr ypt edKey>
structure. Non-identical values shall be cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)

[DCI-DCSS] 9.8
[SMPTE-429-7]
[SMPTE-430-1]

Test Equipment

Text Editor

kdm-decrypt
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KDM Vdlidity Fields

3.4.14. KDM Validity Fields

Objective

Verify that value of the <Cont ent KeysNot Val i dBef or e> and <Cont ent KeysNot Val i dAf t er > elements
match their counterparts in the RSA protected <Encr ypt edKey> structure and that the values arein UTC format.

Procedures

Theinformation in the encrypted portion of the KDM can be viewed using the kdm-decr ypt tool included in Section C.1.
To view the data contained in the encrypted section of the KDM, run the command specifying the KDM and the RSA
private key corresponding to the certificate to which the KDM was targeted, i.e.,

$ kdm decrypt <kdmfil e> <rsa-private-key. penr

Verify that the <Cont ent KeysNot Val i dBef or e> element of the <KDVRequi r edExt ensi ons> element has
the same value as the corresponding field inside the RSA protected EncryptedK ey structure, and that it isin UTC format
as specified in [RFC-3339]. Non-identical values shall be cause to fail thistest.

Verify that the <Cont ent KeysNot Val i dAf t er > element of the <KDMRequi r edExt ensi ons> element hasthe
same value as the corresponding field inside the RSA protected EncryptedK ey structure, and that it isin UTC format as
specified in [RFC-3339]. Non-identical values shall be cause to fail this test.

Supporting Materials

Reference Document 1D Refer ence Document Section(s)
[DCI-DCSS] 9.8
[RFC-3339]
[SMPTE-430-1]

Test Equipment

Text Editor
openssl
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KDM KeyldList Element

3.4.15. KDM KeyldList Element

Objective
Verify that each of the KeylD valuesin the <Keyl dLi st > element of the <KDMRequi r edExt ensi ons> element

matchesaKeylD inthe RSA protected <Encr ypt edKey> structure and that there are no Keyl Dswithout corresponding
<Encr ypt edKey> structures, nor <Encr ypt edKey> structures with KeylDs that are not present in the KeyIDL.ist.

Procedures
The data in the encrypted portion of the KDM can be viewed using the kdm-decrypt tool included in Section C.1. To

view the data contained in the encrypted section of the KDM, run the command specifying the KDM and the RSA private
key corresponding to the certificate to which the KDM was targeted, i.e.,

$ kdm decrypt <kdmfil e> <rsa-private-key. penr

Compare the list of KeylDs to the KeylDs in the RSA protected EncryptedKey structures and verify that each of the
KeylDsin the list correspond to a KeylD in an RSA protected EncryptedK ey structure. The presence of KeylDs in the
KeylDList that do not correspond to aKeylD in an RSA protected EncryptedK ey structure shall be cause to fail thistest.

The presence of a KeylD in an RSA protected EncryptedKey structure that is not also present in the KeylDList shall
be cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)

[DCI-DCSS] 9.8
[SMPTE-430-1]

Test EQuipment

kdm-decrypt
Text Editor
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KDM CipherData Structure ID

3.4.16. KDM CipherData Structure ID

Objective

Verify that the vaue of the CipherData Structure ID in the RSA protected <Encrypt edKey> structure is
f1dc124460169a0e85bc300642f 866ab.

Procedures

The data in the encrypted portion of the KDM can be viewed using the kdm-decrypt tool included in Section C.1. To
view the data contained in the encrypted section of the KDM, run the command specifying the KDM and the RSA private
key corresponding to the certificate to which the KDM was targeted, i.e.,

$ kdm decrypt <kdmfil e> <rsa-private-key. penr

Verify that the plaintext value of the CipherData Structure ID isf 1dc124460169a0e85bc300642f 866ab. Any

other value shall be cause to fail thistest.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS]
[SMPTE-430-1]

9.8

Test EQuipment

kdm-decrypt
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KDM CipherData Signer Thumbprint

3.4.17. KDM CipherData Signer Thumbprint

Objective

Verify that the thumbprint of the signer's certificate in the RSA protected <Encr ypt edKey> element matches the
thumbprint of the certificate that signed the KDM.

Procedures
The data in the encrypted portion of the KDM can be viewed using the kdm-decrypt tool included in Section C.1. To

view the data contained in the encrypted section of the KDM, run the command specifying the KDM and the RSA private
key corresponding to the certificate to which the KDM was targeted, i.e.,

$ kdm decrypt <kdmfil e> <rsa-private-key. penr

A certificate thumbprint can be cal culated using the dc-thumbprint tool includedin Section C.1. Calculate the thumbprint
with dc-thumbprint, i.e.,

$dc-t humbprint <certificate. penr

| dentify the certificate used to sign the KDM and cal cul ate its thumbprint. Compare thisthumbprint against the thumbprint
decrypted from the <Encr y pt edKey> element and confirm that they are the same. Non-identical values shall be cause
to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)

[DCI-DCSS] 9.8
[SMPTE-430-1]
[SMPTE-430-2]

Test Equipment

dc-thumbprint
kdm-decrypt

Text Editor
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KDM CipherData Validity

3.4.18. KDM CipherData Validity

Objective

Verify that the two CipherData validity fields contain UTC format time values.

Procedures

The data in the encrypted portion of the KDM can be viewed using the kdm-decrypt tool included in Section C.1. To
view the data contained in the encrypted section of the KDM, run the command specifying the KDM and the RSA private
key corresponding to the certificate to which the KDM was targeted, i.e.,

$ kdm decrypt <kdmfil e> <rsa-private-key. penr

Verify that the plaintext representation of the <Encr ypt edKey> element contains two validity time stampsin UTC
format. Time stamps that are not present or that are not in UTC format shall be cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS] 08
[SMPTE-430-1]

Test EQuipment

Text Editor
kdm-decrypt
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KDM CipherData CPL ID

3.4.19. KDM CipherData CPL ID

Objective

Verify that the CipherData Composition Playlist ID is identical to the value of the <Conposi ti onPl ayl i stld>
element in the other portions of the KDM.

Procedures
The data in the encrypted portion of the KDM can be viewed using the kdm-decrypt tool included in Section C.1. To

view the data contained in the encrypted section of the KDM, run the command specifying the KDM and the RSA private
key corresponding to the certificate to which the KDM was targeted, i.e.,

$ kdm decrypt <kdmfil e> <rsa-private-key. penr

Verify that the decrypted plaintext value of the CompositionPlaylistI D the sameasthe<Conposi ti onPl ayl i st | d>
element in the AuthenticatedPublic area of the KDM. Mismatching composition playlist IDs shall be causeto fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS] 08

[SMPTE-430-1]

Test EQuipment

Text Editor
openss|




KDM EncryptedKey KeyType

3.4.20. KDM EncryptedKey KeyType

Objective
Verify that thekey typesinthe<Encr ypt edKey > elements of the KDM use only the allowed key types ( MDI K, MDAK,

MDSK, FM K and FMAK), and that they match the plaintext fieldsin the<TypedKey| d> element valuesfor the KeylDs
inthe <Keyl dLi st > element.

Procedures
The data in the encrypted portion of the KDM can be viewed using the kdm-decrypt tool included in Section C.1. To

view the data contained in the encrypted section of the KDM, run the command specifying the KDM and the RSA private
key corresponding to the certificate to which the KDM was targeted, i.e.,

$ kdm decrypt <kdmfil e> <rsa-private-key. penr

For each <Encr ypt edKey> element, verify that the plaintext representation contains a key type that is one of MDI K,
MDAK, MDSK, FM K or FMAK, and that the key type is identical to the key type for the corresponding KeylID in the
KeylDList. A key typethat is not either MDI K, MDAK, MDSK, FM K or FMAK shall be causeto fail thistest. A key typein
the <Encr ypt edKey> element that does not match the key type for the corresponding KeyID in the KeyIDList shall
be cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[SMPTE-430-1]

Test Equipment

Text Editor
kdm-decrypt
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KDM Recipient X509IssuerName

3.4.21. KDM Recipient X509IssuerName

Objective

Verify that the Distinguished Name value in the <X5091 ssuer Name> element is compliant with [RFC-2253].

Procedures

Using a text editor, view the KDM and confirm that the <X5091 ssuer Nane> element as shown below E of
Example 3.6: KDM - AuthenticatedPublic area. Verify that any special characters are properly escaped, and the sequence
is correct and valid. Improperly escaped characters or sequences that do not conform to [RFC-2253] shall be cause to
fail thistest.

Supporting Materials

Reference Document I1D Reference Document Section(s)

[RFC-2253]
[SMPTE-430-1]

Test Equipment

Text Editor




KDM Decoder Behavior

3.5. KDM Decoder Behavior

The procedures in this section test the behavior of a KDM decoding device, such as a Security Manager (SM) or a KDM
authoring device. The procedures use ageneric syntax to instruct the test operator to cause the Test Subject to decodeaKDM.

In the case of an SM, the text "Perform an operation..." should be interpreted to mean "Assemble and play a show with DCI
2K SEM (Encrypted)...".

In the case of a KDM authoring device, the text "Perform an operation..." should be interpreted to mean "Perform a KDM
read or ingest operation...".

Note

Some of the procedures in this section require test content that is specifically malformed. In some implementations, these
malformations may be caught and reported directly by the SMS without involving the SM. Because the purpose of the
procedures is to assure that the SM demonstrates the required behavior, the manufacturer of the Test Subject may need ta
provide special test programs or special SM Stesting modes to allow the malformed content to be applied directly to the SM.

3.5.1. KDM NonCiriticalExtensions Element

Objective

Verify that a decoding device does not reject aKDM when the<NonCri t i cal Ext ensi ons> element is present and
not empty.

Procedures
Perform an operation on the Test Subject using KDM with non-empty NonCritical Extensions, a KDM that contains the

<NonCriti cal Ext ensi ons> element with child content. Verify that the operation is successful. A failed operation
shall be cause to fail thistest.

Supporting Materials

Reference Document 1D Refer ence Document Section(s)
[DCI-DCSS] 9.8,9.4.35
[SMPTE-430-1]
[SMPTE-430-3]
Test Material
KDM with non-empty NonCritical Extensions
DCI 2K StEM (Encrypted)
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ETM IssueDate Field Check

3.5.2. ETM IssueDate Field Check

Objective

» Verify that the Test Subject verifies that the signer's certificate is valid at the time when the KDM was issued.

» Verify that the Test Subject verifies that the KDM validity does not extend beyond the ending validity period of the
certificate.
Procedures

For each of the malformations below, perform an operation on the Test Subject using the test material that has that
malformation. Verify that the operation fails. A successful operation is cause to fail thistest.

1. KDM in which the certificate that signed the KDM has an ending validity date prior to the KDM issue date (KDM
with expired Sgner certificate).

2. KDM in which the certificate that signed the KDM has a starting validity date after the KDM issue date (KDM
issued before certificate valid).

3. KDM inwhich the validity period extends beyond the end of the signing certificate's validity period (KDM validity
exceeds signer validity).

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS] 9.8,9.4.35
[SMPTE-430-1]
[SMPTE-430-3]
Test Material

KDM with expired Signer certificate
KDM issued before certificate valid
KDM validity exceeds signer validity
DCI 2K StEM (Encrypted)
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Maximum Number of DCP Keys

3.5.3. Maximum Number of DCP Keys

Objective

Verify that the system supports compositions with up to 256 different essence encryption keys.

Procedures

Note

The KDM specified to be used in this test additionally has one of each type of forensic marking keys FMIK and FMAK,
Receiving devices shall process such keys in accordance with the individual implementation, in a manner that will not
affect the requirements related to the maximum number of content keys (MDIK and MDAK).

Perform an operation on the Test Subject using KDM for 128 Reel Composition, "A" Series (Encrypted), a KDM that
contains 256 keys. Verify that the operation is successful. A failed operation shall be causeto fail this test.

Note: When performing thistest on an SM, use the composition 128 Reel Composition, "A" Series (Encrypted).

Supporting Materials

Reference Document 1D Refer ence Document Section(s)
[DCI-DCSS] 9.8,9.4.35,9.7.7
[SMPTE-430-1]
[SMPTE-430-3]

Test Material
128 Reel Composition, "A" Series (Encrypted)

KDM for 128 Reel Composition, "A" Series
(Encrypted)
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Structure ID Check

3.5.4. Structure ID Check

Objective

Verify that the Test Subject checksthe validity of the CipherData Structure ID as specified in [SMPTE-430-1] and rejects
the KDM if the Structure ID isincorrect.

Procedures

Perform an operation on the Test Subject using KDM with corrupted CipherData block, a KDM with an invalid
CipherData Structure. Verify that the operation fails. A successful operation is cause to fail this test.

Supporting Materials

Reference Document 1D Refer ence Document Section(s)
[DCI-DCSS] 9.8,9.4.35
[SMPTE-430-1]
[SMPTE-430-3]
Test Material
KDM with corrupted CipherData block
DCI 2K StEM (Encrypted)




Certificate Thumbprint Check

3.5.5. Certificate Thumbprint Check

Objective

Verify that the Test Subject checks that the thumbprint of the signer's certificate matches the signer of the KDM and

rejects the KDM if it does not.

Procedures

Perform an operation on the Test Subject using the KDM with a signer's certificate whose thumbprint does not match the
thumbprint of the certificate used to sign the KDM (KDM with incorrect signer thumbprint). Verify that the operation

fails. A successful operation is cause to fail thistest.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS]
[SMPTE-430-1]
[SMPTE-430-3]

9.8,9.4.35

Test Material

KDM with incorrect signer thumbprint
DCI 2K StEM (Encrypted)
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Deleted Section

3.5.6. Deleted Section

The section " Certificate Presence Check" was deleted. The section number is maintained here to preserve the numbering
of subsequent sections.
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Keylnfo Field Check

3.5.7. KeyInfo Field Check

Objective
Verify that when Keylnfo elements are present in the <EncryptedKey> elements of the

<Aut hent i cat edPri vat e> areaof the KDM, the Test Subject verifiesthat they all match, and that the Test Subject
rejects the KDM if they do not match.

Procedures

Perform an operation on the Test Subject using the KDM with Keylnfo element values that do not match (KDM with
Keylnfo mismatch). Verify that the operation fails. A successful operation is cause to fail this test.

Supporting Materials

Reference Document I1D Reference Document Section(s)
[DCI-DCSS] 9.8,9.4.35
[SMPTE-430-1]
[SMPTE-430-3]
Test Material
KDM with Keylnfo mismatch
DCI 2K StEM (Encrypted)
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KDM Malformations

3.5.8. KDM Malformations

Objective

Verify that the SM checks that the KDM iswell formed and labeled with the correct namespace name.

Procedures

1. Perform an operation on the Test Subject using KDM with invalid XML, which contains XML that isnot well-formed.
If the operation succeeds thisis cause to fail thistest.

2. Perform an operation on the Test Subject using KDM with invalid MessageType, which contains an incorrect ETM
<MessageType> value. If the operation succeeds thisis cause to fail thistest.

3. Perform an operation on the Test Subject using KDM with expired Sgner certificate, which containsaKDM whose
signing certificate has expired. If the operation succeeds this is cause to fail this test.

4. Perform an operation on the Test Subject using KDM with incorrect namespace name value, which contains an
incorrect ETM namespace name. |f the operation succeeds thisis cause to fail thistest.

5. Perform an operation on the Test Subject using KDM with empty TDL, which containsa TDL with no entries. If the
operation succeeds thisis cause to fail thistest.

6. Extract a security log from the Test Subject and using a Text Editor, identify the KDMKeysRecei ved events
associated with the above steps and:

a. Confirm that all required elements have correctly formatted parameters as defined in [SMPTE-430-5]. Missing
required elements or incorrect parameters shall be cause to fail thistest.

b. For the log record produced by the operation using KDM with invalid MessageType, verify that the value of
the Si gner | D parameter contains the Certificate Thumbprint of the signing certificate of KDM with invalid
MessageType. Verify that Ref er encedl Ds element containsaKeyDel i ver yMessagel Dparameter with
avaluethat isthe Messagel d of KDM with invalid MessageType. Failure of any verification shall be cause
to fail thistest.

c. For the log record produced by the operation using KDM with expired Sgner certificate, verify that the
cont ent | d element containsthe | d of DCI 2K SEM (Encrypted). Verify that the value of the Si gner | D
parameter containsthe Certificate Thumbprint of the signing certificate of KDM with expired Sgner certificate.
Verify that Ref er encedl Ds element containsa Conposi t i onl D parameter with avaluethat isthel d of
DCI 2K SEM (Encrypted) and KeyDel i ver yMessagel D parameter with avalue that isthe Messagel d
of KDM with expired Signer certificate. Failure of any verification shall be cause to fail this test.

d. Confirm the presence of a KDMFor mat Er r or exception in each KDMKeysRecei ved log record. Record
any additional parameters associated with the exception. A missing KDM~or et Er r or exception in any of
the associated KDIVKey sRecei ved log records shall be cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)

[DCI-DCSS] 9.4.6.3.8,9.8,9.4.35

[SMPTE-430-1]
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Reference Document 1D

Reference Document Section(s)

[SMPTE-430-3]
[SMPTE-430-5]

Test Material

KDM with empty TDL

KDM with expired Signer certificate

KDM with invalid XML

KDM with invalid MessageType

KDM with incorrect namespace name value
DCI 2K StEM (Encrypted)
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3.5.9. KDM Signature

Objective

Verify that the Test Subject checks that the KDM signature is valid, including checking that the certificate that signed
the KDM isincluded in the KDM and rejecting the KDM if it is not.

Procedures

1. Perform an operation on the Test Subject using KDM with incorrect message digest. The KDM KDM with incorrect
message digest isinvalid (wrong signature/hash error). If the operation succeeds thisis cause to fail this test.

2. Perform an operation on the Test Subject using KDM with incorrect signer thumbprint. The KDM KDM with
incorrect signer thumbprint isinvalid (wrong signature identity). If the operation succeeds thisis cause to fail this
test.

3. Perform an operation on the Test Subject using KDM without signer certificate. The KDM KDM without signer
certificateisinvalid (broken certificate chain). If the operation succeeds thisis cause to fail this test.

4. Extract a security log from the Test Subject and using a Text Editor, identify the KDIVKeysRecei ved events
associated with the above steps and:

a. Confirm that all required elements have correctly formatted parameters as defined in [SMPTE-430-5]. Verify
that the cont ent | d element contains the | d of DCI 2K SEM (Encrypted). Verify that Ref er encedl Ds
element contains a Conposi t i onl D parameter with a value that is the | d of DCI 2K SEM (Encrypted)
and KeyDel i ver yMessagel D parameter with avalue that isthe Messagel d of the KDM used. Missing
required elements or incorrect parameters shall be cause to fail this test.

b. For thelog records produced by the operation using KDM with incorrect message digest and KDM withincorrect
signer thumbprint, verify that the value of the Si gner | D parameter contains the Certificate Thumbprint of
the signing certificate of the KDM.

c. Confirm the presence of a Si gnat ur eEr r or exception in each KDVKeysRecei ved log record. Record
any additional parameters associated with the exception. A missing Si gnat ur eEr r or exception in any of
the associated KDIVKeysRecei ved log records shall be cause to fail thistest.

5. Perform an operation on the Test Subject using KDM signed with incorrect signer certificate format. The KDM
KDM signed with incorrect signer certificate format is invalid (wrong signer certificate format). If the operation
succeeds thisis cause to fail thistest.

6. Extract a security log from the Test Subject and using a Text Editor, identify the KDMKeysRecei ved event
associated with the above step and:

a Confirm that all required elements have correctly formatted parameters as defined in [SMPTE-430-5]. Verify
that the cont ent | d element contains the | d of DCI 2K SEM (Encrypted). Verify that Ref er encedl Ds
element contains a Conposi ti onl D parameter with a value that is the | d of DCI 2K SEM (Encrypted)
and KeyDel i ver yMessagel D parameter with avalue that isthe Messagel d of the KDM used. Missing
required elements or incorrect parameters shall be cause to fail thistest.

b. Confirm the presence of a Cer t For mat Er r or exception in the KDMKeysRecei ved log record. Record
any additional parameters associated with the exception. A missing Cer t For mat Er r or exception in the
associated KDMKeysRecei ved log record shall be cause to fail thistest.
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Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS]

[SMPTE-430-1]
[SMPTE-430-3]
[SMPTE-430-5]

9.8,9.4.35

Test Material

KDM with incorrect message digest

KDM with incorrect signer thumbprint

KDM without signer certificate

KDM signed with incorrect signer certificate format
DCI 2K StEM (Encrypted)
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Chapter 4. Digital Cinema Packaging

The DCP is the file format for d-cinema content. Entire suites of standards documents from SMPTE define this format, most

notably the 428 and 429 multi-part documents. In addition, many IETF documents and some 1SO documents are referenced
from the SMPTE works. Reading and understanding all of these documents is a substantial task, but it is essential knowledge
for accurate and efficient analysis of d-cinemafiles.

In the following procedures, simple tools are used to display the contents of d-cinema files. Example output from these tools
is shown with descriptions of the features that will be interesting to the Test Operator. In addition to the tools used in this
text, the Test Operator may use more sophisticated methods so long as the results obtained are equivalent to the procedures
presented here. The reader should also note that a programmer's text editor and a binary viewer or editor are essential tools
for direct inspection of data.

4.1. Asset Map

D-cinema track files and composition playlists are identified by unique, embedded identifiers. These identifiers, called
UUIDs, are defined by [RFC-4122]. d-cinema XML files use UUIDs to refer to other d-cinema XML files and MXF files
(assets). When d-cinema assets are written to a filesystem (e.g., a disk volume), a mechanism is needed to relate the UUID
valuesto filename valuesin the filesystem. An Asset Map isan XML document that provides a mapping from UUID values
to filesystem paths. When a d-cinema package is written to a volume, an Asset Map is created that includes the size and
location of every file in the package. ! Along with the Asset Map, each volume has aVolume Index file. The Volume I ndex
fileisused to differentiate volumesin a multiple-volume distribution. Both Asset Maps and Volume Indexes are XML files
(asdescribed in Section 3.1). The formats of the Asset Map file and the Volume Index file are specified in [SMPTE-429-9].

Example 4.1. Asset Map

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Asset Map xm ns="htt p: //ww. snpt e-ra. or g/ schemas/ 429- 9/ 2007/ AM' >
<l d>ur n: uui d: 425e93f 7- bca2- 4255- b8ec- 8c7d16f c8881</| d>
<Cr eat or > Packagi ng Tools v1.0 </Creator>
<Vol uneCount >1</ Vol uneCount >
<l ssueDat €>2007- 07- 06T18: 25: 42- 00: 00</ | ssueDat e>[
<l ssuer >user @ost </ | ssuer >
<Asset List> H
<Asset> H
<l d>ur n: uui d: 034b95b0- 7424- 420f - bbf f - a875a79465a5</ | d>
<Packi ngLi st >t r ue</ Packi ngLi st >
<ChunkLi st >
<Chunk>
<Pat h>per f ect _novi e_donesti c_51. pkl . xm </ Pat h>
<Vol unel ndex>1</ Vol unel ndex>
<O f set >0</ O f set >
<Lengt h>14366</ Lengt h>
</ Chunk>
</ ChunkLi st >
</ Asset >
<Asset >
<l d>ur n: uui d: 4f 89a209- 919b- 4f 21- a1d6- 21ad32581115</ | d>
<ChunkLi st >
<Chunk>
<Pat h>per f ect _novi e_j 2c_r 01. nxf </ Pat h>
<Vol unel ndex>1</ Vol urmel ndex>
<O f set >0</ O f set >
<Lengt h>342162304</ Lengt h>
</ Chunk>

or packages; volumes can contain multiple DCPs.
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Asset Map

</ ChunkLi st >
</ Asset >
<Asset >
<l d>ur n: uui d: e522f 7b6- 6731- 4df 5- a80e- 8cf d74f 82219</ | d>
<ChunkLi st >
<Chunk>
<Pat h>per f ect _novi e_wav_r 01. nxf </ Pat h>
<Vol unel ndex>1</ Vol unel ndex>
<O f set >0</ O f set >
<Lengt h>34591246</ Lengt h>
</ Chunk>
</ ChunkLi st >
</ Asset >

[additional assets omtted for brevity]

</ Asset Li st >
</ Asset Map>

Assetmap descriptions

N =

EEEEEEECECEENEE

=
E

XML Declaration. This specifies the version of the XML standard to which the document conforms, and the character
encoding of the document.

The root Assetmap element. This element contains the XML namespace declaration for an Assetmap as specified in
[SMPTE-429-9].

The Unique Universal ID (UUID) of the asset map. Thisis used to uniquely identify the asset map.

The date the asset map was issued.

The organization or entity that issued the asset map.

The person, software, or system that generated the asset map.

The Volume count indicates the total number of volumes that are referenced by the asset map.

TheAssetList containsall of the assetsin the asset map. Each asset isdescribed in an Asset sub-element of the AssetList.
The Asset element contains all the data about an asset necessary to locate it in the filesystem.

The Asset UUID isthe unique ID of aparticular asset in the asset map.

The Packinglist element identifies whether or not the asset being described is a Packing List document.

The Chunklist contains the list of chunks that comprise the complete asset.

The Chunk element.

The asset chunk path is the path and filename, in the file system, of the file that contains the asset data.

The chunk volume index indicates the volume number on which the chunk resides.

The chunk offset isthe number of bytes from the beginning of the complete asset file that this chunk begins. A chunk
that is either acomplete file or that is the beginning of afile will have an offset of 0.

The chunk length is the length, in bytes, of the chunk of the asset.

Example 4.2. Volume Index

<?xm version="1.0" encodi ng="UTF-8"?> H

<Vol unel ndex xm ns="http://ww. snpt e-ra. or g/ schemas/ 429-9/ 2007/ AM'> H
<l ndex>1</| ndex> H

</ Vol unel ndex>

Volume Index descriptions

XML Declaration. This specifies the version of the XML standard to which the document conforms, and the character
encoding of the document.

The root Assetmap element. This element contains the XML namespace declaration for an Assetmap as specified in
[SMPTE-429-9].

The index number of the volume.
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Asset Map File

4.1.1. Asset Map File

Objective

Verify that the Asset Map fileisin the root of the volume, and that it it named ASSETMAP. xm . Verify that the Asset

Map validates against the schema defined in [SMPTE-429-9].

Procedures

1. Mount the mediathat containsthe volume with acomputer, and obtain adirectory listing of theroot of the filesystem.
The absence of the file ASSETMAP. xm is causeto fail thistest.

2. Using the schema-check software utility, validate the file ASSETMAP. xml against the schemain [SMPTE-429-9].
Failure to correctly validate is cause to fail this test. For more information on schema validation see Section 1.4:

Conventions and Practices

E.g.

$ cd/

$1s -F

ASSETMAP. xmi

PKL_c2434860- 7dab- da2b- ¢39f - 5df 000eb2335. xm

J2K _al3c59ec-f 720- 1d1f - b78f - 9bdead4968c7d_vi deo. nxf
WAV_22d190bd- f 43b- a420- al2e- 2bf 29a737521_audi 0. nxf

$
$ schema-check ASSETMAP. xml snpt e- 429- 9. xsd

schema val i dati on successf ul
$

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS]
[SMPTE-429-9]

5521

Test EQuipment

schema-check
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Volume Index File

4.1.2. Volume Index File

Objective
Verify that the Volume Index file is in the root of the volume and that it it named VOLI NDEX. xm . Verify that the
Volume Index file validates against the schema defined in [SMPTE-429-9].

Procedures

1. Mount the mediathat containsthe volume with acomputer, and obtain adirectory listing of theroot of the filesystem.
The absence of the file VOLI NDEX. xm is causeto fail thistest.

2. Using the schema-check software utility, validate the file VOLI NDEX. xml against the schemain [SMPTE-429-9].
Failure to correctly validate is cause to fail this test. For more information on schema validation see Section 1.4:
Conventions and Practices.

E.g.

$ cd /

$1s -F

VOL| NDEX. xm

PKL_c2434860- 7dab- da2b- c39f - 5df 000eb2335. xni

J2K _al3c59ec-f 720- 1d1f - b78f - 9bdead4968c7d_vi deo. nxf
WAV_22d190bd- f 43b- a420- al2e- 2bf 29a737521_audi o. nxf

$
$ schema- check VOLI NDEX. xml snpt e- 429- 9. xsd

schema val i dati on successf ul
$

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS] 55.21
[SMPTE-429-9]

Test EQuipment

schema-check

102




Packing List

4.2. Packing List

The Packing List (PKL) isan XML document (see Section 3.1) that specifiesthe contents of a d-cinema Package. It contains
the UUID, file type (MXF track file, CPL, etc.), and a message digest of each file in the DCP. This information is used to
ensure that all of the expected files have been included and have not been modified or corrupted in transit. The format of
the Packing List file is specified by [SMPTE-429-8].

Example 4.3. Packing List

<?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>
<Packi ngLi st xm ns="http://ww. snpt e-ra. or g/ schemas/ 429- 8/ 2007/ PKL" >
<l d>ur n: uui d: 59430cd7- 882d- 48e8- a026- aef 4b6253df c</ | d>
<Annot at i onText >Perf ect Myvi e DCP</ Annot ati onText >
<l ssueDat €>2007- 07- 25T18: 21: 31- 00: 00</ | ssueDat e>
<| ssuer >user @ost </ | ssuer> H
<Cr eat or >Packagi ng Tool s v1. 0</Creat or >
<AssetlList> H
<Asset> H
<l d>ur n: uui d: 24d73510- 3481- 4ae5- b8a5- 30d9eeced9cl</ | d>
<Hash>AXuf MKY7NyZcf SX(®sCZl s5dSyE=</ Hash>
<Si ze>32239753</ Si ze>
<Type>appl i cat i on/ nxf </ Type>
</ Asset >
<Asset >
<l d>ur n: uui d: 456e547d- af 92- 4abc- baf 3- c4d730bbcd65</ | d>
<Hash>k AAoOk XYVDBJ Uphl! | DB9zauv50w=</ Hash>
<Si ze>86474446</ Si ze>
<Type>appl i cat i on/ nxf </ Type>
</ Asset >
<Asset >
<l d>ur n: uui d: e4a4e438- 63ec- 46cb- b9aa- 43acee787d79</ | d>
<Hash>kt 5bP8y4zmHNAY1qVnuj | t Ab4sY=</ Hash>
<Si ze>12163</ Si ze>
<Type>t ext / xm </ Type>
</ Asset >
<Asset >
<l d>ur n: uui d: 3d445456- 54d5- 42bc- a7cc- a8c00b20f f b7</ | d>
<Hash>AQMWKCxxM/001zTS3Y3Q 8M+d9s=</ Hash>
<Si ze>62500144</ Si ze>
<Type>appl i cat i on/ nxf </ Type>
</ Asset >

[ Renmi ni ng assets and signature omtted for brevity]
</ Asset Li st >

[Signature onmitted for brevity]

</ Packi ngLi st >

Packing List descriptions

XML Declaration. This specifies the version of the XML standard to which the document conforms.

The root packing list element. This element contains the XML namespace declaration for the packing list as specified
in [SMPTE-429-8].

The Unique Universal ID (UUID) of the packing list.

The date the packing list was issued.

@ Theorganization or entity that issued the packing list.

The person, software, or system that generated the packing list.

The Annotation text is a plain text, human readable language description of the packing list's contents.
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EEEER®

The assetlist contains all of the assets in the packing list.

The Asset element contains all the metadata necessary to identify thefile.

The Asset UUID isthe unique ID of aparticular asset in the packing list.

The asset hash is a message digest of the asset file.

The asset sizeisthe size, in bytes, of the asset's file in the filesystem.

The asset type contains the mime type of the asset, which is a generic description of the file format. It also contains an
attribute that specifies the specific kind of type, such asa CPL, Picture, or Sound file.

4.2.1. Packing List File

Objective
Verify that the Packing List isan XML document and that it validates against the schema defined in [SMPTE-429-8].

Confirm that if thel anguage attribute of the <Annot at i onText > element is not present, or present with avalue
of "en", that the Annotation text isin human-readable English.

Verify that the Packing List contains urn:uuid values as specified in [RFC-4122].

Verify that the listed file sizes match those for each of the referenced assets.

Procedures

In the following procedures, the callout numbers refer to Example 4.3: Packing List

1. Using the schema-check software utility, validate the XML file structure against the schema in [SMPTE-429-8].
Failure to correctly validate is cause to fail this test. For more information on schema validation see Section 1.4:
Conventions and Practices.

$ schema_check. py <input-file> snpte-429-8. xsd
schema val i dation successf ul
$

2. Open the Packing List filein atext editor and verify that if the "language" attribute of the <Annot at i onText >

Belement is not present, or present with avalue of "en", that the contents of the <Annot at i onText > Eelement
is human readable English. Failure to meet this requirement is cause to fail thistest.

$ vi <input-file>
<Annot at i onText >Perf ect Movi e Reel #1 Picture</AnnotationText >

<Annot ati onText | anguage="en">Perfect Myvie Reel #1 Sound</Annotati onText >

3. Supply thefilename of the Packing List fileasan argument to theuuid_check.py software utility. Examinethe output

for error messages that identify expected UUID values that do not conform to the format specified in [RFC-4122].
One or more occurrencesis cause to fail thistest.

$ uui d_check. py <input-file>
all UU Ds conformto RFC 4122
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4. To verify that the real file sizes of the referenced assets are equal to the values of the related XML elements, the
path to those assets must be known. The following procedure may be used if the ASSETMAP. xml fileisavailable,
otherwise the tester will need to devise a method for locating the relevant assets. For each of the <Asset > g
elements contained in the Packing List, compare the contents of the child <I d> Egelement with the contents of
the ASSETVAP. xm file to discover the path to the asset. List the file size of the referenced asset and verify that
it isidentical to the value of the child <Si ze> Eelement inside the <Asset > Elelement. One or more failures
to verify thefile sizesis cause to fail thistest.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS]
[SMPTE-429-8]

5.5.31,553.2

Test Equipment

schema-check
uuid_check.py
Text Editor
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Packing List Signature Validation

4.2.2. Packing List Signature Validation

Objective

Verify that the Packing List is signed and that the signature validates.

Procedures

Using the checksig software utility, verify that there is a signature included in the Packing List and that it isvalid. If the
signature ismissing or invalid, thisis cause to fail thistest. Note: Depending on the order of the certificates contained in
the log report, the dsig-cert.py program may need to be used to re-order the certificates for the checksig program.

Example:

$ dsig-cert.py <pkl-file.pkl.xm> > tnp.xn
$ checksi g tnp. xnm

The supplied signature is valid

$

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS] 55.2.3,5.5.3.2
[PKCS-1]
[RFC-3174]
[SMPTE-429-8]

Test Equipment

checksig

dsig_cert.py
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Composition Playlist

4.3. Composition Playlist

The Composition Playlist (CPL) isan XML document (see Section 3.1) that contains the information necessary to reproduce
a composition. It contains metadata about the composition such as the title and the rating, and references to the track files
that contain the composition's essence. The format of the Composition Playlist file is specified by [SMPTE-429-7].

Example 4.4. Composition Playlist

<?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>

<Conposi tionPl ayli st xm ns="http://ww. snpte-ra. org/ schemas/429-7/ 2006/ CPL" >
<l d>ur n: uui d: 20670ba3- d4c7- 4539- ac3e- 71e874d4d7d1</ | d>
<| ssueDat €>2007- 07- 25T00: 35: 03- 00: 00</ | ssueDat e>
<| ssuer >user @ost </ | ssuer >
<Creat or> Packagi ng Tools v1.0 </Creator> @
<ContentTitl eText >Perfect Movi e</ ContentTitl eText >
<Cont ent Ki nd>f eat ur e</ Cont ent Ki nd> H
<Cont ent Versi on> g
<l d>ur n: uui d: e5alb4dc-f af 3- 461b- a5e2- 9d33088b1b28</ | d>
<Label Text >Perfect Movie - Donestic - US 5.1 </Label Text>
</ Cont ent Ver si on>
<Rati ngLi st/ >
<Reel Li st >
<Reel >
<l d>urn: uui d: f 62cf f €9- 2da7- 4d28- b73e-f 21c816ab02f </ | d>
<Asset Li st >
<Mai nPi ct ur e>fd
<I d>ur n: uui d: 93270dd0- 8675- 42f a- 9ce8- 34b61¢c963997</ | d>EE
<Edi t Rat e>24 1</ Edi t Rat e>f
<IntrinsicDuration>480</Intrinsi cDurati on>gg
<Ent r yPoi nt >0</ Ent r yPoi nt >g4
<Dur at i on>480</ Dur at i on>gA4
<Fr aneRat e>24 1</ Fr aneRat e>E5]
<Scr eenAspect Rat i 0>1998 1080</ Scr eenAspect Rat i 0>
</ Mai nPi ct ur e>gEd
<Mai nSound>g3g
<l d>ur n: uui d: e33b7b37- da90- 4429- 88af - 5c5b63506017</ | d>
<Edi t Rat e>24 1</ Edi t Rat e>
<IntrinsicDuration>2880</IntrinsicDuration>
<Ent r yPoi nt >120</ Ent r yPoi nt >
<Dur at i on>2760</ Dur at i on>
</ Mai nSound>
</ Asset Li st >
</ Reel >
</ Reel Li st >

[Additional reel data and CPL Signature omtted for brevity]
</ Conposi tionPl ayl i st >

Composition Playlist descriptions

N =

ENEEBER

The XML version of the XML standard to which the document conforms, the character encoding of the document, and
whether the document relies on external declarations or parameter entities.

The Root Composition Playlist element. This element contains the XML namespace declaration for the Composition
Playlist as specified in [SMPTE-429-7].

The Unique Universal ID (UUID) of the composition playlist.

The date the CPL was issued.

The organization or entity that issued the CPL.

The person, software, or system that generated the CPL.

A descriptive string that describes the composition and is displayed to the user.

Thekind of presentation the CPL represents, such as afeature, trailer, or advertisement.
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~l ~l =
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The version of the content represented by the composition playlist. This element contains sub-elements that contain
adescriptive label and UUID of the content.

The unique ID of the version of the content represented by the CPL (as opposed to the unique ID of the CPL).

A text description of the version of the content represented in the CPL.

The list of ratings applied to the content represented by the CPL. In compositions that contain rating information,
the <Rat i ngLi st > element contains at least one instance of the <Rat i ng> element, which in turn contains two
eements, <Agency >, that containsaURI that representsthe agency that issued therating, and <Label >, that contains
the rating.

Thelist of reels that comprise the composition.

A redl of the composition.

The unique ID of the redl.

Thelist of assets that comprise the redl.

The element in the reel that contains the information required to produce images onscreen.

The unique ID of the MXF track file that contains the picture essence (the picture track file) to be reproduced onscreen.
The edit rate, or the number of editable units of content, per second, of the picture track file.

The total number of framesin the track file, inclusive of frames not intended for reproduction onscreen.

Thefirst frame of the track file to be reproduced onscreen.

The number of frames of the track file to be reproduced onscreen. When a picture track fileis present in acomposition,
its duration is effectively the duration of thereel.

Therate, in frames-per-second, at which the essence in the track file will be reproduced.

The aspect ratio of the essence in the picture track file. This is represented in the CPL as a ratio of two numbers
separated by a space.

The closing tag of thereel's Mai nPi ct ur e element.

The element in thereel that contains the information required to reproduce sound essence through the primary speaker
system. The parameters of a MainSound track file are the same as those of a picture track file.

4.3.1. Composition Playlist File

Objective

Verify that the Composition Playlist is an XML document and that it validates against the schema defined in
[SMPTE-429-7].

Procedures

Using the schema-check software utility, validate the XML file structure against the schemain [SMPTE-429-7]. Failure
to correctly validate is cause to fail this test.

$ schema-check <input-file> snpte-429-7.xsd
schema val i dati on successful

$
Supporting Materials
Reference Document 1D Refer ence Document Section(s)
[DCI-DCSS] 5.2.3,54.2,54.3,9.7.7,54.32,5433,5434
[SMPTE-429-7]
Test Equipment
schema-check
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Signature Validation

4.3.2. Composition Playlist Signature Validation

Objective

Verify that the Composition Playlist is signed and that the signature validates.

Procedures

Using the checksig software utility, verify that there is a signature included in the Composition Playlist List and that it is
valid. If the signature is missing or invalid, thisis cause to fail this test. Note: Depending on the order of the certificates
contained in the log report, the dsig-cert.py program may need to be used to re-order the certificates for the checksig
program.

Example:

$ dsig-cert.py <cpl-file.cpl.xm> > tnp.xnl
$ checksi g tnp. xm
The supplied signature is valid

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS] 5.2.3,5.4.3.6,5.4.4,9.75

Test Equipment

dsig_cert.py

checksig
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Composition Playlist Key Usage

4.3.3. Composition Playlist Key Usage

Objective
An encrypted Asset is associated with a Decryption Key that is effective for a period of time equal to one Reel. Only
one Decryption Key shall be associated with a specific encrypted Asset. Each unique Decryption Key shall be associated
with only one encrypted Asset.

» Verify that for each encrypted Asset present in the Composition Playlist, only one <Keyld> valueislisted. If an Asset
Id occurs more than once in the CPL, verify that the same <Keyld> is utilized throughout.

 Verify that each <Keyld> is associated with only one Asset Id.

Procedures

1. Use atext editor to view the Composition Playlist. For all encrypted Assets (those that have a<Keyld> value) make
alist of al Asset Id values and the associated <K eyld> values.

2. Examine the list to determine that each Asset Id has exactly one <Keyld>. If Asset Ids are repeated in the CPL, the
same <K eyld> should be associated for that Asset every time. Any deviation is cause to fail thistest.

3. Examinethe list to determine that each <K eyld> is associated with exactly one Asset Id (i.e. a particular Decryption
Key should only be associated with one, unique Asset). Any deviation is cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)

[DCI-DCSS] 53.1.7

Test Equipment

Text Editor
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Track Files

4.4. Track Files

A Track Fileisacontainer for encoded essence. In the d-cinema system, each Track File contains a single track of asingle
type of essence’. For example, a Track File may contain images or sound or timed text, but never more than one type of
essence.

D-cinema Track Files are based on the Material eXchange Format (MXF). MXF is afile metaformat, i.e., afile format for
creating file formats. While the various d-cinema Track File formats represent different methods of encoding essence data,
the arrangement of metadata within the filesis syntactically similar. This section will provide an overview of MXF as used
for d-cinema applications. Readers looking for more detailed technical information are referred to [SMPTE-377-1].

4.4.1. MXF Internals

4.4.1.1. Overview

Before diving head-first into examining MXF files, it isimportant to understand the structure of the files. This section
will briefly describethe contents of some example M XF filesby displaying thefiles header metadatausing the klvwalk
software utility from the free ASDCPLib software package.

Briefly, an MXF file [SMPTE-377-1] contains a sequence of Key-Length-Vaue (KLV) packets. Some packets carry
essence and some carry metadata. MXF files are divided into partitions. Each partition is comprised of a set of KLV
packets. Thefirst KLV packet in each partition is a Partition Pack.

The number of partitionsin adigital cinema sound or picture Track Fileisusually three (Timed Text Track Files may
have more than three partitions). The first partition in an MXF file contains the metadata which describe the coding
parameters of the essence and the MXF file itself. The second partition contains the essence data as a sequence of
KLV-wrapped frames. The final partition contains the index table.

To display the metadata in the header partition of an MXFfilet est fi | e. nxf , use klvwalk like so:

$ klvwal k -r testfile.nxf

The following sectionsillustrate the expected output.

4.4.1.2. MXF Header Partition

As shown in Example 4.5, the first structure to be output is the Partition Pack of the Header Partition. This structure
documentsthe MXF version that the file conformsto and provides a description of the general architectureto befound
inside.

Example 4.5. MXF Partition Header

06. Oe. 2b. 34. 02. 05. 01. 01. 0d. 01. 02. 01. 01. 02. 04. 00 | en: 120 (C osedConpl et eHeader)
Maj or Ver si on
M nor Ver si on
KAGSi ze
Thi sPartition

O, NP

2 Strictly speaking, a Timed Text Track File may contain font and image resources in addition to the XML timed text data, but these resources are considered
integral to the timed text essence.
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File Package

Previ ousPartition =0
Foot erPartition = 218362864
Header Byt eCount = 16244
| ndexByt eCount =0
I ndexSI D =0
BodyOf f set =0
BodySI D =1
Qperational Pattern =
Essence Cont ai ners: 3]

060e2b34. 0401. 0103. 0d010301. 027f 0100
060e2b34. 0401. 0107. 0d010301. 020b0100

060e2b34. 0401. 0101. 0d010201. 10000000 H

MXF Partition Header

Thisis an MXF Partition Pack structure. The Universal Label (UL) value indicates that the file is "Closed and

Complete".

The Operational Pattern UL indicates that the file conforms to OP Atom [SMPTE-390].

Essence Container label sindicate the type of essence and the wrapping format. This example showstwo container
labels: the JPEG 2000 container [SMPTE-422] and the Generic Container [SMPTE-379-1] (the file contains

encrypted JPEG 2000 essence).

The following table givesthe list of valid Essence Container ULs for d-cinema Track Files.

Table 4.1. Essence Container UL Values for D-Cinema

UL Value

Container Type

060e2b34.0401.0101.0d010301.02060100

Linear PCM Audio [SMPTE-429-3], [SMPTE-382]

060e2b34.0401.0107.0d010301.020c0100

JPEG 2000 Images [SMPTE-429-4]

060e2b34.0401.010a.0d010301.02130101

Timed Text [SMPTE-429-5]

060e2b34.0204.0101.0d010301.027€0100

Encrypted Essence [SM PTE-429-6]

4.4.1.3. File Package

An MXF file may contain zero or more continuous segments of essence data. Each segment is described by a Source
Package structure. Per [SMPTE-429-3], MXF files for digital cinema must contain exactly one top-level Source
Package (thus one segment of essence), referred to in MXF jargon as a File Package. Example 4.6 shows a Source

Package structure that points to JPEG 2000 essence data.

Example 4.6. Source Package structure

06. Oe. 2b. 34. 02. 53. 01. 01. od

I nst anceUl D
PackageUl D

Nanme
PackageCr eat i onDat e
PackageModi f i edDat e

Tr acks:

01.01.01.01.01.37.00 |Ien: 294 (Sour cePackage) H

42b5a376- c740- 42e2- 99f 1- 4ec782c4837e
[ 060a2b34. 0101. 0105. 01010f 20] , 13, 00, 00, 00

Fi | e Package:

[ b4af 492cd. b89b. Of 65. 490c35ec. 5f 6340b7] H
SMPTE 429-4 frame w appi ng of JPEG 2000 codestreans

2007-03-21 07:42:04.000
2007-03-21 07:42:04.000

9227a330- 7e64- 4c90- b4ef - d057ed6ef 159
0de983e3- 255b- 4d26- bde7- f 33¢530c077d
54e13d93- abcf - 4869- b008- c59573b8d01d

Descri ptor = c6a35640-d6d8-433c-82c9- 23df 2eae9311 &

Source Package structure

Thisis a Source Package structure [SMPTE-377-1].
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Encrypted Essence

A Unique Material Identifier (UMID) value which identifies the essence in the file. It has a UUID component
which isthe value that external entities (e.g. Packing Lists and Composition Playlists) use to refer to the essence
in the file. See [SMPTE-429-3] for details about how d-cinema UMIDs are formed.

Thelist of tracksthat appear inthefile. Thereisonly one essencetrack, but it isaccompanied by avirtual timecode
track and, optionally, a descriptive metadata track that gives cryptographic information (see Section 4.4.1.4
below).

Thisvalue gives the internal ID of a data set that describes the essence encoding. This set is called an Essence
Descriptor. Two examples of essence descriptors are given below in Section 4.4.1.5 and Section 4.4.1.6.

4.4.1.4. Encrypted Essence

If the MXF file contains encrypted essence, the header metadata will contain one Cryptographic Framework set with
alink to asingle Cryptographic Context set (defined in [SMPTE-429-6]). These structures are shown in Example 4.7.

Example 4.7. Cryptographic Framework and Cryptographic Context

06. Oe. 2b. 34. 02. 53. 01. 01. 0d. 01. 04. 01. 02. 01. 00. 00 | en: 40 (Crypt ographi cFramework) H
I nstanceU D = b98ca683- 2e49- 4e6a- 88f f - af 33910ba334
Cont ext SR = 8dcd2f 7b- f dOb- 4602- bae7- 806c82dcf d94

06. Oe. 2b. 34. 02. 53. 01. 01. 0d. 01. 04. 01. 02. 02. 00. 00 | en: 120 (Cryptographi cContext) H

I nst anceU D = 8dcd2f 7b- f dOb- 4602- bae7- 806c82dcf d94

Context| D = 3472d593- e9f f - 4b2e- 84ca- 5303b5ce53f 7

Sour ceEssenceCont ai ner 060e2b34. 0401. 0107. 0d010301. 020c0100

Ci pher Al gorit hm = 060e2b34. 0401. 0107. 02090201. 01000000

M CAl gorithm = 060e2b34. 0401. 0107. 02090202. 01000000

Crypt ogr aphi cKeyl D = c030f 37a- bf 84- 496b- bdc2- 81744205a944

[of ol Al ol

Cryptographic Framework and Cryptographic Context

Thisis a Cryptographic Framework structure [SMPTE-429-6].

Thisis a Cryptographic Context structure [SMPTE-429-6].

A UL that identifies the type of essence inside the encrypted container. It should be a JPEG 2000 or PCM audio
descriptor.

A UL that identifies the type of encryption wused. This value should aways be
060e2b34. 0401. 0107. 02090201. 01000000.

A UL that identifies the agorithm wused to calculate the Message Integrity Check value

in each Encrypted KLV (EKLV) packet. When present, this value should aways be
060e2b34. 0401. 0107. 02090202. 01000000.

@ A UUID vauethat identifiesthe 16-byte symmetric key (stored externally) that is required to decrypt the essence
data. The key is usually delivered to a system viaa Key Delivery Message (see Chapter 3).

4.4.1.5. Essence Descriptor for JPEG 2000

If the MXF file contains image essence for DCI-compliant digital cinema, the header metadata will contain an RGBA
Essence Descriptor (defined in [SMPTE-377-1], with astrong link to a JPEG 2000 Picture SubDescriptor (defined in
[SMPTE-422]. These structures are shown in Example 4.8

Example 4.8. Essence Descriptor for JPEG 2000

06. Oe. 2b. 34. 02. 53. 01. 01. 0d. 01. 01. 01. 01. 01.29. 00 Ien: 169 (RGBAEssenceDescriptor) H
I nstanceUl D = 18a47da5- 53d1-4785- a9le- 41155753a02f
Locat or s:
SubDescri ptors
05f 80258- beb2- 4769- b99a- af 4d6¢c3895da
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Essence Descriptor for PCM Audio

Li nkedTr ackl D
Sanpl eRat e

Cont ai ner Dur ati on
EssenceCont ai ner
Codec

Fr aneLayout

St oredW dt h

St or edHei ght
Aspect Rati o

Pi ct ur eEssenceCodi ng
Conponent Max Ref
Conmponent M nRef

06. Oe. 2b. 34. 02. 53. 01. 01. 0d

I nst anceUl D

Rsi ze

Xsi ze

Ysi ze

XGCsi ze

YGCsi ze

XTsi ze

YTsi ze

XTCsi ze

YTGCsi ze

Csi ze

Pi ct ur eConponent Si zi ng
Codi ngSt yl eDef aul t
Quant i zat i onDef aul t

2
24/1 A
720 H

060e2b34. 0401. 0107. 0d010301. 020c0100
00000000. 0000. 0000. 00000000. 00000000

0

2048 @&

1080 H

2048/ 1080

060e2b34. 0401. 0109. 04010202. 03010103 H
4095

0

01.01.01.01.01.5a.00 Ilen: 174 (JPEX0O0OPI ctureSubDescriptor) W
05f 80258- beb2- 4769- b99a- af 4d6c3895da

3

2048

1080

0

0

2048

1080

0

0

3

00000003000000030b01010b01010b0101
01040001010503030000778888888888

227f 187f 007f 007ebc76ea76ea76bc6f 4c6f 4c6f 645803580358455f d25f d25f 61

Essence Descriptor for component images

Thisisan MXF RGBA Essence Descriptor structure.
The frame rate of the underlying essence. The essence may be sampled on a finer scale, but this value is the

smallest temporal increment than can be accessed in thefile.

The number of framesin
seconds.

The width of the encoded

6]

JPEG 2000 encoding.

the file. Divide this value by the SampleRate to get the duration as a time value in

image as a count of pixels.

The height of the encoded image as a count of pixels.
This UL value indicates the type of compression and the color space of the encoded essence.
Thisisan MXF JPEG 2000 Picture SubDescriptor structure. It provides additional metadata associated with the

4.4.1.6. Essence Descriptor for PCM Audio

If the MXF file contains audio essence for DCI-compliant digital cinema, the header metadata will contain a Wave

Audio Descriptor (defined in [SMPTE-382]). This structure is shown in Example 4.9.

Example 4.9. Essence Des

06. Oe. 2b. 34. 02. 53. 01. 01. 0d

I nstanceU D =

Locat ors:
SubDescri ptors

Li nkedTr ackl D
Sanpl eRat e

Cont ai ner Dur at i on
EssenceCont ai ner
Audi oSanpl i ngRat e
Locked

Audi oRef Level

criptor for PCM Audio

.01.01.01.01.01.48.00 Ilen: 134 (WaveAudi oDescriptor) H
Ob7eac6c- 85e2- 47e4- bObf - b3e60f 6e6cd7

2

24/1 A

528 H

060e2b34. 0401. 0101. 0d010301. 02060100
48000/1 @&

0

0
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Random Index Pack (R.I.P.)

Channel Count = 6 H
Quanti zationBits = 24 @
Di al Norm = 0
Bl ockAlign = 18 W
SequenceCf fset = 0
AvgBps = 144000

Essence Descriptor for PCM Audio

ThisisaWave Audio Descriptor structure [SMPTE-382].

The frame rate of the underlying essence. The essence may be sampled on a finer scale, but this value is the
smallest temporal increment than can be accessed in thefile.

The number of frames in the file. Divide this value by the SampleRate to get the duration as a time vaue in
seconds.

The base sample rate of the essence.

The number of channelsin the file. Each frame of essence will have the same number of channels, multiplexed
in the same order.

@ Thenumber of bits used to encode a sample of asingle channel.

The size, in bytes, of a set of samples for all channelsin a single sample period. This value should be equal to

( QuantizationBits/ 8) * ChannelCount.

4.4.1.7. Random Index Pack (R.l.P.)

All d-cinema Track Files end with aRandom Index Pack (RIP). The RIP provides alookup tablethat givesthelocation
of all partitions in the file for easy random access. The number of partitions shown by the RIP should be three if the
MXF fileisasound or picture Track File, and may be more than three for a Timed Text Track File.

Example 4.10. MXF Random Index Pack (RIP)

06. Oe. 2b. 34. 02. 05. 01. 01. 0d. 01. 02. 01. 01. 11. 01. 00 | en: 40 (Random ndexMet adata) H
0 0
1 . 16384
0 : 110688380

MXF Random Index Pack (RIP)

The Random Index Pack (RIP) maps the location of each partition in an MXF file. This example shows three
partitions.
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Image and Audio Packaging Standard

4.4.2. Image and Audio Packaging Standard

Objective

» Verify that sound and image essence are wrapped in files conforming to Material Exchange Format (M XF) as defined
by [SMPTE-377-1], and further constrained by [SMPTE-379-1], [SMPTE-429-3], and [SMPTE-429-4], [SMPTE-422]
for image, or [SMPTE-382] for sound.

« |If the Essence Container is encrypted, verify that this conforms to [SMPTE-429-6].

Procedures

1. Using the klvwalk software utility, produce a listing of the MXF KLV Header Metadata Structure. Error free
completion of the command confirms the validity of the MXF structure. Any other result is cause to fail the test.

2. Examinethelisting for the M XF Partition Pack structure with a ClosedCompl eteHeader Universal Label (UL) value:
060e2b34. 0205. 0101. 0d010201. 01020400
as shown in Example 4.5: MXF Partition Header item F. Absence of thisvalueis cause to fail this test.

3. Examine the listing for the Operational Pattern value:
060e2b34. 0401. 0102. 0d010201. 10000000,
as shown in Example 4.5 item . Absence of thisvalue is cause to fail thistest.

4. Examine the listing for the Essence Container values as shown in Example 4.5 item E There are three valid
possibilities for the datain thisfield:

a. If two values are present, and they are:
060e2b34. 0401. 0103. 0d010301. 027f 0100 and
060e2b34. 0401. 0107. 0d010301. 020c0100,
then the file is an Image file. For more information see Section 4.4.1.5: Essence Descriptor for JPEG 2000.

b. If two values are present, and they are:
060e2b34. 0401. 0103. 0d010301. 027f 0100 and
060e2b34. 0401. 0101. 0d010301. 02060100,
then thefile is an Sound file. For more information see Section 4.4.1.6; Essence Descriptor for PCM Audio.

c. If two values are present, and they are:
060e2b34. 0401. 0103. 0d010301. 027f 0100 and
060e2b34. 0401. 0107. 0d010301. 020b0100,
the Essence is ciphertext and an additional procedure, listed below, must be carried out.
Failure to meet exactly one of the valid possibilitiesis cause to fail this test.

5. Examine the listing and locate the EssenceContainerData set, UL value:
060e2b34. 0253. 0101. 0d010101. 01012300.
This should contain exactly one LinkedPackageUID value. Verify that there is only one SourcePackage set, UL
value:
060e2b34. 0253. 0101. 0d010101. 01013700
and that the PackageUID value exactly matches the LinkedPackageUID value of the EssenceContainerData set.
Failure of any of the above conditions is cause to fail this test.

6. Only for the case of Encrypted Essence, the SourcePackage set, UL value:
060e2b34. 0253. 0101. 0d010101. 01013700,
should contain athird Track UID that matches the InstanceUID value of asingle StaticTrack set, UL value:
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Image and Audio Packaging Standard

060e2b34. 0253. 0101. 0d010101. 01013a00.

The StaticTrack set should have a Sequence value that matches the InstanceUID of a Sequence set, UL value:
060e2b34. 0253. 0101. 0d010101. 01010f 0O.

The found Sequence set should have a StructuralComponents value that matches the InstanceUID of a single
DM Segement set, UL value:

060e2b34. 0253. 0101. 0d010101. 01014100.

The DM Segment set should have a DMFramework value that matches a single CryptographicFramework set, UL
vaue:

060e2b34. 0253. 0101. 0d010401. 02010000.

The CryptographicFramework set should have a ContextSR value that matches the InstanceUID of a single
CryptographicContext set, UL value:

060e2b34. 0253. 0101. 0d010401. 02020000.

The CryptographicContext set has a SourceEssenceContainer value, which should contain either the UL value:
060e2b34. 0401. 0107. 0d010301. 020c0100

for an Imagefile, or:

060e2b34. 0401. 0101. 0d010301. 02060100

for aSound file. For moreinformation see Section 4.4.1.4: Encrypted Essence. Failure of any of the above conditions
is causeto fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)

[DCI-DCSS] 5.2.2.2,5.2.2.3,5224,5225 5226,53.1, 5.3.2
[SMPTE-377-1]
[SMPTE-379-1]
[SMPTE-382]

[SMPTE-422]

[SMPTE-429-2]
[SMPTE-429-3]
[SMPTE-429-4]
[SMPTE-429-6]

Test Equipment

klvwalk
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Timed Text Track File Format

4.4.3. Timed Text Track File Format

Objective

» Verify that timed text essence is wrapped in files conforming to Material Exchange Format (MXF) as defined by
[SMPTE-377-1] and [SMPTE-410], and further constrained by [SMPTE-379-1] and [SMPTE-429-5].

» Verify that timed text essence is encoded according to { ref-SMPTE-428-7.

* If the Essence Container is encrypted, verify that this conforms to [SMPTE-429-6].

Procedures

1. Using the klvwalk software utility, produce a listing of the MXF KLV Header Metadata structure. Error free
completion of the command confirms the validity of the MXF structure. Any other result is cause to fail the test.

2. Examinethelisting for the M XF Partition Pack structure with a ClosedCompl eteHeader Universal Label (UL) value:
060e2b34. 0205. 0101. 0d010201. 01020400
as shown in Example 4.5: MXF Partition Header item . Absence of thisvalueis cause to fail thistest.

3. Examine the listing for the Operational Pattern value:
060e2b34. 0401. 0102. 0d010201. 10000000,
as shown in Example 4.5 item B. Absence of thisvalue is cause to fail thistest.

4. Examine the listing for the Essence Container values as shown in Example 4.5 item E There are two valid
possibilities for the datain thisfield:

a. If two values are present, and they are:
060e2b34. 0401. 0103. 0d010301. 027f 0100 and
060e2b34. 0401. 010a. 0d010301. 02130101,
thenthefileisaTimed Text file. For more information see Section 4.4.1.5; Essence Descriptor for JPEG 2000.

b. If two values are present, and they are:
060e2b34. 0401. 0103. 0d010301. 027f 0100 and
060e2b34. 0401. 0107. 0d010301. 020b0100,
the Essence is ciphertext and an additional procedure, listed below, must be carried out.
Failure to meet exactly one of the valid possibilitiesis cause to fail this test.

5. Examine the listing and locate the EssenceContainerData set, UL value:
060e2b34. 0253. 0101. 0d010101. 01012300.
This should contain exactly one LinkedPackageUID value. Verify that there is only one SourcePackage set, UL
vaue:
060e2b34. 0253. 0101. 0d010101. 01013700
and that the PackageUID value exactly matches the LinkedPackageUID value of the EssenceContainerData set.
Failure of any of the above conditions is cause to fail this test.

6. Only for the case of Encrypted Essence, execute sub-procedure #6 as given in Section 4.4.2. In this case the
SourceEssenceContainer value within the CryptographicContext set contain the UL value;
060e2b34. 0401. 010a. 0d010301. 02130101
toindicate a Timed Text file. Failure of any of the above conditionsis cause to fail thistest.
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Timed Text Track File Format

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS]

[SMPTE-428-7]
[SMPTE-429-5]
[SMPTE-429-6]

3.34

Test Equipment

klvwalk
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Track File Length

4.4.4. Track File Length

Objective

For each Track File, verify that the minimum duration is a number of frames which is greater or equal to one second of
content playback at the specified edit rate. This means that each image Track File needsto contain at least 24 (at 24 fps
framerate) or 48 (at 48 fps frame rate) frames, and that each audio Track File needsto contain at least 48,000 (at 48kHz
sampling rate) or 96,000 (at 96 kHz sampling rate) audio samples.

Procedures

Thismay be accomplished by using the asdcp-test software utility to provideinformation about thefile and confirming that
the reported ContainerDuration value is equal or greater than the SampleRate value. Failure to meet the above conditions
is causeto fail thistest.

E.g.

$ asdcp-test -i -v <input-file>
Sanpl eRate: 24/1
Cont ai ner Durati on: 528

Supporting Materials

Reference Document | D Reference Document Section(s)

[DCI-DCSS] 53.1.3

Test Equipment

asdcp-test
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Image Track File Frame Boundary

4.4.5. Image Track File Frame Boundary

Objective

» Image Track Files must begin and end with complete frames that allow for splicing. Verify that both the first and the

last JPEG2000 image in a sequence are completely contained within the Image Track File, i.e., no other Track Files
are needed for compl ete decoding or displaying of the first and the last frame.

» Each complete Frame of Image Data must be wrapped within the KLV structure according to [SMPTE-336] and

[SMPTE-422].

Procedures

1. Determine the number of frames contained in the Track File. This will be used in the next step to extract the
last frame in the file. This can be achieved by using the asdcp-test software utility, and subtracting one from the
ContainerDuration value, as shown below.

$ asdcp-test -i -v PerfectMvie-j2c-pt.nxf
Fil e essence type is JPEG 2000 pictures.

Pr oduct UUI D:

Pr oduct Ver si on:
ConpanyNane:

Pr oduct Nane:
Encrypt edEssence:
Asset UUI D:

Label Set Type:
Aspect Rat i o:

43059al1d- 0432- 4101- b83f - 736815acf 31d
Unr el eased 1.1.13

DCl

asdcplib

No

0e676f bl- 951b- 45c4- 8334- ed2c59199815
SMPTE

2048/ 1080

Edi t Rat e:
St or edW dt h:
St or edHei ght :
Rsi ze:
Xsi ze:
Ysi ze:
XGsi ze:
YGCsi ze:
XTsi ze:
YTsi ze:
XTGCsi ze:
YTCsi ze:
Cont ai ner Dur ati on:
Col or Conponents:
11.1.1
11.1.1
11.1.1
Default Coding (16):
Quanti zation Default (33):

24/ 1
2048
1080
3
2048
1080
0
0
2048
1080
0
0
240

01040001010503030000778888888888
227 187f 007f 007ebc76ea76ea76bc6f 4c6f 4c6f 645803580358455f d25f d25f 61

2. Using the asdcp-test software utility, extract the first and the last frames of content from the Track File.

$ asdcp-test -x first -d 1 -f O PerfectMvie-j2c-pt.nxf
$ asdcp-test -x last -d 1 -f 239 PerfectMvie-j2c-pt.nxf
$1s

first000000.j2c

| ast 000239. j 2c

Per f ect Mbvi e-j 2c- pt . nxf
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Image Track File Frame Boundary

3. Verify that thefirst and the last frames of content decode completely, and without errors. Failure to correctly decode
either frame is cause to fail this test. This can be achieved by using JPEG 2000 decoding software. An example is

shown below. (Note that the output of the j2c-scan program islong and has been truncated here for brevity. Please
see Section C.5 for adetailed example.)

$ j 2c-scan frame000000. j 2c
digital cinema profile: none
rsiz capabilities: standard
pi xel offset fromtop-left corner: (0, 0)
tile w dth/height in pixels: (2048, 1080)
image width/height in tiles: (1, 1)
tile #1
coding style: 1
progression order: Conponent-Position-Resol ution-Layer
POC marker flag: O
nunber of quality layers: 1
rate for layer #1: 0.0
mul ti-conponent transformflag: 1

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS] 5.3.3.2
[SMPTE-336]
[SMPTE-422]

Test EQuipment

asdcp-test
j2c-scan
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4.4.6. Audio Track File Frame Boundary

Objective

The Audio Track File is required to begin and end with complete frames that are associated with its Image Track File
to allow for a clean transition between reels. The audio data within the Track File shall be wrapped using KLV on an
image frame boundary.

Procedures

Verify that exactly the expected number of Audio bytes are embedded within each KLV encoded triplet for each
frame of the Audio Track File. This can be achieved by using the software command klvwalk to display the length of
every WAV Essence set (UL value 060e2b34. 0102. 0101. 0d010301. 16010101) and checking that each frame
contains the appropriate number of bytes. The expected number of Audio Bytes per frame can be calculated by using the
formulalen=BPS* Ch* SPF, where BPS isthe number of Bytes Per Sample (BPS=3), Ch isthe number of Audio Channels
in the DCP, and SPF is the number of Samples Per Frame value taken from Table 4.2.

If any frame has an actual | en that differs from the expected value, calculated from the formula, this is cause to fail
thistest.

The example below shows eight frames of a composition containing six channels of 48kHz samples at 24fps, completely
wrapped in KLV triplets (3* 6 * 2000 = 36000).

$kl vwal k Per f ect Movi e- pcm pt . nxf

060e2b34. 0102. 0101. 0d010301. 16010101 | en: 36000 (WAVEssence)
060e2b34. 0102. 0101. 0d010301. 16010101 | en: 36000 (WAVEssence)
060e2b34. 0102. 0101. 0d010301. 16010101 | en: 36000 (WAVEssence)
060e2b34. 0102. 0101. 0d010301. 16010101 | en: 36000 (WAVEssence)
060e2b34. 0102. 0101. 0d010301. 16010101 | en: 36000 (WAVEssence)
060e2b34. 0102. 0101. 0d010301. 16010101 | en: 36000 (WAVEssence)
060e2b34. 0102. 0101. 0d010301. 16010101 | en: 36000 (WAVEssence)
060e2b34. 0102. 0101. 0d010301. 16010101 | en: 36000 (WAVEssence)

The possible values for the Samples/Frame are shown in table below.

Table 4.2. Audio Samples Per Frame

FPS Sample Rate |Samples/Frame
24 48 kHz 2000
24 96 kHz 4000
48 48 kHz 1000
48 96 kHz 2000

Supporting Materials

Reference Document |D Reference Document Section(s)
[DCI-DCSS] 5.34.2
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Test Equipment

klvwalk
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Essence

4.5. Essence

4.5.1. Image Structure Container and Image Container Format

Objective

» Verify that the images contained in the Track Files conform to an Image Structure Container that consists of either
4K (4096x2160) (Operational Level 1) or 2K (2048x1080) (Operational Level 2 and 3). It is expected that the image
structure shall use one of the two containers such that either the horizontal or vertical resolution isfilled.

 Verify that both the horizontal and vertical dimensions of the image structure container are divisible by four for Level
1, or two for Level 2 and 3 image structures. This ensures that the image can be centered correctly.

 Verify that the bit depth for each code value for a color component shall be 12 bits. Thisyields 36 bits per pixel.

Procedures

1. Using the software command klvwalk, locate the RGBAEssenceDescriptor set and record the StoredWidth,
StoredHeight, and AspectRatio values within. The failure to meet any of the following conditions is cause to fail
this test:

a Verify that the first number (numerator) of the AspectRatio field is the same as the StoredWidth value.
b. Verify that the second number (denominator) of the AspectRatio field is the same as the StoredHeight value.

c. Verify that exactly one of the StoredWidth or StoredHeight values are equal to the Maximum Horizontal Pixels
or Maximum Vertical Pixels values from Table 4.3: Image Structure Operational Levels below.

d. Verify that both the StoredwWidth and StoredHeight values are equal to, or less than, the Maximum Horizontal
Pixels or Maximum Vertical Pixels values, respectively, from Table 4.3 below.

e. Verify that both the Storedwidth and StoredHeight values are exactly divisible by two for a 2K file, and four
for a4K file.

An example of the RGBAEssenceDescriptor set is shown below:

$ klvwal k -r PerfectMvie-j2c-pt.nxf

060e2b34. 0253. 0101. 0d010101. 01012900 | en: 169 ( RGBAEssenceDescri ptor)
I nstanceUl D = 82141918- celb- 47a5- ac13- c47cf b2e51a7
GenerationU D = 00000000- 0000- 0000- 0000- 000000000000
Locat ors:
SubDescri ptors:
92e96e5e- 6bef - 4985- 8117- 7df a541f 96f a

Li nkedTr ackl D 2
Sanpl eRat e 24/ 1
Cont ai ner Dur at i on 240

060e2b34. 0401. 0107. 0d010301. 020c0100
060e2b34. 0401. 0109. 04010202. 03010103

EssenceCont ai ner
Codec

Fr ameLayout 0
St or edW dt h 2048
St or edHei ght 1080
Aspect Rati o 2048/ 1080
Conponent MaxRef 4095
Conponent M nRef 0
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and Image Container Format

The vaid Image Structure Container values are shown in table below.

Table 4.3. Image Structure Operational Levels

Operational h/loar)i(lzrg#tg Maximum Frames
Leve . Vertical Pixels| per Second
Pixels
4096 2160 24
2048 1080 48
2048 1080 24

2. Using the software commands asdcp-test and j 2c-scan, extract an image frame from the file and verify that the bit
depth for each component is 12 bits. A component bit-depth value other than 12 shall be cause to fail thistest.

An example of this operation is shown below:

$ asdcp-test -d 1 -x frame j2c/PerfectMvie-j2c-pt.nxf
$ j 2c-scan franme_000001. ) 2c
codi ng paraneters

digital cinema profile: none

rsiz capabilities: standard

pi xel offset fromtop-left corner: (0, 0)

tile wi dth/height in pixels: (2048, 1080)

image width/height intiles: (1, 1)

Supporting Materials

Reference Document |D Reference Document Section(s)

[DCI-DCSS] 3.2.12,3213,3217
[SMPTE-428-1]

Test Equipment

klvwalk
asdcp-test
j2c-scan
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4.5.2. Image Compression Standard & Encoding Parameters

Objective

Verify that the image encoding parameters in a Picture Track File conform to [SMPTE-429-4].

Procedures

1. Verify that the UL valueinthe Pi ct ur eEssenceCodi ng field of the MXF RGBAEssenceDescri pt or (see
[ in Example 4.8) is one of:
060e2b34. 0401. 0109. 04010202. 03010103 (for 2K images) or
060e2b34. 0401. 0109. 04010202. 03010104 (for 4K images).

If the UL value does not match one of those listed above, or is the wrong value for the contained essence, thisis
causeto fail the test.

2. Using a software command such as asdcp-test, extract all the framesin the Track File to a directory. An example
is shown below.

$ asdcp-test -x frame j2c/Perfect Mvie-j2c-pt.nxf
$1s j2c

f rame000000. j 2c
f rame000001. j 2c
f rame000002. j 2c
f rame000003. j 2c

f rame000057. j 2c
f rame000058. j 2c
f rame000059. j 2c
f rame000060. j 2c

frame000124. j 2c
frame000125. j 2c
frame000126. j 2c
frame000127.j 2c

frame000191. j 2c
frame000192. j 2c
frame000192. j 2c
frame000194. j 2c

3. Verify that every frameis correctly JPEG 2000 encoded as described in [ SO-15444-1]. Verify that the proper JPEG
2000 encoding parameters as specified in [| SO-15444-1-AMD-1] were used. The Codestream Specifications for 2K
and 4K distributions are listed in [DCI-DCSS)], section 4.4. This can be achieved by using JPEG 2000 decoding
software. An example is shown below. (Note that the output of the j2c-scan program islong and has been truncated
here for brevity. Please see Section C.5 for a detailed example.) If any frame fails to correctly decode or does not
conform to the appropriate Codestream Specifications, thisis causeto fail the test.

$ j2c-scan franme000000. j 2c
digital cinema profile: none
rsiz capabilities: standard
pi xel offset fromtop-left corner: (0, 0)
tile w dth/height in pixels: (2048, 1080)
image wi dth/height in tiles: (1, 1)
tile #1
coding style: 1
progressi on order: Conponent - Positi on-Resol uti on-Layer
POC mar ker flag: O
nunmber of quality layers: 1
rate for layer #1: 0.0
mul ti-conmponent transformflag: 1

Supporting Materials

Reference Document 1D
[DCI-DCSS]

Reference Document Section(s)
32154244
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Reference Document 1D

Reference Document Section(s)

[1S0-15444-1]
[1SO-15444-1-AMD-1]
[SMPTE-429-4]

Test EQuipment

asdcp-test
OpenJPEG
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4.5.3. Audio Characteristics

Objective

Sound Track Files shall conform to the specifications given in [SMPTE-428-2] and [SMPTE-428-3], and be constrained
as specified in [SMPTE-429-2]. A Sound Track File shall contain linear PCM audio sampled at 48000 or 96000 samples
per second, 24 bits per sample. The file shall contain no more than 16 channels of audio.

Procedures

Using the software command klvwalk, locate the WaveAudioDescriptor set which starts with the Universal Label (UL)
of 060e2b34.0253.0101.0d010101.01014800. An example is shown below.

$ klvwal k -r PerfectMvie-pcm pt. nxf

060e2b34. 0253. 0101. 0d010101. 01014800 | en: 134 (WaveAudi oDescri pt or)
I nstanceUl D = elc4c755-2c3e-4274- a3bf - 581laadd63a4b
Generati onU D = 00000000- 0000- 0000- 0000- 000000000000
Locat ors:

SubDescri pt ors:

Li nkedTrackl D = 2

Sanpl eRate = 24/1

Cont ai ner Durati on = 480

EssenceCont ai ner = 060e2b34. 0401. 0101. 0d010301. 02060100
Codec = 00000000. 0000. 0000. 00000000. 00000000

Audi oSanpl i ngRat e = 48000/ 1

Locked = 0

Audi oRef Level = 0

Channel Count = 6

Quanti zationBits = 24

Di al Norm = 0

Bl ockAl'ign = 18

SequenceCf fset = 0

AvgBps = 144000

Verify the following:

1. The EssenceContainer field has avalue of 060e2b34. 0401. 0101. 0d010301. 02060100. Any other value
is causeto fail thistest.

2. The ChannelAssignment field is not present, or, if present, has a value from the set of UL values defined in
[SMPTE-429-2], Appendix A, "Audio Channel Assignment Label". Any other valuein the Channel Assignment field
is cause to fail thistest.

3. The AudioSamplingRate field has a value of either 48000/1 or 96000/1. Any deviation from these values is cause
to fail thistest.

4. The Channel Count field has a value of no fewer than six (6) and no greater than sixteen (16). Any deviation from
these valuesis cause to fail thistest.

5. The QuantizationBits field has avalue of 24. Any other value is cause to fail this test.

6. The BlockAlign field is exactly the value of Channel Count * 3. Any other valueis cause to fail thistest.
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7. The AvgBpsfield is exactly the value of the Audi oSanpl i ngRat e * Channel Count * 3. Any other value
is causeto fail thistest.

Supporting Materials

Reference Document |D Reference Document Section(s)
[DCI-DCSS] 3322,334.1
[SMPTE-428-2]
[SMPTE-428-3]
[SMPTE-429-2]

Test Equipment

klvwalk
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4.5.4. Timed Text Resource Encoding

Objective
» Verify that timed text descriptionsin XML conform to [SMPTE-428-7].
 Verify that font resources conform to [| SO-144496].

* Verify that sub-picture resources conform to [1SO-15948].

Procedures
1. Extract the Timed Text Resource and any Ancillary Resources from the Track File.

2. Verify that the Timed Text Resource is an XML document that can be validated using the schema from
[SMPTE-428-7]. If the XML validation produces errors, thisis cause to fail thistest.

$ schema-check testfile.xm S428-7-2007.xsd
$

3. Verify that any font resources are valid according to [ISO-144496]. If the font validation produces errors, thisis
causeto fail thistest.

$ ftlint 1 font _file.otf
font_file.otf: OK
$

4. Verify that any subpicture resources are valid according to [1SO-15948]. The subpicture must be of PNG format,
decode without errors, and the size (geometry) must be smaller than, or equal to, that of the main picture. If the png
file causes identify to report errors, or if the geometry of the PNG is greater than that of the main picture, thisis
causeto fail thistest.

$ identify -verbose subpicture_0001. png
| mage: subpi cture_0001. png
Format: PNG (Portabl e Network G aphics)
Geonetry: 120x420
Cl ass: DirectC ass
Col or space: RGB
Type: Gayscal eMatte
Depth: 8 bits

Supporting Materials

Reference Document |D Reference Document Section(s)
[DCI-DCSS] 34.22,4432,34.34
[1SO-144496]
[1SO-15948]
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Timed Text Resource Encoding

Reference Document 1D

Reference Document Section(s)

[SMPTE-428-7]

Test Equipment

schema-check
ftlint
identify
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Digital Cinema Package

4.6. Digital Cinema Package

4.6.1. DCP Integrity

Objective
* Verify that the Volume Asset Map is present, correctly formatted, and correctly located in the filesystem.

» Verify that for al the Packing Lists found in the Asset Map file, all of the assets referenced in each Packing List are
present and are valid (i.e., each Referenced Asset's file size and Message Digest are correct).

File Integrity will be guaranteed by applying the SHA-1 hashing algorithm [RFC-3174] to each asset included in the
DCP. The resulting message digest is Base64 encoded and included in the Packing List file.

» Verify that for al the Composition Playlists found in each Packing List, the Referenced Assets exist in the Packing
List file.

Procedures

1. Validate the Format of the Volume Asset Map file by executing the test procedure Section 4.1.1: Asset Map File.
2. Validate the Format of the Volume Index file by executing the test procedure Section 4.1.2: Volume Index File.
3. Validate the Format of each Packing List file by executing the test procedure Section 4.2.1: Packing List File.

4. Validate the Signature of each Packing List file by executing the test procedure Section 4.2.2: Packing List Signature
Validation.

5. For each Packing List file (e.g. PerfectMovie.pkl.xml) in the Asset Map:
a. Open the Packing List and for each Asset 1d contained within:

i. Locatethe Referenced Asset in thefilesystem and compareitsfile sizewith thevaluelistedinthe<Si ze>
element of the <Asset > element. Inconsistency is cause to fail this test.

ii. Calculate the Message Digest of the Referenced Asset and encode the result in Base64. Compare the result
with the value listed in the <Hash> element of the <Asset > element. Inconsistency is cause to fail this
test. The following is an example using the asdcp-test software utility:

$ asdcp-test -t PerfectMvie-j2c-pt. nxf
t OM r EHOVFF4M 11 POi YV]j rvb14= Perf ect Movi e-j 2c- pt . nxf

6. Validate the Format of each Composition Playlist file by executing the test procedure Section 4.3.1: Composition
Playlist File.

7. Validate the Signature of each Composition Playlist file by executing the test procedure Section 4.3.2: Composition
Playlist Signature VValidation.

8. For each Composition Playlist (e.g. PerfectMovie.cpl.xml) in the Asset Map:

a. Open the Composition Playlist and for each Asset 1d contained within:
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i. Locate the Asset |d in the Packing List file. Any missing Asset Ids are cause to fail this test.

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS]
[PKCS-1]
[RFC-3174]

[SMPTE-429-8]

5.2.2.6,53.1.9,55.23,5532,9.7.5

Test Equipment

asdcp-test
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Chapter 5. Common Security Features

This chapter contains test procedures of security features that apply to more than one type of device. Procedures are given for
Type 1 and Type 2 Secure Processing Block (SPB) physical security requirements, I ntra-theater communications, and security

log reporting.

5.1.S

PB Security Features

The test procedures in this section apply to any device or component that is classified asa Type 1 or Type 2 SPB.

5.1.1. SPB Digital Certificate

Obj

Thisfol

ective

lowing applies only if the Test Subject isan SPB

Verify that the Test Subject carries the correct number of leaf certificates conforming to [SMPTE-430-2].

Verify that the roles contained in the Common Name field of the Test Subject certificate(s) are consistent with the

combin

ations of Section 9.5.1.1 of [DCI-DCSS], and Section 9.5.1.2 of [DCI-DCSS], and accurately reflect the security

functions of the Test Subject.

Verify that the exterior surface of the device containing the Test Subject is labeled with information traceable to the
Common Name of the Test Subject.

Pro

cedures

If and only if the Test Subject isaMB using adual certificate implementation, as defined in Section 9.5.1.2 of [DCI-

DCSS]:

1. Obtain the Test Subject leaf certificates from the manufacturer:

a. Failure to present exactly two leaf certificatesis cause to fail thistest.
b. Having two leaf certificates with identical Subject DnQualifier valuesis cause to fail this test.

c. Verify that the Subject Common Name of exactly one of the certificates presented minimally includes the SM
rolelisted in Section 9.5.1.1 of [DCI-DCSS], and does not contain any of the role combination listed in Section
9.5.1.2 of [DCI-DCSS]. Failure to verify both these requirementsis cause to fail the test.

d. Verify that the Key Usage constraints field of the SMrole certificate identified in the previous step includes
"Key Encipherment. The "Digital Signature” flag shall not be set. Failure to verify both these requirementsis
causeto fail the test.

e. Verify that the Subject Common Name of the other certificate presented minimally includes the LS role listed
in Section 9.5.1.2 of [DCI-DCSS] and does not contain any role or role combination other than that listed in
Section 9.5.1.2 of [DCI-DCSS]. Failure of this verification is cause to fail the test.

f. Verify that the Key Usage constraints field of the LS role certificate identified in the previous step includes
"Digital Signature. The "Key Encipherment” flag shall not be set. Failure to verify both these requirementsis
causeto fail the test.
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SPB Digital Certificate

2. Using manufacturer-supplied documentation, compile the list of expected role identifiers corresponding to the
security functions of the Test Subject -- see [SMPTE-430-2], and Sections 9.5.1.1 and 9.5.1.2 of [DCI-DCSS] for
lists of roles.

a. Verify that any role identifiers, additionally included in the Subject Common Name of the certificate that
contains the SM role, correspond to listed security functions implemented by the Test Subject. Any role
designation that does not match a security function is cause to fail the test.

b. Verify that the LS role identifier, is not contained in the Subject Common Name of the certificate that contains
the SMrole. Failure to verify this requirement is cause to fail the test.

c. Verify that, if the Test Subject implements Link Encryption, the LE role identifier, is included in the Subject
Common Name of the certificate that contains the LS role and is not contained in the Subject Common Name
of the certificate that contains the SMrole. Failure to verify both these requirementsis cause to fail the test.

3. Verify that the Subject Common Namefield of both the certificates collected in step 1 contains the serial number of
the Test Subject. Additional identifying information may be present. Failure of thisverification for either certificate
is cause to fail the test.

4. Verify that information identifying the make and model of the Test Subject is carried in the Subject field of both
the certificates collected in step 1. Additional identifying information may be present. Failure of this verification for
either certificate is cause to fail the test.

5. Verify that either the make, model and serial number of the Test Subject, or information that is unambiguously
traceable by the manufacturer to the Subject field of both certificates collected in step 1, is clearly placed on the
exterior of the device containing the Test Subject. Failure of this verification is cause to fail the test.

For any other SPB:
1. Obtain the Test Subject leaf certificate from the manufacturer:
a. Failure to present exactly one leaf certificate is cause to fail thistest.

b. Verify that the Subject Common Name of the certificate presented minimally includes at least one the role
combinations listed in Section 9.5.1.1 of [DCI-DCSS] and does not contain any of the role combination listed
in Section 9.5.1.2 of [DCI-DCSS]. Failure to verify both these requirementsis cause to fail the test.

2. Using manufacturer-supplied documentation, compile the list of expected role identifiers corresponding to the
security functions of the Test Subject -- see [SMPTE-430-2], and Section 9.5.1.1 of [DCI-DCSS] for lists of roles.
Verify that any role identifiers, additionally included in the Subject Common Name of the certificate, correspond
to listed security functions implemented by the Test Subject. Any role designation that does not match a security
function is cause to fail the test.

3. Verify that the Subject Common Name field of the certificate collected in step 1 contains the serial number of the
Test Subject. Additional identifying information may be present. Failure of this verification is cause to fail the test.

4. Verify that information identifying the make and model of the Test Subject is carried in the Subject field of the
certificate collected in step 1. Additional identifying information may be present. Failure of thisverification is cause
to fail the test.

5. Verify that either the make, model and serial number of the Test Subject, or information that is unambiguously
traceable by the manufacturer to the Subject field of the certificate collected in step 1, isclearly placed on the exterior
of the device containing the Test Subject. Failure of this verification is cause to fail the test.
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SPB Digital Certificate

Supporting Materials

Reference Document 1D

Reference Document Section(s)

[DCI-DCSS]

[SMPTE-430-2]

95.1,9511,951.2
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Deleted Section

5.1.2. Deleted Section

The section "SPB Type 2 Security Perimeter" was deleted. The section number is maintained here to preserve the
numbering of subsequent sections.
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Deleted Section

5.1.3. Deleted Section

The section "SPB Type 2 Secure Silicon" was deleted. The section number is maintained here to preserve the numbering
of subsequent sections.
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Intra-Theater Communication

5.2. Intra-Theater Communication

The proceduresin this section apply to devices which can initiate or respond to TL S session requests using TCP port 1173.
5.2.1. TLS Session Initiation

Objective

» Verify that once started, the Security Manager (SM) establishesa TL S session with all SPB devicesit is configured to
recognize. Verify that each TLS session is persistent until commanded to terminate.

 Verify that once started, a Remote Type 1 SPB responds to the Security Manager's (SM’s) initiativesin establishing a
Transport Layer Security (TLS) session. Verify that each TLS session is persistent until commanded to terminate.

» Verify that mutual authentication takes place by exchange of device certificates or complete certificate chains. Verify
that the Test Subject successfully connects in both cases.

Procedures

Note

This test can involve the use of more than one asm-responder simulator program, each with its own device certificate,
This places specia emphasis on preparing and selecting the correct KDM for a stage of the test. The KDM's TDL needs
to be populated with the appropriate certificate thumbprints for the device or combination of devices intended.

If the Test Subject is a Security Manager device:
1. Configure the Test Subject to recognize as many remote SPBs as the system will allow. Record thisvalue.

2. For each remote SPB included in the Test Subject's configuration, set up and start a corresponding asm-responder
simulator, providing only asingle device certificate for authentication. Usethe - - r equest er-certi fi cat e-
fil e-dunp option to capture the certificate(s) supplied by the Test Subject during authentication.

$ Is -1 /hone/asnf pemdir

total 16

-rwr--r-- 1 root root 1606 2009-04-20 04: 20 certificate. pem
-rwr--r-- 1 root root 1675 2009- 04-20 04: 20 pri vat ekey. pem

$ asmresponder \
--pempath /home/asm pemdir/ \
--requester-certificate-file-dunp foo. pem

There shall be one responder for every remote SPB the Test Subject can be configured to use simultaneously.

3. From an unpowered state, power up the Test Subject. Verify that for each responder, the SM establishes a TLS
session after startup.

4. Record whether the connection succeeds. Failure to connect successfully is cause to fail thistest.

5. For each remote SPB included in the Test Subject's configuration, set up and start a corresponding asm-responder
simulator, providing thefull certificate chain for authentication. Usethe- - r equest er-certificate-fil e-
dunp option to capture the certificate(s) supplied by the Test Subject during authentication.
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$1s -1 /honme/asm pemdir

total 16

-rwr--r-- 1 root root 1606 2009-04-20 04:20 certificate. pem
-rwr--r-- 1 root root 6258 2009-04-20 04: 20 chai n. pem
-rwr--r-- 1 root root 1675 2009-04-20 04: 20 privat ekey. pem

$ asm responder \
--pempath /honme/asm pemdir/ \
--requester-certificate-file-dunp foo.pem

There shall be one responder for every remote SPB the Test Subject can be configured to use simultaneously.

6. From an unpowered state, power up the Test Subject. Verify that for each responder, the SM establishes a TLS
session after startup. Record the time reported as each session is established.

7. Record whether the connection succeeds. Failure to connect successfully is cause to fail thistest.

8. Verify that leaf certificates are exchanged by both sides during TLS initialization and that the certificates are valid
per [SMPTE-430-2]. Signing certificates may al so be present. If acomplete certificate chainisnot issued by the Test
Subject, obtain the remainder of the chain from the manufacturer. Verify that the Test Subject's chain is complete
and valid.

a If the Test Subject is a MB using dual certificate implementation, verify that the leaf certificate of the Test
Subject is a Log Signer Certificate (LS Cert), as defined in Section 9.5.1 of [DCI-DCSS]. Failure of this
verification is cause to fail the test.

9. Set up and play a show using the composition DCI 2K SEM Test Sequence (Encrypted) and KDM KDM for 2K
SEM Sequence (Encrypted).

10. Verify that for each responder, the TLS session remains connected for the duration of the presentation. Failure to
meet this requirement is cause to fail this test.

11. Leavethe Test Subject and responder powered up until at least 24 hours have elapsed from the time recorded in Step
6, or until the TLS session is noticed to have ended, whichever happens first.

12. Examine the output from each responder for the first occurrence of the TLS session disconnecting. Record the
time reported and calculate the duration of the TLS session by subtracting the value recorded in Step 6. A duration
exceeding 24 hours without the TLS session closing is cause to fail this test.

13. Verify that each responder reports re-establishment of a new TLS session after a previous session is terminated.
Failure to meet this requirement is cause to fail thistest.

14. For each successfully connected responder, disconnect the responder from the test network long enough to cause the
SM to close the connection (use manufacturer-supplied documentation to determine the appropriate delay).

15. Reconnect the disconnected responder. Verify that the SM re-establishes a TL S session within the time specified by
the manufacturer. Failure to re-establish a TLS session is cause to fail this test.

If the Test Subject is a Remote Type 1 SPB:
1. Configure the Test Subject to accept connections from an asm-requester simulator.

2.Command the asm-requester to connect to the Test Subject, providing only a single device certificate for
authentication. Usethe- - r esponder - certifi cate-fil e- dunp optionto capturethe certificate(s) supplied
by the Test Subject during authentication.
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$1s -1 /honme/asm pemdir

total 16

-rwr--r-- 1 root root 1606 2009-04-20 04:20 certificate. pem
-rwr--r-- 1 root root 1675 2009-04-20 04: 20 privat ekey. pem

$ asmrequester --responder-address 192.168.1.100 \
--pempath /honme/asm pemdir/ \
--responder-certificate-file-dunp foo.pem

3. Record whether the connection succeeds. Failure to connect successfully is cause to fail this test.

4. Command the asm-requester to connect to the Test Subject, providing the full certificate chain for authentication.
Usethe--responder-certificate-fil e-dunp option to capture the certificate(s) supplied by the Test
Subject during authentication.

$ Is -1 /hone/asn pem dir

total 16

-rwr--r-- 1 root root 1606 2009-04-20 04: 20 certificate. pem
-rwr--r-- 1 root root 6258 2009- 04- 20 04: 20 chai n. pem
-rwr--r-- 1 root root 1675 2009- 04- 20 04: 20 privat ekey. pem

$ asmrequester --responder-address 192.168.1.100 \
--pempath /home/asm pemdir/ \
--responder-certificate-file-dunp foo. pem

5. Record whether the connection succeeds. Failure to connect successfully is cause to fail this test.

6. Verify that leaf certificates are exchanged by both sides during TLS initialization and that the certificates are valid
per [SMPTE-430-2]. Signing certificates may also be present. If acomplete certificate chainisnot issued by the Test
Subject, obtain the remainder of the chain from the manufacturer. Verify that the Test Subject's chain is complete
and valid.

a. If the Test Subject isan LDB and is not permanently married to the Projector SPB, verify that the Test Subject's
chain is that of the LDB and not that of the married Projector SPB (see Section 9.4.3.6.5 in [DCI-DCSS]).
Failure of thisverification is cause to fail the test.

Supporting Materials

Reference Document | D Reference Document Section(s)

[DCI-DCSS] 9.435,94.3.6.2,94523,9436.5,951,
9.453.2

[SMPTE-430-6]

Test Equipment

asm-requester
asm-responder

Test Material
DCI 2K StEM Test Sequence (Encrypted)
KDM for 2K StEM Seguence (Encrypted)
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5.2.2. Auditorium Security Messages

Auditorium Security Messages (ASM) are used to communicate runtime security information between a Security Manager
(SM) and aremote Link Decryptor Block (LDB). The following test procedures apply to any device which can initiate
(TLSclient) or terminate (TLS server) a TL S session.

To test a device which implements ASM, it will be necessary to use an ASM simulator program or any suitably
instrumented peer device. To simplify the descriptionsin the procedures below, the language assumes the use of an ASM
simulator. A detailed description of areference ASM simulator is given in Appendix D: ASM Smulator.

5.2.2.1. Auditorium Security Message Support

Objective

Verify that Auditorium Security Messages (ASM) are implemented on TCP port number 1173 per [SMPTE-430-6].
Verify that the ASM QuerySPB message is implemented.

Procedures
If the Test Subject is a Security Manager device:

1. Set up and start an asm-responder simulator.

$ asmresponder (... standard options ...)

2. Turn on the Test Subject. Verify that the Test Subject establishes a TL S session with the responder after startup.
3. Verify that the Test Subject issuesa TCP open request on TCP port 1173.

4. Verify that a leaf certificate for the Test Subject is received by the asm-responder simulator during TLS
initialization and that the certificate is valid per [SMPTE-430-2]. Signing certificates may also be present.
If a complete certificate chain is not issued by the Test Subject, obtain the remainder of the chain from the
manufacturer. Verify that the Test Subject's chain is complete and valid.

5. Verify that a Quer ySPB message is sent by the Test Subject no later than 30 seconds after TLS startup (as
reported by the responder).

6. Failure to verify all conditions above is cause to fail this test.

7. Re-start the responder using the --damage-quer yspb option (causes the program to issue malformed Quer y SPB
responses).

8. Re-start the Test Subject. Verify that the Test Subject establishes a TL S session with the responder after startup.
The Test Subject may report ASM errors and may ultimately fail in establishing the session. Failure of the Test
Subject to attempt to establish a TLS session is cause to fail thistest.

9. Extract a security log from the Test Subject and using a Text Editor, identify the ASM Li nkExcept i on events
associated with the above steps and:

a. Confirm that al required elements have correctly formatted parameters as defined in [SMPTE-430-5].
Missing required elements or incorrect parameters shall be cause to fail thistest.

b. Confirm the presence of a ASMvessageEr r or exception in the Li nkExcept i on log record. Record
any additional parameters associated with the exception. A missing ASMVessageEr r or exceptionin any
of the associated Li nkExcept i on log records shall be cause to fail this test.
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If the Test Subject is aremote SPB device:

1. Turn on the Test Subject. Allow the device to come to an idle state. Confirm that there are no conditions present
that would cause the device to respond to a Quer y SPB request with an error or security aert.

2. Set up and start an asm-requester simulator. Verify that the requester establishes a TLS session with the Test
Subject after startup.

$ asmrequester (... standard options ...)

3. Verify that the Test Subject accepts the respective TCP open request on TCP port 1173.

4. Verify that a leaf certificate for the Test Subject is received by the asm-requester simulator during TLS
initialization and that the certificate is valid per [SMPTE-430-2]. Signing certificates may also be present.
If a complete certificate chain is not issued by the Test Subject, obtain the remainder of the chain from the
manufacturer. Verify that the Test Subject's chain is complete and valid.

5. Cause the requester to issue the QuerySPB message.

6. Verify that the Test Subject responds within the 2 second maximum delay period recommended by
[SMPTE-430-6] with a successful General Response element and a Response Status other than Security Alert.

7. Failure to verify all conditions above is cause to fail this test.

8. Re-start the requester using the --damage-quer yspb option (causes the program to issue malformed Quer y SPB
requests). Allow the program to run for ten (10) seconds then stop it (using [Ctrl-C]).

9. Extract a security log from the Test Subject and using a Text Editor, identify the ASM Li nkExcept i on events
associated with the above steps and:

a. Confirm that al required elements have correctly formatted parameters as defined in [SMPTE-430-5].
Missing required elements or incorrect parameters shall be cause to fail this test.

b. Confirm the presence of a ASMVessageEr r or exception in the Li nkExcept i on log record. Record
any additional parameters associated with the exception. A missing ASMvessageEr r or exception in any
of the associated Li nkExcept i on log records shall be cause to fail this test.

Supporting Materials

Reference Document 1D Reference Document Section(s)
[DCI-DCSS] 9.4.35,9.45.23,9453
[SMPTE-430-2]
[SMPTE-430-6]

Test Equipment

asm-requester
asm-responder
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5.2.2.2. ASM Failure Behavior

Objective
» Verify that an ASM requester continues to operate normally when it receives a ResponderBusy response.

* Verify that an ASM responder provides a response within the recommended delay interval specified in
[SMPTE-430-6].

» Verify that an ASM responder provides appropriate security alert response codes for significant security events.

Procedures
If the Test Subject isan ASM requester:

1. Set up and configure an asm-responder simulator. Command the responder to return all ASM requests (except
Quer ySPB) with Responder Busy.

$ asmresponder (... standard options ...) \
--respond-with "Busy"

2. Initiate an ASM session between the Test Subject and the responder.

3. Set up and play ashow using the DCP and KDM contained in DCI 2K SEM Test Sequence (Encrypted) and KDM
for 2K SEM Sequence (Encrypted) (valid DCP). Start of playout of the show shall be cause to fail thistest (the
SM has not yet collected logs and loaded link keys).

4. Command the responder to respond normally to all ASM requests. Verify that the Test Subject can begin playout
of the show without requiring a system restart. Failure to play the show is cause to fail this test.

If the Test Subject isan ASM responder:
1. Initiate an ASM session between an asm-requester and the Test Subject.

2. Command the requester to issue an arbitrary sequence of requests (e.g. LEKeylL oad, LEKeyQuery, ...) and to
monitor Quer y SPB status.

$ asmrequester (... standard options ...) \
- -messaget ype <message-type>

Verify that for each command, the Test Subject responds within the two (2) second maximum delay period
recommended by [SMPTE-430-6]. A response delay greater than two seconds shall be cause to fail thistest.

3. For Test Subjects which have field-operable perimeter access, open an access panel and verify that the Subject
then responds to all Quer ySPB requests withthe Security Al ert statusvalue and thesuccess General
Response value. Failureto report Security Al ert statusiscauseto fail thistest.

4. For Test Subjects which can participate in marriage to a companion device and be accessed via ASM in the
divorced state, place the deviceinthe"divorced" state and verify that the Subject then respondsto all Quer y SPB
requestswiththe Security Al ert statusvalueandthesuccess Genera Response value. Failure to report
Security Al ert statusiscauseto fail thistest.
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Supporting Materials

Reference Document 1D

Refer ence Document Section(s)

[DCI-DCSS]
[SMPTE-430-6]

9.453.2

Test Equipment

asm-requester
asm-responder

Test Material

DCI 2K StEM Test Sequence (Encrypted)
KDM for 2K StEM Seguence (Encrypted)
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5.2.2.3. ASM "RRP Invalid"

Objective

Verify that an ASM "RRP Invalid" response is supported.

Procedures

If the Test Subject isan ASM requester:
1. Configure the Test Subject (a MB) to use the asm-responder simulator program instead of a normal projector.
2. Initiate an ASM session between the Test Subject and the responder, configured to respond normally to all

commands.

$ asmresponder (... standard options ...)

3. Set up and begin playing a show using the composition DCI 2K SEM (Encrypted), keyed with KDM for 2K
SEM (Encrypted).

4. Before the show finishes playing, command the responder to return all ASM requests with a General Response
Element RRP | nval i d (consult the documentation for the asm-responder software for detailed information).

5. The Test Subject is required to terminate and prevent further playback not more than 32 seconds after Step 4 is
executed. Failure to verify this requirement is cause to fail the test. Note: 32 seconds is the aggregate of the 30
second maximum time allowed between successive Quer y SPB requests and the 2 second maximum time for
response to an ASM command.

Supporting Materials

Reference Document |D Reference Document Section(s)
[DCI-DCSS] 9.4.5, 9.4.3.5(9a), 9.4.3.5(15)
[SMPTE-430-6]

Test Equipment

asm-responder

Test Material

DCI 2K StEM (Encrypted)
KDM for 2K StEM (Encrypted)
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5.2.2.4. ASM "GetTime"

Objective

Verify that the Test Subject implements the Get Ti me command per [SM PTE-430-6].

Procedures
If the Test Subject isan ASM requester:

1. Initiate an ASM session between the Test Subject and an asm-responder simulator.

$ asmresponder (... standard options ...)

2. Causethe Test Subject to issuea Get Ti e request. This can occur during normal operation of the Test Subject
or may require the operator to perform a specific set of instructions. Consult with the system manufacturer to
determine requirements. Observe that the request is accepted by the responder without error.

3. Failure of the device to implement the Get Ti me command is cause to fail the test.
If the Test Subject isan ASM responder:

1. Initiate an ASM session between an asm-requester simulator and the Test Subject.

$ asmrequester (... standard options ...)

2. Command the requester to issue a Get Ti ne request. Verify that the Test Subject responds within the 2 second
maximum delay period recommended by [ SMPTE-430-6].

3. Failure to verify the conditions above is cause to fail the test.

4. Record the difference measured between the time value returned and real time as reported by the reference clock.

Supporting Materials

Reference Document 1D Refer ence Document Section(s)

[DCI-DCSS] 9.45
[SMPTE-430-6]

Test Equipment

asm-responder
asm-requester
Accurate Real-Time Clock
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5.2.2.5. ASM "GetEventList"

Objective

Verify that the Test Subject implementsthe Get Event Li st command per [SMPTE-430-6].

Procedures
If the Test Subject isan ASM requester:

1. Initiate an ASM session between the Test Subject and an asm-responder simulator.

$ asmresponder (... standard options ...)

2. Cause the Test Subject to issue a Get Event Li st request. This can occur during normal operation of the Test
Subject or may require the operator to perform a specific set of instructions. Consult with the system manufacturer
to determine requirements. Observe that the request is accepted by the responder without error.

3. Failure of the device to implement the Get Event Li st command is cause to fail the test.
If the Test Subject isan ASM responder:

1. Initiate an ASM session between an asm-requester simulator and the Test Subject, and command the asm-
requester ssimulator to issue aGet Event Li st request.

$ asmrequester (... standard options ...)

2. Veify that the Test Subject responds within the 2 second maximum delay period recommended by
[SMPTE-430-6].

3. Failure to verify the conditions above is cause to fail the test.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS] 9.45
[SMPTE-430-6]

Test Equipment

asm-requester

asm-responder
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5.2.2.6. ASM "GetEventID"

Objective

Verify that the Test Subject implements the Get Event | D command per [SM PTE-430-6].

Procedures

Each Get Event | Dprocedurecall returnsan XML document with atop-level element LogRecor d. See Example5.2
for more information about this data type.

If the Test Subject isan ASM requester:

1. Initiate an ASM session between the Test Subject and an asm-responder simulator.

$ asmresponder (... standard options ...)

2. Cause the Test Subject to issue a Get Event | D request. This can occur during normal operation of the Test
Subject or may require the operator to perform aspecific set of instructions. Consult with the system manufacturer
to determine requirements. Observe that the request is accepted by the responder without error.

3. Failure of the device to issue the Get Event | D command is cause to fail the test.
If the Test Subject isan ASM responder:

1. Initiate an ASM session between an asm-requester simulator and the Test Subject.

$ asmrequester (... standard options ...)

2. Command the requester to issue a Get Event | D request. Verify that the Test Subject responds within the 2
second maximum delay period recommended by [SMPTE-430-6].

3. Failure to verify the conditions above is cause to fail the test.

Supporting Materials

Reference Document 1D Refer ence Document Section(s)
[DCI-DCSS] 945
[SMPTE-430-4]
[SMPTE-430-6]

Test Equipment

asm-responder
asm-requester
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5.2.2.7. ASM "LEKeyLoad"

Objective

Verify that the Test Subject implements the LEKeyLoad command per [SMPTE-430-6].

Procedures
If the Test Subject isan ASM requester:

1. Initiate an ASM session between the Test Subject and the asm-responder simulator program.

$ asmresponder (... standard options ...)

2. Causethe Test Subject toissuealLEKey Load request. Thiscan occur during normal operation of the Test Subject
or may require the operator to perform a specific set of instructions. Consult with the system manufacturer to
determine requirements. Observe that the request is accepted by the asm-responder simulator program without
error.

3. Examine the output of the asm-responder simulator program and verify the Expire Time for each key loaded is
21600 seconds (6 hours). Any delivered LE Key with an Expire Time other than 21600 shall be cause to fail
thistest.

4. Failure of the deviceto issue the LEKeyLoad command is cause to fail this test.
If the Test Subject isan ASM responder:

1. Initiate an ASM session between the asmrequester simulator program and the Test Subject, specifying the
LEKeyLoad command.

$ asmrequester (... standard options ...) \
- -messaget ype LEKeylLoad

2. Veify that the Test Subject responds within the 2 second maximum delay period recommended by
[SMPTE-430-6].

3. Command the simulator to flood the Test Subject with LEKeyLoad messages. Verify that the Subject responds
to overflow with an appropriate error.

4. Failure to verify the conditions above is cause to fail the test.

Supporting Materials

Reference Document |D Reference Document Section(s)
[DCI-DCSS] 9.45
[SMPTE-430-6]

Test Equipment

asm-responder
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Test Equipment

asm-requester
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5.2.2.8. ASM "LEKeyQueryID"

Objective

Verify that the Test Subject implements the LEK eyQuerylD command per [SMPTE-430-6].

Procedures
If the Test Subject isan ASM requester:

1. Initiate an ASM session between the Test Subject and an asm-responder simulator.

$ asmresponder (... standard options ...)

2. Cause the Test Subject to issue aLEKeyQuer y1 D request. This can occur during normal operation of the Test
Subject or may require the operator to perform a specific set of instructions. Consult with the system manufacturer
to determine requirements. Observe that the request is accepted by the responder without error.

3. Failure of the device to implement the LEKey Quer yI D command is cause to fail the test.
If the Test Subject isan ASM responder:

1. Initiate an ASM session between an asm-requester and the Test Subject.

$ asmrequester (... standard options ...)

2. Command the simulator to issue an LEKeyLoad request for a new random key. Verify that the Test Subject
responds with success within the 2 second maximum delay period recommended by [ SMPTE-430-6].

3. Command the simulator to issue an LEKeyQuer y| D request for the key loaded in Step 2. Verify that the Test
Subject responds with success within the 2 second maximum delay period recommended by [SMPTE-430-6].

4. Command the simulator to issue an LEKeyQuer yI D request for a known bogus key I1D. Verify that the Test
Subject responds with failure within the 2 second maximum delay period recommended by [SMPTE-430-6].

5. Failure to verify the conditions above is cause to fail the test.

Supporting Materials

Reference Document | D Reference Document Section(s)

[DCI-DCSS] 9.45
[SMPTE-430-6]

Test Equipment

asm-responder
asm-requester
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5.2.2.9. ASM "LEKeyQueryAll"

Objective

Verify that the Test Subject implements the LEKeyQuer yAl | command per [SMPTE-430-6].

Procedures
If the Test Subject isan ASM requester:

1. Initiate an ASM session between the Test Subject and a asm-responder simulator.

$ asmresponder (... standard options ...)

2. Causethe Test Subject toissuea LEKeyQuer yAl | request. This can occur during normal operation of the Test
Subject or may require the operator to perform a specific set of instructions. Consult with the system manufacturer
to determine requirements. Observe that the request is accepted by the responder without error.

3. Failure of the device to implement the LEKeyQuer yAl | command is cause to fail the test.
If the Test Subject isan ASM responder:

1. Initiate an ASM session between an asm-requester simulator and the Test Subject.

$ asmrequester (... standard options ...)

2. Command the requester to issue a LEKeyQuer yAl | request. Verify that the Test Subject responds within the
2 second maximum delay period recommended by [ SMPTE-430-6].

3. Failure to verify the conditions above is cause to fail the test.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS] 9.45
[SMPTE-430-6]

Test Equipment

asm-requester

asm-responder

154



ASM "LEKeyPurgel D"

5.2.2.10. ASM "LEKeyPurgelD"

Objective

Verify that the Test Subject implements the LEKeyPur gel D command per [SMPTE-430-6].

Procedures
If the Test Subject isan ASM requester:

1. Initiate an ASM session between the Test Subject and an asm-responder simulator.

$ asmresponder (... standard options ...)

2. Cause the Test Subject to issue aLEKeyPur gel D request. This can occur during normal operation of the Test
Subject or may require the operator to perform a specific set of instructions. Consult with the system manufacturer
to determine requirements. Observe that the request is accepted by the responder without error.

3. Failure of the device to implement the LEKey Pur gel D command is cause to fail the test.
If the Test Subject isan ASM responder:

1. Initiate an ASM session between an asm-requester simulator and the Test Subject.

$ asmrequester (... standard options ...)

2. Command the requester to issue a LEKeyPur gel D request. Verify that the Test Subject responds within the 2
second maximum delay period recommended by [ SMPTE-430-6].

3. Failure to verify the conditions above is cause to fail the test.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS] 9.45
[SMPTE-430-6]

Test Equipment

asm-responder

asm-requester
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5.2.2.11. ASM "LEKeyPurgeAll"

Objective

Verify that the Test Subject implements the LEKeyPur geAl | command per [SMPTE-430-6].

Procedures
If the Test Subject isan ASM requester:

1. Initiate an ASM session between the Test Subject and an asm-responder simulator.

$ asmresponder (... standard options ...)

2. Causethe Test Subject toissuea LEKeyPur geAl | request. This can occur during normal operation of the Test
Subject or may require the operator to perform a specific set of instructions. Consult with the system manufacturer
to determine requirements. Observe that the request is accepted by the responder without error.

3. Failure of the device to implement the LEKeyPur geAl | command is cause to fail the test.
If the Test Subject isan ASM responder:

1. Initiate an ASM session between an asm-requester simulator and the Test Subject.

$ asmrequester (... standard options ...)

2. Command the requester to issue a LEKeyPur geAl | request. Verify that the Test Subject responds within the
2 second maximum delay period recommended by [ SMPTE-430-6].

3. Failure to verify the conditions above is cause to fail the test.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS] 9.45
[SMPTE-430-6]

Test Equipment

asm-requester

asm-responder
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5.2.2.12. ASM "GetProjCert"

Objective

Only appliesto a MB that uses Link Encryption (ASM requester) or an LDB (ASM responder).
Verify that the Test Subject implements the Get Pr oj Cer t command per [SMPTE-430-6].

Procedures
If the Test Subject isaMB that uses Link Encryption:

1. Initiate an ASM session between the Test Subject and an asm-responder simulator.

$ asmresponder (... standard options ...)

2. Cause the Test Subject to issue a Get Pr oj Cert request. This can occur during normal operation of the Test
Subject or may require the operator to perform a specific set of instructions. Consult with the system manufacturer
to determine requirements. Observe that the request is accepted by the responder without error.

3. Failure of the device to implement the Get Pr oj Cert command is causeto fail the test.
If the Test Subject isan LDB:

1. Initiate an ASM session between an asm-requester simulator and the Test Subject.

$ asmrequester (... standard options ...)

2. Command the requester to issue a Get Pr oj Cert request. Verify that the Test Subject responds within the 2
second maximum delay period recommended by [ SMPTE-430-6].

3. Failure to verify the conditions above is cause to fail the test.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS] 9.4.35,9.4.3.6.5,94524
[SMPTE-430-6]
Test Equipment
asm-responder
asm-requester
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5.2.3. TLS Exception Logging

Objective

Verify that a Cer t For mat Er r or exception is recorded in the Li nkQpened security log record in the case that the
signing certificate of the device certificate at the other end of the TLSlink is of an incorrect format.

Verify that aTLSEr r or exception isrecorded inthe Li nkQpened security log record in the case that the link failsto
open due to an error in the underlying TL S connection.

Verify that a TLSEr r or exception is recorded in the Li nkCl osed security log record in the case that an error is
detected in the underlying TL S connection.

Procedures

Note

This test can involve the use of more than one asm-responder simulator program, each with its own device certificate,
This places special emphasis on preparing and selecting the correct KDM for a stage of the test. The KDM's TDL need
to be populated with the appropriate certificate thumbprints for the device or combination of devices intended.

If the Test Subject is a Security Manager device:
1. Configure the Test Subject to recognize as many remote SPBs as the system will allow. Record this value.
2. Perform the following procedures:

a. For each remote SPB included in the Test Subject's configuration, set up and start a corresponding asm-
responder simulator using device certificates that do not conform to [SMPTE-430-2] (e.g. device certificates
with SHA1 signatures). There shall be one responder for every remote SPB the Test Subject can be configured
to use simultaneoudly.

b. From an unpowered state, power up the Test Subject. Verify that for each responder, the SM does not establish
aTLS session after startup. If the SM connects to any responder thisis cause to fail thistest.

c. Extract asecurity log from the Test Subject and using a Text Editor, identify theLi nkOQpened event associated
with the above steps and:

i. Confirm that all required elements have correctly formatted parameters as defined in [SMPTE-430-5].
Missing required elements or incorrect parameters shall be cause to fail this test.

ii. Confirm the presence of aCer t For mat Er r or exceptionintheLi nkOpened log records. Record any
additional parameters associated with the exception. A missing Cer t For mat Er r or exception in any of
the associated Li nkQpened log records shall be cause to fail thistest.

3. Perform the following procedures:

a. For each remote SPB included in the Test Subject's configuration, set up and start a corresponding asm-
responder simulator set to offer an incorrect cyphersuite type to the Test Subject during negotiation. There shall
be one responder for every remote SPB the Test Subject can be configured to use simultaneously.

b. From an unpowered state, power up the Test Subject. Verify that for each responder, the SM does not establish
aTLS session after startup. If the SM connects to any responder thisis cause to fail thistest.
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c. Extract asecurity log from the Test Subject and using a Text Editor, identify theLi nkQpened event associated
with the above steps and:

i. Confirm that all required elements have correctly formatted parameters as defined in [SMPTE-430-5].
Missing required elements or incorrect parameters shall be cause to fail this test.

ii. Confirm the presence of aTLSEr r or exceptionintheLi nkQpened log records. Record any additional
parameters associated with the exception. A missing TLSEr r or exception in any of the associated
Li nkOpened log records shall be cause to fail thistest.

4. Perform the following procedures:

a. For each remote SPB included in the Test Subject's configuration, set up and start a corresponding asm-
responder simulator. There shall be one responder for every remote SPB the Test Subject can be configured
to use simultaneously.

b. From an unpowered state, power up the Test Subject. Verify that for each responder, the SM establishesaTLS
session after startup.

¢. Command each asm-responder to inject random datainto the raw TL S stream (consult the documentation for
the asm-responder software for detailed information).

d. Verify that the Test Subject disconnectsfrom each asm-responder after theinjection of therandom data. Failure
to close the TL S connection shall be cause to fail this test.

e. Extract asecurity log from the Test Subject and using a Text Editor, identify theLi nkCl osed event associated
with the above steps and:

i. Confirm that all required elements have correctly formatted parameters as defined in [SMPTE-430-5].
Missing required elements or incorrect parameters shall be cause to fail this test.

ii. Confirm the presence of aTLSEr r or exceptionintheLi nkCl osed log records. Record any additional
parameters associated with the exception. A missing TLSEr r or exception in any of the associated
Li nkCl osed log records shall be cause to fail this test.

If the Test Subject is a Remote Type 1 SPB:
1. Perform the following procedures:
a. Configure the Test Subject to accept connections from an asm-requester simulator.

b. Command the asm-requester to connect to the Test Subject, using a device certificate that does not conform to
[SMPTE-430-2] (e.g. device certificate with SHA1 signature).

c. Verify that the asm-requester does not successfully connect to the Test Subject. If the connection opens this
iscauseto fail thistest.

d. Extract asecurity log from the Test Subject and using a Text Editor, identify theLi nkOpened event associated
with the above steps and:

i. Confirm that all required elements have correctly formatted parameters as defined in [SMPTE-430-5].
Missing required elements or incorrect parameters shall be cause to fail this test.

ii. Confirm the presence of aCer t For mat Er r or exception inthe Li nkOpened log record. Record any
additional parameters associated with the exception. A missing Cer t For mat Er r or exception in the
associated Li nkQpened log record shall be cause to fail thistest.
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2. Perform the following procedures:

a. Command the asm-requester, set to offer an incorrect cyphersuite type during negotiation to connect to the
Test Subject.

b. Verify that the asm-requester does not successfully connect to the Test Subject. If the connection opens this
is causeto fail thistest.

c. Extract asecurity log from the Test Subject and using a Text Editor, identify theLi nkQpened event associated
with the above steps and:

i. Confirm that all required elements have correctly formatted parameters as defined in [SMPTE-430-5].
Missing required elements or incorrect parameters shall be cause to fail this test.

ii. Confirm the presence of a TLSError exception in the Li nkOpened log record. Record any
additional parameters associated with the exception. A missing TLSEr r or exception in the associated
Li nkOpened log record shall be cause to fail thistest.

3. Perform the following procedures:

a. Command the asm-requester to connect to the Test Subject. If the Test Subject does not successfully open the
connection thisis cause to fail thistest

b. Command each asm-requester to inject random data into the raw TL S stream (consult the documentation for
the asm-requester software for detailed information).

c. Verify that the Test Subject disconnects from each asm-requester after theinjection of the random data. Failure
to close the TL S connection shall be cause to fail thistest.

d. Extract asecurity log from the Test Subject and using a Text Editor, identify theLi nkC osed event associated
with the above steps and:

i. Confirm that all required elements have correctly formatted parameters as defined in [SMPTE-430-5].
Missing required elements or incorrect parameters shall be cause to fail this test.

ii. Confirm the presence of aTLSEr r or exceptionintheLi nkC osed log records. Record any additional
parameters associated with the exception. A missing TLSEr r or exception in any of the associated
Li nkCl osed log records shall be cause to fail thistest.

Supporting Materials

Reference Document | D Reference Document Section(s)
[DCI-DCSS] 9.4.35,9.4.3.6.2,9.45.2.3
[SMPTE-430-2]
[SMPTE-430-5]
[SMPTE-430-6]

Test Equipment

asm-requester
asm-responder
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5.3. Event Logs

Secure Processing Block (SPB) modules are required to provide event log reports on demand. The log reports are XML
documents (see Section 3.1) having a structure defined by [ SMPTE-430-4]. This section will describe the report format and
present procedures for testing general operational requirements for event logging.

Note

The method of generating a log report will vary between implementations. Consult the manufacturer's documentation for
log report generation instructions.

5.3.1. Log Report Format

Standard d-cinema log reports are encoded as XML documents per [SMPTE-430-4]. The reports consist of a preamble,
which identifies the device that created the report, and a sequence of log records. In log reports which contain security
events (Security Event Logs), some of the log records may contain XML Signature elements. The report format includes
many unique security features; the reader should study [SMPTE-430-4] in detail to understand how log authentication

works.

The following subsections detail the major features of alog report.

5.3.1.1. Log Report

A collection of one or more log records is presented as an XML document having asingle LogReport element as
the top-level element. The log report begins with r epor t Dat e and r epor ti ngDevi ce elements. The contents
of the elements identify the time the log was created and the device that created the log.

Example 5.1. Log Report Example

<?xm version="1.0" encodi ng="UTF-8"?>
<LogReport
xm ns="http://ww. snpt e-ra. or g/ schemas/ 430- 4/ 2008/ LogRecor d/ "
xm ns: dem ="http: // ww. snpt e-ra. or g/ schemas/ 433/ 2008/ dcm Types/ " >
<r eport Dat €>2007- 05- 04T09: 30: 47- 08: 00</ r eport Dat e>

<reportingDevi ce>

<dcni

:Devicel dentifier idtype="CertThunbprint">YnVsc3dpY2t AZW50ZXJO0ZWNoLnm\vbQ==

</ dcm : Devi cel denti fier>

<dcni

: Devi ceTypel D
scope="http://ww. snpt e-ra. or g/ schemas/ 433/ 2008/ dcr Types#Devi ceTypeTokens"

>SMWk/ dcml : Devi ceTypel D>
<dcml : Addi ti onal | D>vnqgt eTcB2G i \ +1H 23sxxgOgvwE=</dcnl : Addi ti onal | D>

<dcm :
<dcm :
<dcm :
<dcm :
<dcm :
<dcm :

<dcni

Devi ceSeri al >000000042</ dcml : Devi ceSeri al > @

Manuf act ur er Cert | D>r | pve6MSncWOuNI pFc TSI hk6w2A=</ dcm : Manuf act ur er Cert | D>
Devi ceCert | D>9czqa+0or | ADHDI YxAkn/ | cnZ30=</ dcml : Devi ceCert | D>

Manuf act ur er Nane>Acne Digital G nena |nc.</dcnm : Manuf act ur er Nane>

Devi ceNane>Mbj o Medi a Bl ock</dcnl : Devi ceNane>

Model Nunber >MB- 3000</ dcmi : Mbdel Nunber >

: Ver si onl nf 0>

<dcni : Name>Boot | oader </ dcnl : Nane>
<dcni : Val ue>1. 0. 0. 0</ dcni : Val ue>
<dcm : Nane>Security Mdul e</dcnl : Name>
<dcni : Val ue>3. 4. 2. 1</ dcni : Val ue>
</ dcml : Ver si onl nf 0>
</reportingDevi ce>
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Log Report Description

TheLogReport element isthe root element of alog report document.

The LogRecor d and DCVL namespaces are used.

This value gives the date on which this report document was generated.

This structure identifies the device that generated this report.

For log reports generated by an SM that implements dual certificates (see Section 9.5.1.2 at [DCI-DCSS]), the
AdditionalID element is present and contains a thumbprint of the SM Log Signer digital certificate.

B Theseria number of reporting device.

The certificate thumbprint (per [SMPTE-430-2]) of the reporting device.

5.3.1.2. Log Record

Each event contained in the log report is encoded as a LogRecor dEI enent element. This element type has three
major sub-elements: LogRecor dHeader , LogRecor dBody, and LogRecor dSi gnat ur e. The first two are
shown in the example below, the last is the subject of the next section.

Note

The log record element defined in [SMPTE-430-4] is known by two names. The correct name to use depends
on context. Testing a candidate document against the LogRecor d schema will verify correct use. When a log
record (defined as the complex type | ogRecor dType in the LogRecor d schema) appears as a sub-element of g
LogReport element, the record element name is LogRecor dEl emrent . When a log record appears as the root
element of an XML document, the record element nameisLogRecor d.

LogRecor d elements are used directly (without a containing LogReport parent element) as the return value from
an ASM Get Event | D procedure (see Section 5.2.2.6.) Because ASM procedures are executed exclusively viaTLS
with atrusted peer, the LogRecor dSi gnat ur e element is not required for that particular use.

Example 5.2. Log Report Record Example

<LogRecor dEl enment
xm ns="http://ww. snpt e-ra. or g/ schenas/ 430- 4/ 2008/ LogRecor d/ "
xm ns: dem ="http://ww. snpt e-r a. or g/ schenas/ 433/ 2008/ dcml Types/ " >
<LogRecor dHeader >
<Event | D>ur n: uui d: 8a221df c-f 5¢6- 426d- a2b8- 9f 6f f 1cc6e31</ Event | D>
<Ti meSt anp>2005- 12- 17T10: 45: 00- 05: 00</ Ti meSt anp>
<Event Sequence>1000003</ Event Sequence> H&
<Devi ceSour cel D>
<dcm : Primaryl D i dt ype="Cert Thunbpri nt " >kkqi VpDUAggQOHyHz0x9cDcsseU=</dcm : Pri maryl D>
</ Devi ceSour cel D>
<Event Cl ass>htt p: // ww. snpt e-ra. or g/ 430. 5/ 2007/ Securi tyLog/ </ Event Cl ass>
<Event Type
scope="http://ww. snpt e-ra. org/ 430. 5/ 2007/ Securi t yLog/ #Event Types" >Key</ Event Type> H
<cont ent | d>ur n: uui d: 733365c3- 2d44- 4f 93- accd- 43ch39b0cedf </ cont ent | d>
<pr evi ousHeader Hash>9czqa+0or | ADHDI YxAkn/ | cnZ30=</ pr evi ousHeader Hash> H
<r ecor dBodyHash>9czqga+0or | ADHDI YxAkn/ | cnmZ30=</r ecor dBodyHash> FE
</ LogRecor dHeader >
<LogRecor dBody>
<Event | D>ur n: uui d: 8a221df c- f 5¢c6- 426d- a2b8- 9f 6f f 1cc6e31</ Event | D>
<Event SubType
scope="http://ww. snpt e-ra. org/ 430. 5/ 2007/ Securi t yLog/ #Event SubTypes- key" >
KDVKeysRecei ved
</ Event SubType>
<Par anet er s>
<dcnl : Par anet er >
<dcni : Name>Si gner | D</ dcnl : Name>
<dcni : Val ue xsi:type="ds: Di gest Val ueType" >r| pve6MSncWOuUNl pFc TSI hk6w2A=</ dcmi : Val ue>
</ dcm : Par anet er >
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</ Par anet er s>
<Excepti ons>
<dcml : Par anet er >
<dcm : Nane>KDMFor mat Er r or </ dcmi : Nanme>
<dcni : Val ue xsi:type="xs:string">XM validation failed on |ine 36</dcm : Val ue>
</ dcnl : Par anet er >
</ Excepti ons>
<Ref er encedl| Ds>
<Ref er encedl| D>
<| DNane>Conposi ti onl D</ | DName>
<I Dval ue>ur n: uui d: 64bb6972- 13a0- 1348- a5e3- ae45420ea57d</ | DvVal ue>
</ Ref er encedl D>
<Ref er encedl| D>
<| DNane>KeyDel i ver yMessagel D</ | DName>
<I Dval ue>ur n: uui d: 64bb6972- 13a0- 1348- a5e3- ae45420ea57d</ | Dval ue>
</ Ref er encedl D>
</ Ref er encedl| Ds>
</ LogRecor dBody>

</ LogRecor dEl enent >

Log Record Record Description

N =
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The LogRecor dEl enent element contains a single log record, corresponding to asingle system event. If the
log record is the root element of an XML document, the element name will be LogRecor d.

A UUID value that uniquely identifies this event. This ID must be the same wherever this event appears (i.e., if
the event appears in more than one report, the ID will be the same.)

The time and date at which the event occurred.

The sequence number of this event in the report. This element should not be used in a stand-alone LogRecor d
element.

The event Class (e.g., Security.)

The event Type (e.g., Key.)

Gives the UUID most closely associated with the content element that was being handled when the event
occurred. This element should not be used in a stand-alone LogRecor d element.

The SHA-1 messagedigest of theHeader element intherecord that preceded thisonein thereport. Thiselement
should not be used in a stand-alone LogRecor d element.

The SHA-1 message digest of the Body element contained within the same parent LogRecor dEl ement or
LogRecor d element.

Describes the event Sub-type (e.g., KDMKeysReceived.)

A list of parameters which augment the event sub-type.

If an exception (an error) occurred during the procedure that generated the event, this element will contain alist
of tokens which describe the error.

A list of important identifiers that existed in the procedure context when the event occurred.

5.3.1.3. Log Record Signature

An XML Signature is used to create a tamper-proof encoding. The signature is made over the contents of the
Recor dAut hDat a element as shown in the following example. The Recor dAut hDat a element contains the
digest of the containing record's LogRecor dHeader element. Consult [SMPTE-430-4] for details on extending
the signature's proof of authenticity to preceding records via the contents of the header's pr evi ousHeader Hash
element.

Example 5.3. Log Report Signature Example

<LogRecor dSi gnat ur e>
<Header Pl acenent >st op</ Header Pl acenment >
<Sequencelengt h>2</ SequencelLengt h>
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<Recor dAut hDat a | d="1 D_Recor dAut hDat a" >
<Recor dHeader Hash>S@3I ELhbnkgTW0y ZSBSZXZpc2l vbnM </ Recor dHeader Hash>
<Si gner Cert | nf 0>
<ds: X509! ssuer Nane>CN=Di st Co- ca, OU=Di st Co-ra, O=Di st Co-ra,

dnQual i fier=vnqteTcB2G i\ +1H 23sxxgOgvwE=</ ds: X509| ssuer Name>

<ds: X509Seri al Nunber >16580</ ds: X509Ser i al Nunber >
</ Si gner Cert | nf 0>
</ Recor dAut hDat a>
<Si gnat ur e>
<ds: Si gnedI nf 0>
<ds: Canoni cal i zat i onMet hod

Al gorithm="http://ww.w3. org/ TR/ 2001/ REC- xm - c14n- 20010315"/ >

<ds: Si gnat ureMet hod Al gorithm="http://wwmv. w3. or g/ 2000/ 09/ xm dsi g#r sa- sha256"/ >
<ds: Ref erence URI ="#| D_Recor dAut hDat a" >

<ds: Di gest Met hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#shal"/>
<ds: Di gest Val ue>VGhpcyBvbnmx5l HRvb2sgdHdvl H | YXJz</ ds: Di gest Val ue>

</ ds: Ref er ence>
</ ds: Si gnedl nf 0>
<ds: Si gnat ur eVal ue>
Vge6MSOpHovkf ghH kt / NNEI 1GCchCW EygxCccSenuzNQe63qL+VI Qol JCcwgnEQi / w/ 8bl gj f B
PrsONbM3z| ROeAZc 7t t 6f 750t aNmC+O2wf ATVXQEE8KC32qQ / NQHUOL6bLLH+120qgR5f S/ mi |
/ wpn8s/ pAt GA9l AXDRpO3EVOvzwgOnmBAj zOxl bgzGg6Al YOai r J1gecTlqccbh1zGQ B81pr 3ct | p
ECchubt SCgh+f r Rn4CZc4ZRM_hj nax/ zwHl GAExi MCEKbwaz 7DwiN8zv1yoPUzut 9i k7X0Eyf Rl | v
F3pi QoLeeFcFr kf NwYyyhTX8i HTO4Cz8Yf G\yw==</ ds: Si gnat ur eVal ue>
<ds: Keyl nf 0>

<ds: X509Dat a>

<ds: X509l ssuer Seri al >

<ds: X509I ssuer Nane>Sanpl e | ssuer Name</ds: X509! ssuer Name>

<ds: X509Seri al Nunber >1234567</ ds: X509Ser i al Nunber >
</ ds: X509I ssuer Seri al >
<l-- X509 certificate value as bl ock of Base64 encoded characters, -->
<l-- truncated for brevity -->
<ds: X509Certificate>

QSBDZXJ0aWZpY2F0ZSB3b3VsZCBi ZSBsb25nZXI gdGhhbi BOad z</ ds: X509Cer ti fi cat e>

</ ds: X509Dat a>
<ds: X509Dat a>

<ds: X509l ssuer Seri al >
<ds: X509! ssuer Nane>Sanpl e | ssuer Name 2</ds: X509| ssuer Nane>
<ds: X509Seri al Nunber >123456789</ ds: X509Ser i al Nunber >
</ ds: X509I ssuer Seri al >
<l-- X509 certificate value as bl ock of Base64 encoded characters, -->
<l-- truncated for brevity -->
<ds: X509Certi fi cat e>T@uzZ2Vyl HRoYWigdGhpcyB0Ob28s| GZvci BzdXJl </ ds: X509Certi fi cat e>

</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ Si gnat ur e>
</ LogRecor dSi gnat ur e>

Log Record Signature Description
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The LogRecor dSi gnat ur e contains the signature of alog record.

TheRecor dAut hDat a element isthe content that isactually signed for the signature. Thiselement isidentified
for the signature processor by the | d attribute value.

A message digest value calculated over the sibling Header element.

This information identifies the creator of the XM